iRI2REN | EC-Council |

EC-Council{f FEB T HiLearnlIET Fig
EC-Councilf9%4f BB E &ilLearn & EEAZISEIMELER - FEERE -

| TEARIZEN R =R

EC-Counciliilearn# LB E Y5 - BEHFREBNEFTRBAEN  ZBRERZRTRAOHAER  ELE
MBEAE - AR ECREZZAEME -

| EIRRR O R9RR

EC-Council®@EZREHBAMERNEE  FEZEBEMEEREEBELZEE - ERHEC-CouncilZRBEBIIA

EBZEZREBE -

EC-Council & L3182 —%&
CCT

CND
CEH
CEH (Practical)
CPENT
CHFI
CCSE
EDRP
CBP
CCIso
CASE Java
CASE .Net
ECIH
CTIA
CSA
WAHS

EC-Council CCTHIE R 250 B XM R 12

EC-Council CND# & Bh & & R 308 i iz

EC-Council CEHRE KT ERRERE

CEH AR REREE R AEE

EC-Council CHFIE Z i #AEEXRDERE

EC-Council CCSEEIRE Z T 12EMRiER1E

EC-Council EDRPEZ K EEFRERRES

1IB Council B R $EE R R E R 12

EC-Council CCISOEZR#H#2

EC-Council CASE JavafE IR L& T 12 M08 in iz

EC-Council CASE NETEREXZ2 T 2R EHRE

EC-Council ECIHE 2 @14 EEIE S50 E R 12

EC-Council CTIARB1EE 2 T EXRBERE

EC-CouncilZZEE P /0\(SOC) 73 HrEli 7 s8 i iz

EC-Council Web [EREXZZR12

EC-Council iLearniR iR ZIEH (AR MUERIZH B E)

| ceT | CND | CEH |CEHP |CPENT| CHFI |CCSE | EDRP| cBP |CCISO CGASE | CASE | ECH | CTIA | CsA | WAHS
&R $22,000|$42,000 {$42,000 $42,000|$42,000{$42,000| $42,000 | $42,000| $49,000| $22,000$22,000|$22,000|$22,000|$22,000| $19,500
Instructor led training modules PS PS PS ° PS ° PS ° S ° PS ° PS ° PS PY
(1 year access)
Official e-courseware (1 year S ° S ° S ° S ° S ° S P S ° S
access)
CyberQ Labs (6 Months ° P °
Access)
Exam Voucher [ ] [ ] [ [ ] [ [ ] [ [ ] [ [
Practice Range (30 days Access) [ ]
Certificate of Completion [ [ [ ) o o
iLabs (6 Months Access)
Certification Exam [ ] [ ) [ ] [ ] o
CPENT Live Range Exam [}
Web Hacking and App Security ®
Challenges (90 Day Access)

FFRIR : 816 P198 #7117 P.212

B P215 S P.220

133

m
¥
O
g
=}
2
|
35
i)
|.N
=H
S
i)




m
v
(@)
o
c
5
|
B
&
1._H
&t
S
i
=

| EC-Council | RT2ESY

134

EC-Council5p ¥R i it /T4

EC-Council3 12> %35%Z8% (The International Council of Electronic Commerce Consultants)2 %83 122 # i=i#n) 8 55=n) » =
o egie J"" SR IR TSN @ §HENE o EC-CouncilFHEH )2 2= 5 IICE : . F-t% 1 EC- CouncﬂEfrti ”’J'ﬁ?ﬂféﬂg% ig; ‘*1‘ z ok
0BT % 5 T '=-=,j*"“r”‘]§1 2ENSAZ T » LR ESIe4 i 15520 - Wz%ﬁ% #rg | BMF A > 287 9 45 SEC-Councili@2 2o EC-Council

B RS

¢ND g%“ CCSE  C[TIA

EE-X
Es

Defender Cloud  Security  Engineer Threat Intelligence  Analyst

WEMRERID

= EREE - 312-38 = ERMEIK : 312-39 = ERMLIE : 312-40 = ERHE : 312-85
= ERIE AN - EHER 100 - BHKE 3N - EHER 1008 - BHEE 40 - EHEH 1258 - BEEE 20 - BEHER 508

ALRX SaRAET MG 22 A

c E H « ERHH : 312-50 c E H
c c T = B 40 Etcal  Hacker
contiid | Ewical Hocker  u EETEEEY : 12588 M ASTER
Certiied Cybersecurity  Technician 55 g }i {;ﬁ ;i; % » 5% B;:En ?i mﬁ 7( Em
@ = EZREE : Certified Ethical Hacker (Practical) EN8 CEH Practical S22 RIS A XM
- RS : 212-82 e R L CEH BB - RREZ RN RITAR
= EHEM : 30E - EHEH : 0% BERTEEES - AL g —l R
Web Application Hacking & Security Certified Penetration  Testing  Professional
EH X5k : Web Application Hacking and Security(WAHS) Live Exam = ERHE : CPENT Live Exam
LR : 36095 o = EHRE 0 2 R 12 /)SEE 1 R 24 ME
EEEE | LRI  TEERIRES , - EHEY M LEMES  TEERIEEE « THARE 7 RN ENRES
P EEBR 60% 1Z3Web Application Security Associate && FRAE#2I8 70% %5 CPENT 22
PLAEEBIB 75% %3 Web Application Security Professional :&& P43 90% #%5: LPT B

R #EBIB 90% %% Web Application Security Expert &5

ECIH CHFI E|DRP

EC-Council Disaster Recovery

Cotied nident. Handior ot | R IGATOR Professional
ﬁﬁ%’%)ﬁiﬁ; BEZEHBEER BEZKEERER
= ERHK : 212-89 = BRI : 312-49 = ERMLIR : 312-76
= B 3 - EERER : 10088 = B AN - EHEER : 15088 = B AN - EBHEEER : 15088
BEREHE BREXZE=TEM
JAVA J.NET| ETH
Certified Chief Information  Security Officer EC-Council | Certified DevSecOps Engineer Application ~ Security  Engineer Application ~ Security  Engineer
= ERE : 712-50 = ERHLE : 312-97 = ERLSE | CASEJAVA = ERMEIR : CASEINET

= BRI : 2.5/00F = EERER : 1508 - EHFERE 4N - ESEH 1008 - EBHEE 20 - EEEH 508 - EHFEE 20\« EHEH 503

= BERRE . ERB|BREC-CounciliRZRE - TIBBRERBEER  BTRSENEEABHRELI0TZERMBEZE -

» EBHEE (1) SHEEBEEG (CEH Practical ZALFRS) - (2) CCISO REBHREAREIKES -

= EBRE . KBARNBEZERER— -

- Bk . 2B RRHBIRPO (CEH Practical ElbRS) -

« EIBESR : 82019 FREAFRELES - FERWEIRBGENE - BITHREMR ASPEN EE 4315 T & - T#Ei#i https://aspen.eccouncil.org/ -

= BEHR . B2009F1851H#E - B?CGSOJ"EE’;Q].EZ% HAhEC-CounciliB BB =F - MBASERBYE - —FRNFERFT12085ECE - #1EASERMR © https://cert.eccouncil.org/ece-policy.html
QZOIGEIQIE?L EC-Council @ EBHRFEHEE80TT - MM FEER - IHBCCISOLPTRMKEMBRREFEEEM | CCISO/E£1007T » LPT  CPENT/ZE£2507T -

H1BFHZERMRAA © https://cert.eccouncil.org/membership.html
(© UCOM edu 2024.4% #+ % & B FHEC-Councills: Wy ¥ .2
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ALRx SaRhFT AL B2 BRI EX HiEnER ERXREMHERE EREXZ=RE

LICENSED
PENETRATION
TESTER

MASTER

cPENT | ¢[TIA ClcsE i EPRP  ¢|aSE c|ASE

ECIH ([SA

[Rmvps—— N B

cnF1 E|CDE

Ling F
Computes | |NVESTIGATOR Eccomd

e e MASTER
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P
(@)
g
3
|
e
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M
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Specialization [ T .

Core

CSCUR:E

— i 7 2 == S7) =%« SH 10
EC Council CSCU#Q Hé1§ﬁﬁ%wunﬂn§*§

EC-Council Certified Secure Computer User Course

S 1. BEAREMREFERE 3. BEMEB TR AL
= 2. BEMBBBS 4. BB LZEERAEN  TERE  YBHARAEEBYAS
o 1. EABKEETE R BNERIRIERES
BREAS o mammasekes
1. BRZENA 7. TEIBRNRZEY
2. fFEERFEHNRZ M 8. Bl
Y 3. BEEEM S 9. PR EENZEY
® 4. EREETE 10 BEREOFKBER
5. fIRMIEHZ E M {RIEM I ABRR AN 8 1
6. [REEFEHEA 12 EETIENZEY
1. BRI E—REREE " EC-Council Certified Secure Computer User Exam + Z:RIBE 5% - 112-12 - [REUSD149), - BRFERLEE
#Rexam voucher code MR EHE R P /0 BITE LB
.FRBRE—FR  BA—RAREEE—REEIHE
=R . BRI Z LERRFE7$09:00~18:00

. i ZFEE & BInstructor led training modules(48 iR 2 #ISubscription Code - A HR—F)
. RBEEBEAE:

- EREEE  FRI2BTREEAE  =BFEREEENTS15,20070

- BAREE  2NIRETHERZERAER  =ASMEEENTSS,0007T

BAEERRE  CCT : EC-Council CCT L2 G RAMRIE

oA wN

2B : 51b P198 1T P212 & P215 S#P220 135
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[E)ccrme

BEER

KEHERRE

E)cevne [@)roves [C)nmen BusrsmEzes,

EC-Council CEHEZE {1 5 X258 12

ARIZRTT

EC-Council CCT #fgi%%

EC-Council Certified Cybersecurity Technician Course

1. ZERAS
2. BBz EEAR

B RZPT BB ETEE
NINS : AR BB RS AR TS

Information Security Threats and Vulnerabilities (Z&llZ 2 & 2 #1535 %h)

Information Security Attacks(& 22 K %)

Network Security Fundamentals(#8 & 22 2 2 )

Identification, Authentication, and Authorization(:i 3l - $& Bl £2124)

Network Security Controls — Administrative Controls(48 &% & #l4&

Bt - EIEBEEFIIE )

6. Network Security Controls — Physical Controls(#3#5 % &£ 18 - &

EEzelE=yiiin)

Network Security Controls — Technical Controls(48#& % & #E Hl & -

e lg el HE i)

8. Network Security Assessment Techniques and Tools(48#5 %22 FE 1l 1
firE2 TH)

9. Application Security(fERE X ZE)

10. Virtualization and Cloud Computing(RE ##{L£2 = 1%

ahwn =

N

EH)

1. IRZAFREME —REFPFEE " EC-Council Certified Cybersecurity Technician Exam - Z& & B {5 : 212-82 - [R{BUSD499) ,

%R &Rexam voucher code IREC-Council 15 B TR 2 &
. BDB#E3R22024/12/31 A1 Z W 4R - S5—
 RIRAERE - HEERES0% MU EERBEREREmAIEE
.HRAE—FER A—RARERE—REEHE
. BRMZ FERE%09:00~18:00
REESAR:
- BRESE  BRMNETRESAE
- BEESE  SNIREITHERIERAE
- ERES  WEBEMEC-Council:Ri2 -

o oA WN

;’33’3‘?3'2 Eﬂin%*i

3. B Z 2 RKITAERE
4. YIFE R /4B R TA2Em

11. Wireless Network Security (R4 48182 2)

12. Mobile Device Securlty(ﬁé}]%—%ii\)

13.10T and OT Security(#) B 433 T 222 2)

14. Cryptography(Z: 5 £3)

15. Data Security(ZEHZE)

16. Network Troubleshooting (48 B 8 fE HEFR)

17. Network Traffic Monitoring(#3 157t £ B2 1%)

18. Network Logs Monitoring and Analysis (48 H 55 8 #EEA 73 47)
19. Incident Response (55 &%)

20. Computer Forensics(ZE 5 55)

21. Business Continuity and Disaster Recovery(f &=
22. Risk Management(/E Bz E32)

BKEEIR)

REFAUEZAE_REBEEZEE

=AEREEENTS37,0507T
=A5ERENT$19,50070
SRREBTENTS12,00002EH

CND : EEXE 2B & 5E#-EC-Council CNDFRqE iR 12

EC-Council Ethical Hacking and Countermeasures Course

FEN=ESES BEBKBIZPEKAZRERAS - EZUFEAES - HRERRIMAHBE
A EE ST LT R A2 P B R lveE
% CND : EEBXE ZBh & 3% -EC-Council CNDR %72
1. Introduction to Ethical Hacking(/"M #A{Iz8 E @ AR) 12. Evading IDS, Firewalls and Honeypots (73 A {215 35l/F5 K 5 £2
2. Footprinting and Reconnaissance (52 £ #4 Bl B 48 B5 B 5) E3EY0)
3. Scanning Networks (48 Al 7% £ 55 24 17 4) 13. Hacking Webservers( A {2 4815)
4. Enumeration(522 2 5 &7 ) 14. Hacking Web Application( A {48152 ()
5. Vulnerability Analysis(35 24 47) 15. SQL Injection(E R RIS EE)
HRIERE 6. System Hacking( A\ 12 &K % #5) 16. Hacking Wireless Network( A {2 f& 4R 481
7. Malware Threats(B22 U E ) 17. Hacking Mobile Platforms(A{Z1TE)F &)
8. Sniffers(#ARs B FEEA T B8 18. 10T and OT Hacking( A & ¥ 48 22 T 4%¢)
9. Social Engineering(tt 2 T %) 19. Cloud Computing(EHiEH)
10. Denial-of-Service(PE & AR 75 75 B2 £ (R {48 8 ) 20. Cryptography (5 £2)
11. Session Hijacking(GE 4R #11%)
1. BNB#£%2024/12/311k - CEH+CEHPE:0:& /5 £ /RE$105,0007s - EHEE$65,00070(HE S REZHMRERE) - TEFARMN TCEH Masterfz=
BB BAMRIZ s - MECEHRBREFECEHPAEERE - ERAERKEECEH - CEHPREEHR - URCEHABR Y REBEEEEE - BB
B —REYS=5RAE - ARWHBAICEH Masterfz Z 1213078 REMN(2MLL S RER LR BARBEE —FRTHAMRRERRDEER)
2. ARFRREE—RZEZET " The Certified Ethical Hacker Certification Exam(E i # B G55 : 312-50 - [REUSD950) . - HBRFRERERR
exam voucher code/M & B AE T /OB TE B HRE
3. BIE#ERZ2024/12/31 A 2R - E—REAIUZE 4 RREEEEE  (REFRE—FATH
maEE 4. [EiRIZHEEEEENTSS,00070(RMESEFHUSD499)
" 5. RIEMERE - LFEERE0%NM EBEEREREIIFES
6. R HE—FRN  B—ARERE—REEIHS
7. BRI EiRE7%509:00~18:00
8. RREBEAR
- BEREEE  FHRIR2ATRBEHE  ZARREBMENTS61,7500(3REFAMRMR FCEH MasteriZ B Hlim08 AR . BILER)
- BABEE  2NMREITHESRRERSE - =ASMEEENTS32,50070
9. IEMEMERH B IR D OBPMICRT 2B ERE DL - K5 : 3150 - ABRTESPMICHEEREEEEPDUEES )  BETLAZR
BIEWBRIE  CPENT : EC-Council CPENT2 & Al ERRE R

BACEHRRZEEEER




iRI2REN | EC-Council |

CEI-I Practical 35%

CEH AR &35 EEE AT

CEH Practical Exam Review

Eafize BERSCEHRE N E S &R5TMCEHR 2 B EVS CEH Practicali s A Hill &
ERTR M TR EERAE D

BEMA el . EC-Councll CEHBIZ R BRRERE
1. MRS RIEH
2. AR ARFS IR A AN L 5 22
FRENE 3. PERENT
4. ZBBBEF AN
5. EIL B F A DT
1. BARRILE —RFBEE " Certified Ethical Hacker (Practical) ([R{EUSD550) s - B iRIZ4E 5 KRexam voucher code EC-Council #1585
fTHREES
2. {EAREE  NE—REFHRY - RRRHEEEBEBUSDIS0(RMEEEFHUSD550)
[EEEYE 3. HFAMCEHEEE « B BCEH Practical Z#{%& - [RBiFR1Z35CEH PracticaliZ iR - S 5M&1Z 3¢ CEH Master(CEHARMD):E IR
4. RFRZIE30K LablEFAHER
5. [REABEAE !

3@1HIRCEH : EC-Council CEHRZZ R ERTERIZE - M]52024/12/31ABIFIE 214 - =EEENT$25,0007T
BEEERRE  CPENT : EC-Council CPENT2ZE Rl BRI BRI

CWAS we

EC-Council Web FEE L2812

CWAHS EC-Council Certified Web Application Hacking and Security Course

1. HREELT B EBE

CHERAEAZEMAER  FEEIEELEERINITAR

. BERBZTENE - BBARAS ERREALTHEEEEAS
. Windows B Linux{EZ R A E R

. B A AR

. WeblEREER : BREAZENA

YEZKE; © SQLE KRB KE(SQL Injection)

VIBRHEL - 22 E7RE E (Security Misconfiguration)

R BREY - BAEILM AR E (Cross Site Scripting)

VIR Pk ABEE FE FR12 UM A 1% # A 4728 (Scanning and Enumeration)
hARPKEL © SQLERIPRISKEE(SQL Injection)

PARPREL © 22 M EETRABC & (Security Misconfiguration)

hARPkEL | BRI TFEVEE (Broken Access Control)

9. IEBARKEL : EYMTFEVEE (Broken Access Control)

10. WEBARIK S © 2 M EERARC B (Security Misconfiguration)

1. WEBARKE « EIARER B AR E B Z B (Server Level Access)

12. ERMIKE - EARZRE R B AR EZE(Server Level Access)

13. RIS | T2 EERABCE (Security Misconfiguration)

1. EREREM B R RBEREE
2. RREE—FR  B—REARERE—RERIKE
3. MERBUESEHES !
BEER - RIRIBREA
- Instructor led training modules(#%_E3Ri2#ISubscription Code - = FAHAR—%F)
- Web Hacking and App Security Challenges (LabfJDashboard Code - 90 Day Access)
- Certification Exam(E #7EExamspecialists.com schedule)

%#EMERIE  CASEJava : EC-Council CASE JavafE T2 222 T2 EMa0E iR 2
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cpENTaﬁa ©) EER BRRSAER2S, RICAERSURER

EC-Council CPENT2:Z A B RE355:472

C P E N T EC-Council Certified Penetration Tester Course

BEHR MERBEEES - IXEEES - BENZEHAE - AMZE DT
BB BERPREERRITRENEEERIMENE

1. Introduction to Penetration Testing ((23& I3/ 4R) 8. Web Application Penetration Testing (#3512 02 E 5 757%)
2. Penetration Testing Scoping and Engagement (3:3& RIG# B 2145 47) 9. Wireless Network Penetration Testing (F4R 48582 & RIE 75%)
3. Open-Source Intelligence(OSINT) (B E#R a5 10. loT Penetration Testing (¥ #8:2 5 850)

RIEAR 4. Social Engineering Penetration Testing (f132 Li22#H51) 11. OT/SCADA Penetration Testing (T 12235 )
5. Network Penetration Testing -External(9h 48232 il :0) 12. Cloud Penetration Testing (Z 12 &8Iz 757%)
6. Network Penetration Testing -Internal(R 48232 Rl 70) 13. Binary Analysis and Exploitation (— #5220 24 B &)
7. Network Penetration Testing -Perimeter Devices(#8i% B &3 &2 & M=l) 14. Reports Writing and Post Test Action (155 # & BRI 2 48 20 1F)
1. A RREME—RRFZEED " Certified Penetration Tester (=%l B 5% : CPENT Live Exam + [R{EUSD990) .
2. RREHEFRE  LERES0NU EBEBERREREIES

EEE 3. MRBIE—FR  B—RARBRE—REEIHE

: 4. AR FRFERE%09:00~18:00

5 REEBEAR:

ERERE  ARIETRREHE AR SEEENTS64,6007T
BERBRE CCISO : EC-Council CCISOEZ & #12

[E] onomze (©)rovzs C) kmER BUARSAERSE, RILAERERER

EEX ELPHE@E-EC-Council CNDEREEEEE

EC-Council Certified Network Defender Course

1. ZREEAS

2. BBz EEAR

3. B L 2 RITAEBE
4. YIbE S 4/ BT TA2RM

RS T REFT B EiTAE
NINS : #3E8 E B A RE AR TS

1. Network Attacks and Defense Strategies(48 %S 5 %2 BR5 2L 55 %)
2. Administrative Network Security(48#% 2 & E32)

3. Technical Network Security(48%& 2 2 #%1i7)

4. Network Perimeter Security(B 2L E)

5. Endpoint Security-Windows Systems(lz2hZeE 2 18 & %41)

6

Z

8

FIERTE

m
¢
O
g
G
\
7
\_N
3
S
&
Ig

. Endpoint Security-Linux Systems(I®#iZ2 2 2 Linux %#4%)
. Endpoint Security-Mobile Devices(If 2% & Z{TE1 3 H)
. Endpoint Security-loT Devices(If#t &% 2 M AEE)
9. Administrative Application Security(fEFE N L2 &%)
10. Data Security(Z 22 2)
11. Enterprise Virtual Network Security({E ¥ E B REKEZE)
12. Enterprise Cloud Network Security(it #Zim KL E)
13. Enterprise Wireless Network Security({E R HEHRLE)
14. Network Traffic Monitoring and Analysis(48 &7t & B2 #EEA 3 47)
15. Network Logs Monitoring and Analysis (48 H 75 8= 22 B3 47)
16. Incident Response and Forensic Investigation(i& %2 55 &1 & % £ 88 38 F )
17. Business Continuity and Disaster Recovery (3548 & 8 £1 S #18H)
18. Risk Anticipation with Risk Management(/2f& &2 2 &% 72 5])
19. Threat Assessment with Attack Surface Analysis(T] B E & 9 2 & BaTh)
20. Threat Prediction with Cyber Threat Intelligence(#8% & Z 15 E 2 B ZT8H)

1. SBARZIE—RFFEE "EC-Council Certified Network Defender Exam(E i #H B G55 : 312-38 - [REUSD550) ., - BRFREERRE
exam voucher codeM & EAE T /0BT E LB KRE
2. BNE#ERZ2024/12/31 AR 2R - E—REAIUEZEE_REESEBR(EERBN—ERADBHE - URANERATAER  ERELE
FBUSD249)
. BB #B#R 22024/12/31FIBAME Z B4R - /NAG:%3.5/\FAER
REARESE  NE—REHRK - HRIRHEZEBENTS3,00070(RMEEEFHUSD249)
RIRERE - LFEERE0W B BEEREREIIES
.HREE—FR  B—RARERE—REEIHE
. BRMZ EERRE%309:00~18:00
. REEERE:
- BEREEE  FFRI2BATREEHE  ZAERREBMENTS53,20070
- BEESRE  2NIREITHEREERAR  ZH51TERENT$28,00070
9. IEMENEEH B IR OBPMICRT ZBHHE DL - K5 : 3150 - XREFTEPMCHEERSIREGPDUEEE) - BET LA S

BEEBRE  CEH : EC-Council CEHEZZ B IlT E R0 E R 12

AEAR

BEER

©N®O O AW
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CSA?;ﬁa lttﬁﬁﬁ "BURRBEEREE, BUEBERZHRER

EER i L2SOCES1%E-EC-Council CSAZREE:

CSA EC-Council Certified SOC Analyst Course

1. SOCH#r il (55— AR A _4R) 5. PRz EERMUREERBLZERFNERZEZERAS

aus 2. PEMZEEEE 6. B E HATED
= 3. BEALE LR 7. R A8 R SOCH HTEMA A
4. BEEFHEHTEN - AWIEEHERIMAE
B EZRSTRMU TREMEERIEE - ABERERARRETEARIENE
SR CND : EEXE L2248 #-EC-Council CNDFRE R
1. 2 BEEFEH (Security Operations and Management)
2. THRHAEIE - loCHIK EJ5)%(Understanding Cyber Threats,loCs, and Attack Methodology)
PERA 3. B - BHFIHSRC#E(Incidents, Events, and Logging)
" = 4. BHESHEEZ 2 AR REHETER(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
5. M AR & 1B E L8 S 412885 71 (Enhanced Incident Detection with Threat Intelligence)
6. B ERIETE P K FEH 75 7% (Incident Response)
1. BARZE—RFEEI " EC-Council Certified SOC Analyst(RfEUSD450) 1 - i iRI245 R Rexam voucher code MR E #E 5 /0 B
TETEARGE
CREAREE  ME—REARY - RREHEZEBEZREUSDI49(RMEEERUSD199)
CREEFR  HERES0% M ERERREMSNES
e .HRBE—FR  B—RARERE—RERIEE

- BRI Z EERIFFE%509:00~18:00
CREEEAR
- EREEE  HRI2BTEAEEHE ZARSESENTS37,0507T
- BEREE  2IREITHERZERSE - FASMEZENTS19,50070

RiEHERE  ECIH : ERERSHUEHE-EC-Council ECIHRFERTE

[o20¢, I NGV RN V]

EC-Council CCSEEIRE L T F2EN=RERFE

EC-Council Certified Cloud Security Engineer Course

[lEg % = £ B — 11ounod-03

I s TA2ED - SUEEIRRZ 2 KA HillE
EmRREHARE

Introduction to Cloud Security (N AZEIHESEZ2)
Platform and Infrastructure Security in Cloud (El#:EH P FSEERRL L E)

Bz =
=1
1.
2.
3. Application Security in Cloud (Elm@ & HEARERZR)
4.
5:
6.
7.
8.

TRBAE

Data Security in Cloud (ElfEEPHERZE)

Security Operations in Cloud (ElfiE & P rIZ 2 %)

Penetration Testing in Cloud (E1#E & h#;2 5 )

Incident Response in Cloud (Zli# & P S EE)

Forensic Investigation in Cloud (E 138 & a9 E5)
9. Business Continuity and Disaster Recovery in Cloud (ZE1im3E & oh p 45 4 & 18 2 SE 2 [0]18)
10. Governance, Risk Management, and Compliance in Cloud (El#EE FHA1E - G SR HIE1E)
11. Standards, Policies, and Legal Issues in Cloud (EIf#:E&& PHIRE « BUERBEAEZERE)

1. SRBAFREME —RFPFEE " EC-Council Certified Cloud Security Engineer Exam([2{BUSD550) 1 - F /iR 2455k Rexam voucher code{ &
REMEAPLBTELEARE
. RRERE - HEEES0%W FEREEREREIIES
. ARAE—FR - A— AR ERE—REEIHE
. BRI EERFFE%09:00~18:00
RIEBEAE
- BEREEE  FHFRIR2BATAREAE  ZARREBMENTS64,60070
- FIBEZRE—AWS - Google= K2 FaiAzure EliR 24 KL E - [RIEHENTS20,0007T - DJUEEENTS48,000705R & 112

BEHFERE  CCSP : CCSPEMBERER BRI

e
it
=3
0

BHEER

oA wN

ZIMBARER : AL P198 #ifTP212 A P215 H@#P220 139
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CTIAER%& ) kmER BUARSAERS S, RILAERHRER

EXE LR Z 2 -EC-Council CTIAZZRER12

EC-Council Certified Threat Intelligence Analyst Course

BEHZ EEBERZARIZMERZAS  BZUFEAS HEBBESTAHBE
EET AT REFT B E AL

BEA®  CEH . EC-Councll CEHEZ TS R RBRIZEE N
1. Introduction to Threat Intelligence(falz5 & & 15 &)
2. Cyber Threats and Attack Frameworks (48 & 2 B L 2242 22)
3. Requirements, Planning, Direction, and Review(Z3K - fRZ| - {58 E185T)
smg0 2 4. Data Collection and Processing(E NI &3 E32)
5. Data Analysis(E& Rl 247)
6. Intelligence Reporting and Dissemination( & 1%} 515 1E)
7. Threat Hunting and Detection(Jg] & % #& £3155)
8. Threat Intelligence in SOC Operations, Incident Response, and Risk Management(SOC 1£%£ « S EZHEREEPHNEEZIBE)
1. MBRRIBILE—RREE " Certified Threat Intelligence Analyst(E& LB 055 : 312-85 - [REUSD450) 1 - FERERIE#4E 3R Kexam voucher
codeRREMEL PLBTELEARFE
CREAREE  WF—REHKAY - HREHEZEFBEUSDI149(RMEEEFHUSD199)
ErEE RRRAERE - HERES0% CEGEERRMEES

- ARBE—FER - B—RARELE—RERIHE
. BRI LERE5E709:00~18:00
CREBEAR
ERERE . ARINBETHEREHE  ZAFRREEENTS37,0507T

BEEEBRIZ  CPENT : EC-Council CPENT2 B AIi BERERE

o g~ WwN
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£ EZ EE 2 HT-EC-Council CTIAZIEEER 12k HEEH
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EC-Council Certified Threat Intelligence Analyst Course

JEI=EIES BEEBRRZBRIZAMEZAE BZUREAS - HEEBEES T RDE
EETTRLL T SRR EERITEE S

BRAE  GER : EC-Council CEHEE BT S Z RERIZEE 1
. Introduction to Threat Intelligence({I:8 & B 1B E)
Cyber Threats and Attack Frameworks (48 & 2 51 K 2422 )
Requirements, Planning, Direction, and Review(Z3K - # %] « 158 B1%5)
s Data Collection and Processing (& U7 £ B2 2 38)

Data Analysis(Z#} 5 #)
Intelligence Reporting and Dissemination (152 i i B4 SR )
Threat Hunting and Detection([g; 2% & £2158)
Threat Intelligence in SOC Operations, Incident Response, and Risk Management(SOC 1F% - SiEZ LRGSR PHEBIEE)
HWARNFREEE—RZEED " Certified Threat Intelligence Analyst(E:F B 055 : 312-85 - [REUSD450) . - HHiRREAE R Rexam voucher
code N EREMAEL P LBTELELGE
2. BEAREE  NE—REAKY  MRIEHEZEBBUSDI149(EMREEEFHUSD199)
HaE=1R 3. HBABERERFA _BART
4. REBERE  HEREOW FEBEBEREREINES
5 HRAE—FAN  B—RARERE—REEHEE
6. BRI FERIERE%509:00~18:00

BEERRE  CPENT : EC-Council CPENT2 BRI BERTERE
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ECIH%?@% @) iEER BRRSEERSE, RICAERURER

EEfx B L EBIEIE-EC-Council ECIHZZEE:812

ECIH

EC-Council Certified Incident Handler Course

BEZBHEES  BEURRTGEEES BEUNAAR  ZMBHITHAR - EREIAR - 2AFEE - 2R TEM - FKBEES - ITEEN

HiTHBAAS
EESERM T REMEAERMEEN IR EARERELTERRIIiEE
CND : EE[XE 2 [HE38:3-EC-Council CNDR & FR12
1. Introduction to Incident Handling and Response (& % S & # &R 2 B0 B )
2. Incident Handling and Response Process(Z XS4 B EIENERF)
3. Forensic Readiness and First Response ({111 8 2155 — 5 5 2 FE £ RIl)
4. Handling and Responding to Malware Incidents(FR R I2 T TS A O B S e B R I8 R Al)
5. Handling and Responding to Email Security Incidents(ZE ¥ B84 Ffr & A AU B i S5 ¢ FE 4T B2 R 1B [R R)
6. Handling and Responding to Network Security Incidents (#3528 Firi& ak O i1 55 (4 FE 40 B ER 312 R Al )
7
8
9
1
1

BEHZR

SR nE

RENE
. Handling and Responding to Web Application Security Incidents(481lk & 4825 F& FE A2 20 P& Al A0 /B i S5 1 i B R 3B R Al )
. Handling and Responding to Cloud Security Incidents (i & F3 Ffr 15 A% Y i 1 55 (4 FE £ 22 J2 32 [R Rl )
. Handling and Responding to Insider Threats(A 0 &) 22 PTis A% 0 S 1 55 14 FE 2 B iR 38 [R Al )
0. Handling and Responding to Endpoint Security Incidents (I &2 2 Ffi & A% i f 14 55 14 i £ £ fR 32 [R R1))
BRI E —RREES "TEC-Council Certified Incident Handler Certification Exam (& : % B G55 : 212-89 - [RfEUSD450) 4
245 3R Rexam voucher code N EZERE X PO BITELEASRE
CBERREE  OFE—REHKAYN - HREHEZEZEUSDI149(RMEEEHUSD199)
. ECIH v3ZEHFER3/NE - EHEER100BEEE - E?E BIBEET0%
RS RE  HERE% FEBERERBRAENE
.HREE—FERN  B—RARERE—REBZHE
. BRYZ FERRFE7$09:00~18:00
.RREEARE:
PREZE : BRINETABREHE  =AFRREZRMENTS37,0507T

CHFI : EC-Council CHFIE Z i # B B R ERIE

BRE

BEEE
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BERERRE

RIRERREEEER

E)crrme  [B)roves (€

lttﬁﬁﬁ "BURERSBEEREE,

LERIERT B EEANSI-170245858 » WSTRFENIST SP-800-181 NICEFSEAELLEK

EC-Council CHFIE & #&5
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EC-Council Computer Hacking Forensic Investigator Course

CHFI REERELHENAREZE - SIERIRBNEHEGTEENTERABMRE - 22 ¢

- EENAERHEAS

- R1T - RIEAMEMEBEAL

FEr=EEd - EREEEAAS - BURTHEE IT B AIE
- EFEBLETEAL - HNIEGE RIS IR
c EEEHEAL
EERTH NREMEERIME - EEARRETEERIT RSN SR RIENE
FIERE EFEITIERZECIH | ERE LS iEIE-EC-Council ECIHRERTE
PSR CEH | EC-Council CEHR B R T E R A5 312
1. Computer Forensics in Today's World (88 i # 8 42 ) 9. Malware Forensics(ZE =2 = #&5)
2. Computer Forensics Investigation Process(E8 A i 32 ) 10. Investigating Web Attacks(48 1 & 485 R 75 T B2 855 780)
3. Understanding Hard Disks and File Systems(1#ikE1g 2 247) 11. Dark Web Forensics(FE48:85)
BEAE 4. Data Acquisition and Duplication(Z I EELEA 18 2Y) 12. Cloud Forensics(Z 1 )
; 5. Defeating Anti-Forensics Techniques(f§ #2fz 8% 811 15) 13. Email and Social Media Forensics(&8 T E3 {81t B¥ 1 A2 88 38)
6. Windows Forensics(Windows {F2£ % 47 i) 14. Mobile Forensics(1T &1 3= & #:5)
7. Linux and Mac Forensics(Linux, MacfF2& % 4 i) 15. loT Forensics(loT&#)
8. Network Forensics (48 % i)
1. HARRIEIE—RRFEEZ " The Computer Hacking Forensic Investigator Exam(Z &t Rl B $5% : 312-49 - [RBUSD650) , - FTREFEMAFRR
exam voucher codeN R332 B A& /0BT E B G
2. BB #ERE2024/12/31FIRRII 234N - EB—REBSEER(EEEN—EARSHE - MR AEBRTZRAER)
3 HBAFEE  NE—REAKXY - MRIEHEZEERBUSD299(FEMEEEFHUSD399)
BaEE 4. RBERE - HEERIES%M EERER B RRASNES
: 5 HARHE—FRN  E—RARERE—RERIHE
6. BRIz ERIE%09:00~18:00
7. REEREAE
BERERE  BRIBATARSHE  ZAERERENTS64,60070
8. B ENEEHBEYRD O BPMICRT ZIEHHE ISP - K5 : 3150 - FERTSPMCHEERSIEEEPDUEEE) - FHIT LB
BEEBRE  CTIA : EREZR B H#-EC-Council CTIARSE R12
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EDRPEE% @) BER BRRSRER2S. RICHERSULER

EC-Council Disaster Recovery Professional Course

BEHZ MERBEES - HXEEES - 2MEHER - BRAERARBRAS - BAZEAR
FESSR LU N REFEE RIS - UFEBRE RELER KNS

BEN® oM . EBEREEER-EC-Councl ECHRERE
1. Introduction to Disaster Recovery and Business Continuity(SX## 18 [R5t E B2 B EFTEN8)
2. Business Continuity Management(& & 551 5E)
3. Risk Assessment( /& a7 {d)
4. Business Impact Analysis (BIA)(EZE B D47)
5. Business Continuity Planning (BCP) (B #5E2EFTEIE)
. — 6. Data Backup(&RHE 1)
RENE 7. Data Recovery(& RI{E[R)
8. Virtualization-Based Disaster Recovery (& §tIR 15 K Z1E[R)
9. System Recovery(:Z#ER)
10. Centralized and Decentralized System Recovery((£ P =19 B 2 A A 1E R AV EE)
11. Disaster Recovery Planning Process(X 28 /REtE12FF)
12. BCP Testing, Maintenance, and Training(B 5= @5t 21E2 2R - #ENAIAR)
1. $RBAF R E—RFPFEE " EC-Council Disaster Recovery Professional Certification Exam(Z 7B $5% : 312-76 - [REUSD450), - &
TR FR1245 R Rexam voucher code M RE B £ /0BT E R B R
CIREARREE N5 —RERKY - FRIZHEEEEBUSD199(RMEE E FUSD249)
. RIRERE - LEEE0%W CEBEEREREIIES
HasE CERRERANE - EREER150BRER BB BREERT0%

. FRBE—FA  B—RARERE-—RERZHE
- BRMZ EERSE14509:00~18:00
. REEENR
ESERE  MRA2ETHRBME FAERREEENTS64,6007T

BEMERE  CEH : EC-Council CEHRZE X T B R w08 sr e
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CASEJava EC-Council Certified Application Security Engineer Java Course

1. 2 Pl EJavaB #Ba A8k 3. TFstES KA - NEl - EENRERABEALEZERAS
2. A AJavalE iR 22 TREM/ZEDE/Z 2 AHEEAS

FEG AN Java SE - Java EE - WebE 2 (R 85458

FEl=EIES

1. ERERANZ: - BBanE 6. MBEMEERBELS
2. ERERZEFKILE 7. Session&E1
RERE 3. ZREARRTARE 8. HEREIELERIBE
4. MABRBLZEREISES 9. FFREEAE A FEFTZ TN L 25 (SAST & DAST)
5. R B RE 10. R ENBHMHE
1. SRB AR ILIE—RERREE T EC-Council Certified Application Security Engineer Exam(/RfEUSD450) 1 - iR iR 12455 Rexam voucher

codeNRRBHEEH P LBETETEARE
2. WBAREE - NB—REAKY - HRREHEEBEBUSD199(RMEEEHUSD249)
o EE 3. RIEMERE - HERES0%B MU LERERERMANES
e 4. FRER—FA  A—HRARERE-—RERZHE
5. BRIz FRIFE%09:00~18:00
6. REEBENR :
ERERE . FRBATHEEHE  =ZARRERENTS37,0507T

BIEMEBRE  CEH : EC-Council CEHEZEZ KT E R F0E R 12
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CASE%E% @) e "BURRSEAREE, RICHERLSLER

CASENet

EEHZ
FREAE

#EAE

BHEEHE

EC-Council CASE .NETEERIE{ L2 Ti2RH:EER1E

EC-Council Certified Application Security Engineer .NET Course

1. 260 E NETE R85 3. TEsES R A ERRERREXNZE2EEAE
2. BEAABNETEARAEL L RM/ELAMA/ELAREREAR

BEREACHIEZAREER

1. EREANEZS - BIBHEKRE 6. MBRMLZERIBEH

2. EREALZEHKIE 7. SessionEHE

3. ZxERENRTEEE 8. HRRIE LRI EH

4. BARBLZERIBE 9. MBI ERARENZ 2 HIE(SAST & DAST)

5. #ERIEIRRE 10. ZEEPEMLEE

1. B AREIE —RFBFEEF " EC-Council Certified Application Security Engineer Exam(/R2{EUSD450) , - Bt iR245 3R KRexam voucher

codeNEIREAE M /OB TECEHFRE
BRAREE  UF—REAKY - DREHEZEZFBEUSD199(RHEEERUSD249)
CREAERE - HERES0% U LE R ERBRMAEES
-FARAE—FR - BA—RARERE-—RERZHE
. BRIz LERE5E7%09:00~18:00
CREBEAE
PERERE . FARIATHREHE ZAFRREEENTS37,0507T

CEH : EC-Council CEHEZ = % lT B8 R P55 12

(SRS FNFRUNY

ccusoaﬁa O mEn BUSRSEARSS. RICHER2SLER

EC-Council CCISOEZL KRR

CCISO

Certified Chief Information Security Officer Course

1. BSRARERETLEARELR 3. HEMZ 2 BB AN B EME
2. BAZ2ZRE - REAEEEE

Domain 2 : Security Management Controls and Auditing Management (& % & 121l 1a i LA FE 2 SIE)

Domain 3 : Security Program Management and Operations(Z 2 &t =2 &2 #{F %)

Domain 4 : Information Security Core Competencies(& 1%L\ #i5E)

Domain 5 : Strategic Planning, Financial Management, and Vendor Management( & I 14 #3 21| & 81 7% 22 (1 FE 5 38

1. 3REARE - E—RCCISORZEE A (BRI ENREE : 712-50 - [REUSDI9Y)
2. ERBREFETH - SMAFRIREEE1005T
3. » Associate CCISOEACCISOZ A HRE—Hl - RFHFSCCISOEEE O] 554K EAssociate CCISO
+ Associate CCISO3RE &K : 5AEY T - E—(ERHBRE2F T FA&ER - sk&=HHFACISSP - CISM ~ CISAE—ER -
» CCISOfRE &L : A D - E3EEHBFESE LML - ERSNMEBRREIE  ARESEEPEEELREHIEN0
. BB Associate CCISOR BN BE - BRRXRBHBBES  FEEBEUQEMRBFACCISORE B
BRI Z FERISRE409:00~18:00

HZEEE  5ACISSP ~ CISM ~ CISAE—RZRHEiee~EEE - ZHEEMENT$79,0007T
FERER  ARAIMBTRB SR LM EE AR REFENTS89,0007T
7. 1HEARER 2 BIRMAEIEEREE : https://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

FEI=ESES
FEE AN EZ 2 HRAAE R ERAR
Domain 1 : Governance(;A¥2)
RIERE
HasE 4
&,
6. RIZEEESE :
BEEBERE

2024 #78R
ECDE

BEHR
BB

BENE

BEEER

CISSP : CISSPEZ A MER B iriz

ECDE%%
EC-Council DevSecOps T f2EMZ3:E:852

EC-Council Certified DevSecOps Engineer Course

FEFDevOpsFRARMNIUEE - 2AMMEAE - BLXEEAS - HZEMBAEWRE - HDevSecOpsH HillE
HARARARR L HFELRRA

. Understanding DevOps Culture(:3#DevOps3Z{t)

. Introduction to DevSecOps(7T#DevSecOps)

. DevSecOps Pipeline—Plan Stage(DevSecOpsE #2-#7 2P EL)

. DevSecOps Pipeline—Code Stage(DevSecOpsE #R-12 T A5 P& ER)

. DevSecOps Pipeline—Build and Test Stage(DevSecOpsE #7-12 & 81 Rl 55t P E%)

. DevSecOps Pipeline—Release and Deploy Stage(DevSecOpsE 4x- 2 1TEAERE FEER)
DevSecOps Pipeline—Operate and Monitor Stage(DevSecOpsE #R-#E1& B85 12 I ER)

RARFIRILE—RREE TEC-Council Certified DevSecOps Engineer Exam (iR B3 : 312-97 - [REUSD550) s - ERFERLEFRR
exam voucher code,REC-Council #85 B TR & &

 RIRERE - HEERE0W EBEERRRAEIIES

CERRERANE - BHEER100BEER - BEBREHT0%

.BRBE—FR  B—RARERE—REEIHE

BRI EERIFE%409:00~18:00

. RREERE

BERERE  BRIMNETARSHE  ZBRRERENTS37,05070

S NOoOORWN

SRS ENIRUNY

BFRKE : 816 P198 1T P212 &9 P215 Sif P.220
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