iRI2REN | EC-Council |

EC-Council$f FE BT HiLearnlIET Fig

EC-Councilf¥4 LB B FE KilLearn - :EERAZIEE MRS - 1SEEBE -

| TEARIZENR =R

EC-Counciliilearn# 2B Y& - BEHFRERNEFTRMAELN  ZBRGERERTZRAOHARR  ELE
MBEMAE - AR ECREZZAEME -

| EIRRERETR9RR

EC-Council®@EZREZHBAMERNEE  SFEZEBEMHEEREEBRLZEE - ERHEC-CouncilZRBEBIIA

EBZEZREBE -

EC-Council @ L:31E—%&
CCT

CND
CEH
CEH (Practical)
CPENT
CHFI
CCSE
EDRP
CBP
CcCiso
CASE Java
CASE .Net
ECIH
CTIA
(0257
WAHS

EC-Council CCTHIE R 08 MR 12

EC-Council CNDA & B & & 2R 3038 i iz

EC-Council CEHRZEH i B KRB FRE

CEHARTE R EREE R AEE

EC-Council CPENT2ZE fIF B R BE R 12

EC-Council CHFIZEZE#AER

Tk

EC-Council CCSEEI#E LT 12EMRiERE

EC-Council EDRPEZ K EERERDERE

1IB Council & IR $EE X B35 R 12

EC-Council CCISOEZRH#12

EC-Council CASE JavafEARER L2 T IZMRE iz

EC-Council CASE NETEEREXZ2 T 2R EHRE

EC-Council ECIHE 2 et EEIE 552812

EC-Council CTIAHZIEE 2 T ERDERE

EC-CouncilZZEE P 0\(SOC) 73 Hr Bl w0 58 iR 2

EC-Council Web EREXZ 2312

EC-Council iLearni®BiHZEIE B (ABUERMIEH A E)

| ccT | CND | CEH |CEHP |CPENT| CHFI |CCSE | EDRP| cBP |CCISO CGASE | CASE | ECH | CTIA | CSA |WAHS
&R $22,000 |$42,000 {$42,000 $42,000| $42,000| $42,000 $42,000| $42,000 [ $49,000$22,000 | $22,000$22,000 | $22,000 | $22,000 | $19,500
I(Tsyt;gitgcrclsgs)t raining modules| g | g ° ° ° ° ° ° ° ° ° ° ° ° ° °
?cfi'ecfs‘; e-courseware (lyear | o | o | ¢ o | o | o | | | o o o o @ o | @
i)c/lcaeesrg Labs (6 Months S PS P
Exam Voucher [ ] [ ] [} [ ] (] [ ] ( [ ] (] [ ]
Practice Range (30 days Access) [ ]
Certificate of Completion o o ® o ®
iLabs (6 Months Access)
Certification Exam [ ] [ ] [ ] [ ] [ )
CPENT Live Range Exam [}
Web Hacking and App Security PY
Challenges (90 Day Access)
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EC-Council5p ¥R i it /T4

EC-Council3 12> %35%Z8% (The International Council of Electronic Commerce Consultants)2 %83 122 # i=i#n) 8 55=n) » =
o @B JM S FrEEE - EEEEY . & B4 E 0 EC-CouncilEFE Y2 22 » IICE : . oL ECH CouncﬂEFti *’J%%’féi}% 35; fﬁ 2z
SEE0BH K o IR qgﬁﬁrﬁi ZENSA)TE T » SR RS 1o W IS 520 Wz%ﬁ% #rg | BMF A > 287 9 45 SEC-Councili@2 2o EC-Council

¢ND g%“ CCSE  C[TIA

Defender Cloud  Security  Engineer Threat Intelligence  Analyst

MEMRERE

= EREE - 312-38 = ERMEIK : 312-39 = ERMLIE : 312-40 = ERHE : 312-85
= ERIE AN - EHER 100 - BHKE 3N - EHER 1008 - BHEE 40 - EHEH 1258 - BEEE 20 - BEHER 508

ALRX SaRAET MG 22 A

c E H « ERHH : 312-50 c E H
c c T = B 40 Etcal  Hacker
Certified | Ethical  Hacker = EHEEE : 1258 MASTER
Certified Cybersecurity  Technician 55 %.3 ;ﬁ ﬂﬁ 5; % . 5% 5,:2. Tﬁ ﬁ'ﬁ 7( Efﬂ
@ = ERLIE : Certified Ethical Hacker (Practical) E\& CEH Practical BT EEBAR
- ERIRE : 212-82 e R L CEH BB% - FREIZ RHE R AL
- EHRM 30K - EHEY 608 BERmERES N 208 ==
Web Application Hacking & Security Certified Penetration Testing  Professional
EH X5k : Web Application Hacking and Security(WAHS) Live Exam = ERHE : CPENT Live Exam
LM : 3607 & - * EHESR 2 R 12 0WEE 1 R 24 0K
THBY  RLEEER  EEEREERE , - EHEY  MLEMEY  TTREIREE + THARE 7 ANASSEIRES
P EEBR 60% 1Z3Web Application Security Associate && FL4SE338 70% #%3% CPENT B2
PLAEEBIB 75% %3 Web Application Security Professional :&& FRAEEIE 90% 1458 LPT BE

R #EBIB 90% %% Web Application Security Expert &5

ECIH CHFI EIDRP

EC-Council Disaster Recovery

Cenifd cident. Hanler compter | GATOR Professional
ﬁf%’&)ﬁ}i; ELHEHBEEX BELKEBRER
= ERIAK : 212-89 = BRI - 312-49 = ERMKE . 312-76
= EFEGHE : 3EF - EHEEH : 1008 - EHFISHE  4VE - EFEE : 1508 = EHFISHE  4ME - EFEE : 1508
BELEE ERERZE= T
" JAVA N ETH
Application  Security  Engineer Application  Security  Engineer

Certified Chief Information  Security ~ Officer

= ERMLIE : 712-50 = ERMELIR : CASEJAVA = ERMEIR : CASEINET
= EERRE : 2.5/00 = EERER : 15088 = B 20 - EEREER 50 - EHEE: 20\« EREH : 503

= BERRE . ERB|BREC-CounciliRZRE - TIBBRERBEER  BTRSENEEABHRELI0TZERMBEZE -

= EHER (1) BEGEEEE (CEH Practical E3MRSMN - (2) CCISO REREFTEEES -

- EIBEE . KBARRBEZEEER— -

- B 2ASEREBIRP.L (CEH Practical EHFRI -

« EIBESR : 82019 FREAFRELES - FERWEIRBGENE - BITHREMR ASPEN EE 4315 T & - T#Ei#i https://aspen.eccouncil.org/ -

- EEEE : 52009F1818E B?CCISOJ*EEQMEZ% HAEC-CounciliEBRBIAH=1F - NFMAFFERYD - —FAFRET120R5ECE - FHI1EA2ERMERA : https://cert.eccouncil.org/ece-policy.html
EZOlGElﬁlElt EC-CouncilZEBHRFEEERE0TT - UHIFEBEE - HACCISOLPTANKABZERREFEEM | CCISO/E£1007T * LPT « CPENT/ZE£2507T -

H1BFHZERMRAA © https://cert.eccouncil.org/membership.html
© UCOM edu 2022.3% ¥+ % % S5 HHEC-Councils 4~ % 4=
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ALRx SaRhFT AL B2 BRI EX HiEnER ERXREMHERE EREXZ=RE

LICENSED
PENETRATION
TESTER

MASTER

CHFI

e | Hacking Forensic
Computes | |NVESTIGATOR

ECIH ([SA

[Rmvps—— N B

e e MASTER
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Specialization [ T .

Core

[@)20245  [G]cscume
EC-CounciI CSCUZz2 [/ A= Rssme

EC-Council Certified Secure Computer User Course

S 1. BARFMREGRZ= 3. BEMBTFR AL -
2. BEMABAP 4 HAHLEEREN  THEE - WHARFBEEBNAR
N 1. A A EBREETEN R B EARNIRIERE N
BEAE 5 mEmmanesen
1. BRZENA 7. TEEBENLZE Y
2. fFEERFENRZ M 8. Elh e
Y 3. BEEEMF S 9. PR EENZEY
4. BEREETE 10. ERMEH K EBER
5. fIRMIEHZ E M 1. (R E VB AR 3 e 2
6. (REEF BHEN 12. 2 TENRZ 2
1. SRBAFERRMLE—REBEE " EC-Council Certified Secure Computer User Exam + Z: R B 5E - 112-12 - [REUSD149), - BRFERLEE
#Rexam voucher code iR EC-Council#81t B 1T Z &
.FRBE—FR  B—RAREEE—REEIHE
. BRYZ EERRFE%$09:00~18:00
EEAE] . i ZFEE 0 BInstructor led training modules(4% iR #2 fISubscription Code - AR —F)

. Ei#fEhttps://www.eccexam.com #JE 7
. RREEERE
- BRESE . HRINBATRESHE =ZFEREZENTS15,20070
- BEERE  2IREITHESZERAE  =B51TEERENTSS,0007T

BEERBRIE  CCT : EC-Council CCT A8 L £ :0 8 R AMaR12

o OhA WN
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[E)ccrme

BEER

KEHERRE

ARIZRTT

EC-Council CCT #fgi%%

EC-Council Certified Cybersecurity Technician Course

1. ZERAS
2. BBz EEAR

B RZPT BB ETEE
NINS : AR BB RS AR TS

Information Security Threats and Vulnerabilities (Z&llZ 2 & 2 #1535 %h)

Information Security Attacks(& 22 K %)

Network Security Fundamentals(#8 & 22 2 2 )

Identification, Authentication, and Authorization(:i 3l - $& Bl £2124)

Network Security Controls — Administrative Controls(48 &% & #l4&

Bt - EIEBEEFIIE )

6. Network Security Controls — Physical Controls(#3#5 % &£ 18 - &

EEzelE=yiiin)

Network Security Controls — Technical Controls(48#& % & #E Hl & -

e lg el HE i)

8. Network Security Assessment Techniques and Tools(48#5 %22 FE 1l 1
firE2 TH)

9. Application Security(fERE X ZE)

10. Virtualization and Cloud Computing(RE ##{L£2 = 1%

ahwn =

N

EH)

1. IRZAFREME —REFPFEE " EC-Council Certified Cybersecurity Technician Exam - Z& & B {5 : 212-82 - [R{BUSD499) ,

%R &Rexam voucher code IREC-Council 15 B TR 2 &
. BB #E3R22024/06/30R1FI NI Z W1 4R - H—
 RIRAERE - HEERES0% MU EERBEREREmAIEE
.HRAE—FER A—RARERE—REEHE
. BRMZ FERE%09:00~18:00
REESAR:
- BRESE  BRMNETRESAE
- BEESE  SNIREITHERIERAE
- ERES  WEBEMEC-Council:Ri2 -

o oA WN

;’33’3‘?3'2 Eﬂin%*i

3. B Z 2 RKITAERE
4. YIFE R /4B R TA2Em

11. Wireless Network Security (R4 48182 2)

12. Mobile Device Securlty(ﬁé}]%—%ii\)

13.10T and OT Security(#) B 433 T 222 2)

14. Cryptography(Z: 5 £3)

15. Data Security(ZEHZE)

16. Network Troubleshooting (48 B 8 fE HEFR)

17. Network Traffic Monitoring(#3 157t £ B2 1%)

18. Network Logs Monitoring and Analysis (48 H 55 8 #EEA 73 47)
19. Incident Response (55 &%)

20. Computer Forensics(ZE 5 55)

21. Business Continuity and Disaster Recovery(f &=
22. Risk Management(/E Bz E32)

BKEEIR)

REFAUEZAE_REBEEZEE

=AEREEENTS37,0507T
=A5ERENT$19,50070
SRREBTENTS12,00002EH

CND : EC-Council CNDABEEBH £ 8 R 3285512

E)cevme [@)roves (©)umen TarasmEzeen. BIZRAR2ERER

EC-Council CEHEZE {1 5 X258 12

EC-Council Ethical Hacking and Countermeasures Course

FEN=ESES BEBKBIZPEKAZRERAS - EZUFEAES - HRERRIMAHBE
" EE ST LT R A2 P B R lveE
BEN® oD : EC-Council CNDIBRF RER RERE
1. Introduction to Ethical Hacking(/"M #A{Iz8 E @ AR) 12. Evading IDS, Firewalls and Honeypots (73 A {215 35l/F5 K 5 £2
2. Footprinting and Reconnaissance (52 £ #4 Bl B 48 B5 B 5) E3EY0)
3. Scanning Networks (48 Al 7% £ 55 24 17 4) 13. Hacking Webservers( A {2 4815)
4. Enumeration(522 2 5 &7 ) 14. Hacking Web Application( A {48152 ()
5. Vulnerability Analysis(35 24 47) 15. SQL Injection(E R RIS EE)
HRIERE 6. System Hacking( A\ 12 &K % #5) 16. Hacking Wireless Network( A {2 f& 4R 481
7. Malware Threats(B22 U E ) 17. Hacking Mobile Platforms(A{Z1TE)F &)
8. Sniffers(#ARs B FEEA T B8 18. 10T and OT Hacking( A & ¥ 48 22 T 4%¢)
9. Social Engineering(tt 2 T %) 19. Cloud Computing(EHiEH)
10. Denial-of-Service(PE & AR 75 75 B2 £ (R {48 8 ) 20. Cryptography (5 £2)
11. Session Hijacking(GE 4R #11%)
1. BNB#£%2024/06/301: - CEH+CEHP¥:%:& /5 £ /R E$105,0007s - EEE$65,00070(HE S REZHMRERE) - TEFARMN T CEH Masterfz=
RIREAMRR, - WECEHREREMECEHPAREERE  ZEARFRKEACEH - CEHPREER - MRCEHRBRAZGSESEER - @B
B —REYS=5RAE - ARWHBAICEH Masterfz Z 1213078 REMN(2MLL S RER LR BARBEE —FRTHAMRRERRDEER)
2. ARFRREE—RZEZET " The Certified Ethical Hacker Certification Exam(E i # B G55 : 312-50 - [REUSD950) . - HBRFRERERR
exam voucher code/M & B AE T /OB TE B HRE
3. BIE#E$R52024/06/30RTFEI 24k - E—REARUZE 4 RREEEEE  (REFRE—FATH
maEE 4. [EiRIZHEEEEENTSS,00070(RMESEFHUSD499)
" 5. RIEMERE - LFEERE0%NM EBEEREREIIFES
6. R HE—FRN  B—ARERE—REEIHS
7. BRI EiRE7%509:00~18:00
8. RREBEAR
- PRESE  BRINATHEZSHE ZERREBRMBENTS61,75070(3RE2 A B/ T CEH MasterBZ E R T 37E AMMRIZ 1 MULEE)
- BERSEE  2NIREITHEREERAR  ZA51TEBREBNT$S32,50070
9. IEMEMERH B IR D OBPMICRT 2B ERE DL - K5 : 3150 - ABRTESPMICHEEREEEEPDUEES )  BETLAZR
BIEWBRIE  CPENT : EC-Council CPENT2 & Al ERRE R




iRI2REN | EC-Council |

CEH Practical $35%

CEHXREM S EEHEAEEE M

CEH Practical Exam Review

BEEHs BERRSCEHR R E ST M CEHR 2 B # EVS CEH PracticaliisE A Hill &
ERSTR M TR R ER A

BEMA el . EC-Council CEHBIB B R BEERE
1. PIRES R
2. MR AR FS AR A RN L 5 22
EREES 3. BERENHT
4. ZIBBBEFEDIT
5. BIL B F AN
1. BAREIEE —RABEE " Certified Ethical Hacker (Practical) ([R{EUSD550) s - B iRIZ4E 5 KRexam voucher code EC-Council A1k B
fTHREES
2. BEAREE  MB—REFAKY - MRIRHEZBEBEEUSDIS0(FEREEEFHUSD550)
[ 3. FANCEHEEE « B BCEH Practical %8 - [RBiFR*1Z35CEH Practicalig iR - S 5M&1Z 3¢ CEH Master(CEH AR ):E IR
4. ZRFREIIEI0K LablE R
5. [REABESE :

3B E%RCEH : EC-Council CEHEZZ KT ERERIEE - ] 2024/06/30 U RIFNE 2 4R - =EEENT$S25,0007T
BEWBEIRTE  CPENT : EC-Council CPENT2E RIi ERRERE

CWAS i

EC-Council Web FERE L 2812

EC-Council Certified Web Application Hacking and Security Course

1. HREZEREEE

m
o
(@)
g
g
|
B
i)
N
Bt
S
=

BEHZ 2. EARAZEUHAEE - FEENEELEERBNITAR
3. AEBMARTENNED - BBAHAS ERREALTTHEEHEAS
1. Windows K Linux{E3E 2 R E AR IE
TR AN 2. AEBERE
3. BRI ERER
1. Web[EFER : MBHAL TN
2. YIBKKE : SQLE RIBEBKE(SQL Injection)
3. WIBRHE | 22 4 EEFRECE (Security Misconfiguration)
4. FEBEKE . AL A EE (Cross Site Scripting)
5. B aRYkE « 4958 IE AR IURIE R A A (Scanning and Enumeration)
6. PARPkE | SQLE R B KEE(SQL Injection)
RIEAR 7. PARKE | L2 M EERRAC B (Security Misconfiguration)
8. thARTkE | BAYAIFHEUEE (Broken Access Control)

9. IEBAIKEL | EYAFEUEE (Broken Access Control)

10. WEBARIK S © 2 M EERABC B (Security Misconfiguration)

1. WGBS © EARER B AR E BIEEZ B (Server Level Access)

12. BRFKE © EARERE R H LIS ZEYServer Level Access)

13. RIS | T2 HEEFABCE (Security Misconfiguration)

1. EREREM R R RBERB

2. AREE—FR  B—HREARERE—RERIKE

3. BMERBUESEHES !

eI - RIRIBRE

- Instructor led training modules(#2_E3R#2#ISubscription Code - fFAHAR—%F)
- Web Hacking and App Security Challenges (LabfJDashboard Code - 90 Day Access)
- Certification Exam(E #7EExamspecialists.com schedule)

BEWBIRTE  CASEJava : EC-Council CASE Javafg 2zl 222 Ti2EMa0E R 12
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ARIZRTT

E)crentimer (©) kmes TRrERRER2EH, BIZAER2URER

EC-Council CPENT2:& ;A B R 355512

CPENT

EC-Council Certified Penetration Course

FEI=EES EERESES  HXBEEES SRR HEAS - KAAZEHED

TR AN BEEEETEREMTRENSBEIRMENE
1. Introduction to Penetration Testing (2 28Iz 1T 43) 8. Web Application Penetration Testing (A3I5123(2 55%.567‘5&)
2. Penetration Testing Scoping and Engagement (3:3& RIG# B 214547) 9. Wireless Network Penetration Testing (F4R 48582 & R 75%)
3. Open-Source Intelligence(OSINT) (B BE#R 55 10. loT Penetration Testing (#8482 & Rl50)

RIEAR 4. Social Engineering Penetration Testing (1132 L1228 &) 11. OT/SCADA Penetration Testing (T 123235 )
5. Network Penetration Testing -External(9h48:23% il :0) 12. Cloud Penetration Testing (E 12 283 755%)
6. Network Penetration Testing -Internal (R 48232 il 70) 13. Binary Analysis and Exploitation (— #7220 D 4 B &)
7. Network Penetration Testing -Perimeter Devices(#85% B &3 E2EM5l) 14. Reports Writing and Post Test Action (155 #f &5 BRI 2 48 2 1F)
1. /A RREME—RRFZEED " Certified Penetration Tester (=%l B 5% : CPENT Live Exam « [R{EUSD990) .
2. RRRHEFRE  LERES0RU EBEBRREREIES

BoEE 3. HFRHE—FR  B—ARBERE—REEIHE

: 4. AR FiRERE%509:00~18:00
5 REEBEAR:
PRERE : BRMNETABREHE  =AFREZMENTS64,6007T
BEHEREFE  CCISO : EC-Council BB LI A fiR
Eovome  [@roves  [©)kmes rTuranmizzen. RIZAER2ERER

EC-Council CND#i& 5 EE X Z2 55 3712

EC-Council Certified Network Defender Course

. BMEEAS
ERZEEEAS

- R Z 2 RITARSE
. VIPE S 4/ R RE TR AR

W N =

S

FIERTE

AEAR

BEER

BT T REFT B E T AE
NINS : #3E8 B IR B R RE AR TS

1. Network Attacks and Defense Strategies(48 % 5 %2 B1B5 25 %)

2. Administrative Network Security(4858 2 2 &)

3. Technical Network Security(48#& 2 2 #%1i7)

4. Network Perimeter Security(B 2L E)

5. Endpoint Security-Windows Systems (I 222 Z R & % 41)

6. Endpoint Security-Linux Systems(If#i &% 7 Linux %4t)

7. Endpoint Security-Mobile Devices (I e 2 Z1TE1#H)

8. Endpoint Security-loT Devices(lfmft % & 7 i 45 E)

9. Administrative Application Security(fEFE XN L2 EIE)

10. Data Security(Z 2 2)

11. Enterprise Virtual Network Security({E ¥ E BB L E)

12. Enterprise Cloud Network Security((E % ZIH4EEZE)

13. Enterprise Wireless Network Security({E R HERLZE)

14. Network Traffic Monitoring and Analysis(48 &7t & B2 #EEA 73 A7)

15. Network Logs Monitoring and Analysis(#8% H 55 85122 £3 3 #r)

16. Incident Response and Forensic Investigation(i& 22 55 £ & % £ 88 38 i )
17. Business Continuity and Disaster Recovery (3548 & B 1 K #18/H)

18. Risk Anticipation with Risk Management(/2[& &2 2 &% 78 7])

19. Threat Assessment with Attack Surface Analysis(S] B E & 9 2 & BaTd)
20. Threat Prediction with Cyber Threat Intelligence(#8% & Z 1B E 2 B ZT8H)

1. SBARZIIE—RFFEE "EC-Council Certified Network Defender Exam(E i # B 055 : 312-38 - [RfEUSD550) ., - HBRFREERR
exam voucher codeM & BEAE T /0BT E B ISRE

2. BIE#E3RZ2024/06/30RIBI 2R - E—REAIUEZEE_REESEBR(EERN—ERADBHE  URANERATRER  ERELE
FBUSD249)

. BI B #B%R 2024/06/30F1BANT Z B4R - /NAG:%3.5/\FAER

REAREE  NE—REHRY - HRRHEZEEBENTS3,00070(RMEEEFHUSD249)

. RRAERE - WEERES0% FEBERBEREREINES

.BREE—FR  B—RARERE—REREIHE

. BRMZ EERREE%509:00~18:00

. REBERE:
- BESEEE  FFI2ATRESAE  ZERESEBRMENTS53,20070
- BEESE  2NIREITHEREERAR - =R51TERENT$28,00070

9. IEMENEEH B IR OBPMICRT ZBHHE DL - K5 : 3150 - FRRFTAPMCHEERSIREGPDUEEE) - FET LA S

CEH : EC-Council CEHE E £ fli EX 3278 iRk iz

©N®O O AW
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EC-Council 2258 F.0(SOC) A TERZ3RERTE

EC-Council Certified SOC Analyst Course

1. SOCH#r il (55— AR M _#R) 5 PRz EEHUREERBLZZRFNERZEZERAS
2. PENEEEES 6. R E DA

3. PEMZE T2 7. (RSB ARSOCHHAMEIA

4. BEERHERAATED - MEERIEREITAS

EFEREAM TN REMEHERINEES - AREERRRETEARNEIMAENE
CND : EC-Council CNDA3& B 25 R R R 12

1. 2 BEEFEH (Security Operations and Management)

. THRMESELES - loCHIIEE TS 7% (Understanding Cyber Threats,loCs, and Attack Methodology)

. B - EHFAMBFSECHE(Incidents, Events, and Logging)

. B S EAEZ 2 HE RSB HEEH(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
. MR B BE L8RS 412857 (Enhanced Incident Detection with Threat Intelligence)

. B EIRTE R K FE%T 75 )% (Incident Response)

B ARREEE—RRFEES TEC-Council Certified SOC Analyst(RIEUSD450) 1 - FFRIZ45 5 Kexam voucher code M EZREAEZF/HH
TERERRE
CHRERREE - WE—REHAYN - HRREHEZEZBUSDI149(RMEEEFHUSD199)
. RIRERE - BEEE0WL LE B RRAEIES
.FRBE—FR  B—RARERE—RERIEE
. BRIz EERIFE7%09:00~18:00
. REBERE
- EREEE  FRI2BATREEAE  =BEREEENTS37,0507T
- BEREE  2NIREITHERZERAER - =A51TEEENT$19,5007T

Z/E#BIRIE  ECIH : EC-Council ECIHE Z B RI2 S0 a2

HEHZ

REBHH

®ENE

= O oA WN

Eid

'_'l-lt

4

Sl
omA LN

EC-Council CCSEEumE& % T FERM355 Az

EC-Council Certified Cloud Security Engineer Course

[lEg % = £ B — 11ounod-03

FEl=EIES Einieiit Ti2E0 - U RIRZ 2 KA HillE
FREBAE BEERRRERERE

1. Introduction to Cloud Security (W AZEIHESZ2)

2. Platform and Infrastructure Security in Cloud (El#E&E PR F S EERREZE)
3. Application Security in Cloud (iR ZETHEAEALE)

4. Data Security in Cloud (Elf @& PHERZE)

5. Security Operations in Cloud (ElfE & L2 %)

6

7

8

9

FEAR . Penetration Testing in Cloud (El#:EE F 125 )
. Incident Response in Cloud (£l E & P RIE I EE)
. Forensic Investigation in Cloud (El#& & T Hi&HAE)
. Business Continuity and Disaster Recovery in Cloud (E1i#3& & 1548 = & B K # [0]18)
10. Governance, Risk Management, and Compliance in Cloud (ElnE&E FH;A1E - Efg SR BIE1E)

11. Standards, Policies, and Legal Issues in Cloud (Elm:E& P rIFEE « B BAEZR)

1. SRBAFRERE—RFPFEE " EC-Council Certified Cloud Security Engineer Exam([Z{BUSD550) 1 - F /iR 2455k FRexam voucher code{ &
REMEAPLBITELELRE

 RREERE - HEEES0%W FEREEREREIIES

. ARAE—FR - A—RARERE—REEIHE

. BRI EERFFE%09:00~18:00

.AEBERER
- BEREEE  HRIN2BATAREAE  ZARREBMENT64,60070
- FIBERE—AWS - Google= K2 FaiAzure Eli:R 24 AL E - [RIEHENTS20,0007T - DI UEEENTS48,000705R & 5112

BEWERE  CCSP : CCSPEMBERER BRI
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EC-Council CTIA B ZI5&E 5T B RK2E712

EC-Council Certified Threat Intelligence Analyst Course

BEERERIPRIAGEZTAE - BELNHEAE - HEBEESIMEEBE
@SR N R EF B Rl AE

CEH : EC-Council CEHEZ & #:fli B 55058 R 12 b

. Introduction to Threat Intelligence({T:E & B 1B E)

. Cyber Threats and Kill Chain Methodology (435 2 2 2218 7% )

. Requirements, Planning, Direction, and Review(Z3K - # & - {5 E8%5])
. Data Collection and ProceSS|ng(§+4HSZ;.<,J€¥E)

. Data Analysis(Z 2 4T)

. Intelligence Reporting and Dissemination (15 2 i 3 £ 154k

BRI E—RAFES " Certified Threat Intelligence Analyst(EHFI B G5% : 312-85 - [REUSD450), - HHRE4E 5 Rexam voucher
codeRREMEL PLBTELEARFE

HERFEE  MBE—REAKRY - HRIEHSEZEBMB/USDI149(EMEZEHUSD199)

RS RE  HERE% FEBERERREINES

.FREE—FERN B RARERE—REBIHE

. BRI L ERAFE%409:00~18:00

CHEBESE

BERERE BRINBETARSHE  ZHERERENTS37,0507T

CPENT : EC-Council CPENT 2 & HIi E R B ir iz
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CO) WERER TIHREREEREER. RIKBRETXER

EC-Council CTIAE BB MEBER 5 irz-F HiEEN

EC-Council Certified Threat Intelligence Analyst Course

BEEBRERMIBERIAFEZAE - EXNEAS - HEBBEEIMBEBE

SR LU R AT B lTaE

CEH : EC-Council CEHRZE R T B K8 wrizrs /]

1. Introduction to Threat Intelligence(fAzEE B 1B E) 4. Data Collection and Processing (& 3} W &£ 2 R 38

2. Cyber Threats and Kill Chain Methodology (48 % /& 25 23 JH 7% §%) 5. Data Analysis(Z &l 247)

3. Requirements, Planning, Direction, and Review(225k -~ #3 &l - #5882 6. Intelligence Reporting and Dissemination (15 & B3} {F1E)
BT

=

BEHZ

TR

g
i
>
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BESEE

1. EARREZILZE—RDFEED " Certified Threat Intelligence Analyst(E B HRSE : 312-85 - [REUSD450), - FHNERIZ45 R KRexam voucher
codeRNEREMEAPLBTELEHGH

WARRES  WE—REAKY - BRIEHEEERBEUSD149(EMEEERHUSD199)

. BEAEERERA_M R

. RIRERE - BEEES0%W I EBEERREREIES

CBRBR—EA - B IRARERE—REE &S

. BRI LRI E%$09:00~18:00

CPENT : EC-Council CPENT2 & 5t B X 5055 -5 12

o:r.n»w_w

Elechre [G)nmes TrrazmEzzen, BIZHEL2WRER

EC-Council ECIHEZ G #ERIE 8 52585312

EC-Council Certified Incident Handler Course

BExpHEES  BEURRTEEES BENHAR  2ABRTEAR BREIAE - Z2AEEE - AR - PKEEES - ITEE
HiTHBEAS

BRI TREMEERNEES  IEERERERETEARIENE
CND : EC-Council CND#BE&BH £ 5 X R38R 12

1. Introduction to Incident Handling and Response (& & 544 G 14 R 2 EA B RS 1T)

2. Incident Handling and Response Process(EZEH Gk EIENZF)

3. Forensic Readiness and First Response ({11 i3 #2155 — 5 2 FEXE RI)

4. Handling and Responding to Malware Incidents(F2 R 12 T FT 15 Ak A0 i1 55 (4 e £ 22 J2 32 [R Rl )

5. Handling and Responding to Email Security Incidents(E8 ¥ E 4 Ffr 3 Ak 1 /& 1 55 14 e 45 £3 iR 38 [R Al

6. Handling and Responding to Network Security Incidents (48 K % Fris pk AU B 4 S (F 3 B R 8 (R Al )

7. Handling and Responding to Web Application Security Incidents(#81it & 485 F& FR T2 TUFTiS Ak O Bt S5 (R FE £ B ER 2[R Al )

8. Handling and Responding to Cloud Security Incidents(Z2 i & FA Ffr & i 1 /e i =5 4 e 4 £ iR 38 [R Al

9. Handling and Responding to Insider Threats(A &l 25 FTiE Al B /& 1% 55 44 8 Y E2 2 32 R Bl

10. Handling and Responding to Endpoint Security Incidents (I %% 2 & A 1 /5 1 S5 14 e 2 £ iR 38 [R Rl)

1. B ARIEIL X —RFRF/ET " EC-Council Certified Incident Handler Certification Exam (B &%l B (5% : 212-89 - [REUSD450) ., - FREF
2455 KRexam voucher code N R EAE H PO BT EREHHE

CIRBAREE  ME—REAKRY - FRIEHSEEEERBEUSDI49(RHEEEFRUSD199)

. ECIH v3E: R R3/\F - ZH{EE K100 8RIEE - ABBAEHT0%

. RIRMERE - LEEE% M EE RS RRAEIES

.HRAE—FEAN - B—RARERE—REEIHE

. BRMZ FERREE%$09:00~18:00

. REBELR
FREZSE  RRN2BATHEZHE  =ARREBRBNTS37,0507T

CHFI : EC-Council CHFIE Z i RS S X 08 R 12
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EC-Council CHFI&E 2 & A E B R385

C H FI EC-Council Computer Hacking Forensic Investigator Course

CHFI REERMBLABMARELE - SIERINGENCHEGEENTERASMRE - €5 :

- ERNERHEAS - IR1T - RIBAIEMEBRAL
BEHZ - EZEMEEAE - BUSHRE IT HaKE
- BYEBREERAL - BB RBERERD

c EBREHEAL

EETHRU T REMEFRINEY  ACEAERRETERRITRENERERRMENE
FIBRE 2 SEIBRZECIH | EC-Council ECIHEZ 1% R SRGERIE

HEPEEZERIZCEH : EC-Council CEHRE R lTERERIZ

1. Computer Forensics in Today's World(Z5 i % i 42 ) 9. Investigating Web Attacks (48 i 5 48 % AR 75 15 28 8 78
2. Computer Forensics Investigation Process(E & #12 7) 10. Dark Web Forensics(fE48:85)
3. Understanding Hard Disks and File Systems(1# /% £11E 22 .47) 11. Database Forensics(& il e )
o 4. Data Acquisition and Duplication(Z £ BV S 18 £) 12. Cloud Forensics(ZE 1% 8 78;)
; 5. Defeating Anti-Forensics Techniques(f§ ## 5z 8% 8 15) 13. Investigating Email Crimes(A&E FE#IESE)
6. Windows Forensics(WindowsF2£ % 47 i) 14. Malware Forensics(Z2 =2 = i)
7. Linux and Mac Forensics(Linux, MacfF & % 4t i) 15. Mobile Forensics(1T 3% & #:5)
8. Network Forensics(#8# #:8) 16. 10T Forensics(loT##8i)
1. 3B AFRRILE—RFBFEER " The Computer Hacking Forensic Investigator Exam(Zt Rl B8 : 312-49 - [R{EUSD650) s « BRREEFRR
exam voucher code R EREAHE /0BT E T ERGE
. BIH#B%R%2024/06/30RT M 2 IR - EE—REBEEBF(EEZBFTN—EARNSHE - URANESATHER)
BWEAREE  NE—REEHLY - BREHBEEBBUSD299(RMEEEHUSD39)
EaEE G REAEFRE  HEFRESNU ERERREMSES

-FARAE—FR - A RERERE—RERZES

. BRI Z EERISRI409:00~18:00

CREBEAR

ERERE  RRA2ETHREHE AR RESENTS64,6007T

8. M BN R B IRT OBPMICRE 2B EARB &P - 3% : 3150 - ARREEPMCHEREXREHESPDUEESS) - TETLESS

BEREREE  CTIA : EC-Council CTIA BB BE AT ER BB R
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EC-Council EDRPEZ X EEEER

EC-Council Disaster Recovery Professional Course

BEHZ RERFEEES PXBEES - AREES - BRAEARRAS BAZEAS

EFETALU N RIZFE GRS - AFERRE R E R ERIRIEE
ECIH : EC-Council ECIHE Z B E 12 8RR Rz
. Introduction to Disaster Recovery and Business Continuity(S$ #1{8 /Rt E I BB EN )
Business Continuity Management(& &5 /&5 )
Risk Assessment(/& [T 1)
Business Impact Analysis (BIA)(FE &% /) #T)
Business Continuity Planning (BCP) (B 235 & & E 51 8 E)
Data Backup(Z &)
Data Recovery(ZHER)
Virtualization-Based Disaster Recovery (& §Hz 1R K Z1ER)
System Recovery(Z#ER)
10. Centralized and Decentralized System Recovery(5£ =19 8= 2 A A 1B R AYEE)
11. Disaster Recovery Planning Process(X # 8 /R5t E12/7)
12. BCP Testing, Maintenance, and Training(BZ£ 5 & BT 212 2 RIE - #ERIIAR)

1. BB AFIR ML E—REPFEER T EC-Council Disaster Recovery Professional Certification Exam(Z i 7B {$5% : 312-76 - [REUSD450), - &
RERIZAE R Rexam voucher codeN R BARE P OBTETERRSE

CHREAREE  NE—REHAK - HRRHEZEEFEUSD199(RMEEE FHUSD249)

. RRERE - HEEES0% M EREEREERENES

. EERERANE - EHEER150BEEE - ABBEEHT0%

.HREE—FEAN - B RAFERE —REBIHE

. BRIz FiREFRE7%09:00~18:00

. RBREBRAE:
EREEE  HRIRBATARZHE =AEREEENT64,6007T

BIEBEWBERIE  CEH : EC-Council CEHRE i ER 5 R
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CASE%E% lttﬁﬁﬁ "TEREREER2ER., RACHBL2ERER

EC-Council CASE Javafg iz i\ 22 T12R0z3:8:712

CASEJava EC-Council Certified Application Security Engineer Java Course

oS 1. 28l _EJavaE 5 AR 3. TFgEH KM% - i  EESRERBREALZEZERAR
= 2. AEHRJavaBBEAZE TR/ ZENMENZEAHEEAE

FEG AN Java SE - Java EE * WebfEFR2 TR 85458

1. BREANZ:  EBHRE 6. MBRME T HFE BT
2. EREAZEHKINE 7. Session&12
RENE 3. ZxEARNRTHRE 8. EREETTRBE
4. HARBLZTIRIBEES 9. FFRREE AR FE T2 U L 2 I (SAST & DAST)
5. RIS R 10. R EPELALEE
1. IRBARIZIGE—REFEET " EC-Council Certified Application Security Engineer Exam(/RfEUSD450) 1 - FEiSiR1245 R Rexam voucher
codef M HREMEL P OB TELEANE
BERREE  NMB—REAKXY - FRREHEZSEBZEUSD199(RMESEZEFHUSD249)
EaEE . RREERE - WERE% FEBER B ERENES

- ARER—FRN - B RARERE-—RERZHE

. BRI Z FERIFE%09:00~18:00

 REBEAR

PERERE : FRIATHHREHE  ZFERRERENTS37,0507T

BEBEWERIE  CEH : EC-Council CEHRZE i ER R 5 R 12

SRS IENFRUNS

CASE R LHERER "THREREERZEER., RTCERR2ERER
<)

EC-Council CASE .NETERIE{ L2 TizRM:5ER12

CASENet EC-Council Certified Application Security Engineer .NET Course

o 1. 2Pl ENETE BRI 3. TrsEM R - AF EERERREALZEZZEXAS
= 2. BEHA NETERRAEABERZ TRRM/EZDEI/EZNIHERAS

TR A BEREEACHIEARER
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1. BEARANZ:  RBHEKE 6. MEBRMLZ R BIE
2. ERERZE2TRKIE 7. Session=E
FEAT 3. R ERENRETERE 8. HRBRIEREIRBEL
4. ARELLRIGER 9. FFRE B AR E AR UL 2 A5 (SAST & DAST)
5. R BAE R 10. RIS HMHE
1. HARRZLE—RRFE S TEC-Council Certified Application Security Engineer Exam(JR{BUSD450) ; - iR 1245 R Rexam voucher
codeREZRERAERP LBTELENGH
WARRES  NE—REAXY - BRIEHEEEEFBEUSD199(EMEEEFRUSD249)
1 RIZAERE - HEEES0% L EEFER R EREEE
RS HRBER—ER . B AR ERE—REEH#E

. BRI Z LERIFE%09:00~18:00
CREBEIR
ERERE  ARIATRREME  =AFFEERENTS37,0507T

oUAWN

BEHEERIE  CEH : EC-Council CEHEE RIS RRE 212

[E)ccisome (@) umen -munazaEzzes, BT RER2ERER

EC-Council CCISOEZR:EE

CCISO Certified Chief Information Security Officer Course

EoYE 1. BERAREXREZLBEARELZR 3. HENZEERRNH A EDE
= 2. EZEZRE - RETEEEE

BB BENZ AR AEB LR

Domain 1 : Governance(’&32)
Domain 2 : Security Management Controls and Auditing Management(& & &2 & i S FE 2 S 12)
FRERE Domain 3 : Security Program Management and Operations(Z £ 5t £ &2 B {F2E)
Domain 4 : Information Security Core Competencies(& 2%/ AE)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management( & i 14 #3 &I & f4 75 £ (1t FE R 232 )

CIRBARRE - X —RCCISORBEA(EAR BRI : 712-50 - [R{EUSDI99)
. ERERREER - 2MAREYRESE100=7T
. EfiFAssociate CCISORBMAFE - BRRIFRERBER  FEEBEUOEMRBACCISORE B
. BR¥Z LERREE%509:00~18:00
. AEBERE:
- EEBH  £53CISSP © CISM - CISAE—BReRikEFEEE - ZAEBENTS79,0007T
- BSEE  BRIMETABRSREAHNES  ZEFRBEEENTS9,0007T
6. HEAIRE R 2 BIRMAIILEREA : https://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

BEMBERE  CISSP : CISSPEZ A ME R E Rz

OB WN =

BEEIR
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