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Comparing OS| Model Network Functions ( L& OSI #8 &4 THAE
. Deploying Ethernet Cabling ( #3E £ XA RIARES )
. Deploying Ethernet Switching ( &8& 2 A 4B AUR 18R )
Troubleshooting Ethernet Networks ( & XA HIZEEEHERR )
. Explaining IPv4 Addressing ( 1 #2IPv4R)EHHE )
. Supporting IPv4 and IPv6 Networks ( 20125532 1% IPv4 E2IPVERI AR B )
. Configuring and Troubleshooting Routers ( 485 & F28 A0 28 E B2 58 #EHE PR )
. Explaining Network Topologies and Types ( 1 B2 48E&ROFAEEL2 B EALERY )
. Explaining Transport Layer Protocols ( v B2 {E#HBHIIHE )
im0 10. Explaining Network Services ( 7 1+ E 2R )
? & 11. Explaining Network Applications ( 7 ##{t B2 @ EARE )
12. Ensuring Network Availability ( FE{RAIEEH T At )
13. Explaining Common Security Concepts ( 1 f#BAZ IR )
14. Supporting and Troubleshooting Secure Networks ( 222 43RSV 1B AR 2EHERR )
15. Deploying and Troubleshooting Wireless Networks ( 4R 4835 120 Z 2 5E 2 HEFR )
16. Comparing WAN Links and Remote Access Methods ( tb#R & 15 48 5% 18 47 B4R B 1= I 7 BUE ARV 77 0% )
17. Explaining Organizational and Physical Security Concepts ( 1 fRZA @A B L W )
18. Explaining Disaster Recovery and High Availability Concepts ( 7 #2552 B o] FAM AR )
19. Applying Network Hardening Techniques ( F& 48RS R958(ER:1l )
20. Summarizing Cloud and Datacenter Architecture ( 2R3 B E R /L AYZ24E )
1. BRI L3R5 %09:00~18:00
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- EEH%@E B E #2345 2024/06/30R1 53T 2T 4 - = {BH(ES39,0007T - X —RE(EBEUSD3IES)RMER
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. Comparing Security Roles and Security Controls (t58Z £ A BN L2 1%H)
. Explaining Threat Actors and Threat Intelligence (#2% &, 2 EZME & 15R)
. Performing Security Assessments (#117Z 2 51 1t)
. Identifying Social Engineering and Malware (5%t TREMERZN)
Summarizing Basic Cryptographic Concepts (ERZ 1521 =)
. Implementing Public Key Infrastructure (E i /2 B & iR B i 4518)
. Implementing Authentication Controls (& hff 5&#& #El)
. Implementing Identity and Account Management Controls (Z it S /) F11E 5 S #EH])
. Implementing Secure Network Designs (E i &2 8888 5T)
10. Implementing Network Security Appliances (E i 48 2 258 %5)
EERAS 11. Implementing Secure Network Protocols (E /i £ #5173 1E)
12. Implementing Host Security Solutions (B i E 1% 2 BR T %)
13. Implementing Secure Mobile Solutions (EffiZz £ T8N #R 5 5E)
14. Summarizing Secure Application Concepts (Z % FERZIHR)
15. Implementing Secure Cloud Solutions (E iz £ E % #5275 2%)
16. Explaining Data Privacy and Protection Concepts (£212 & 1 IEFA R R E =)
17. Performing Incident Response (#1755 #[E &)
18. Explaining Digital Forensics (2% 11155 :8)
19. Summarizing Risk Management Concepts (& &2 =)
20. Implementing Cybersecurity Resilience (E 4822238 14)
21. Explaining Physical Security (i1 & 522 2)
1. BRM Z R %409:00~18:00
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. Planning and Scoping Penetration Tests(211a1#3 212 & HI 5 A0EEE])
2. Conducting Passive Reconnaissance(dN1al #1774 # TS E)
3. Performing Non-Technical Tests(Z{a 3173 % i 4 #98 30)

4. Conducting Active Reconnaissance(S1{al 1T =B 1EE)

5. Analyzing Vulnerabilities (2112 17518 2 4)

6. Penetrating Networks(tE 248 555)

7. Exploiting Host-Based Vulnerabilities(Z11 F i £ # = A05R0E)
8
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. Testing Applications (/& A2 VARl )
. Completing Post-Exploit Tasks (52 A% :la I B &)
0. Analyzing and Reporting Pen Test Results(1a] 7347 Ml $f 5 7535 Bl 1O 45 R )

BRI 7 RS 4509:00~18:00
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. Explaining the Importance of Security Controls(f2#EZ 2 L5 E E 1)

. Utilizing Threat Data and Intelligence(ZN1a1 ) F /2 2 £ 12 £3 15 5R)

. Analyzing Security Monitoring Data(#01a] /) 1 2 & Bs 12 A9 £11%)

. Collecting and Querying Security Monitoring Data(¥1{a[ £ 8 B 22 2 BRI 2118

. Utilizing Digital Forensics and Indicator Analysis Techniques (#0112 Fl| F 8111 BN &5 E2$51Z 0 4 B934 )
Applying Incident Response Procedures (31l #1754 [El fETZ )

. Applying Risk Mitigation and Security Frameworks($011a] #47 & i 48 ## 51 22 2 HE22)

. Performing Vulnerability Management(N1al 17 R A E32)

. Applying Security Solutions for Infrastructure Management(¥N i i#1T A BARE EMZUEN L2 MRIRH E)
10. Understanding Data Privacy and Protection( 7 B2 2B ROBEFA M B2 2 IREE)

11. Applying Security Solutions for Software Assurance(N{a] /T EE (R EHN L AR )

12. Applying Security Solutions for Cloud and Automation(¥1{al 21T 1% B EMENZ E RS F)
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. Performing Risk Management Activities (117 E IR &2 5 E))

. Summarizing Governance & Compliance Strategies (42448 32 815 17 5 %)

. Implementing Business Continuity & Disaster Recovery (B hfi#5 @& M K HIER)

. Identifying Infrastructure Services (I &% 5 AR 75)

. Performing Software Integration (J11T80 iS22 5)

Explain Virtualization, Cloud, and Emerging Technology (F2%& E#E{E « = Im A0 E i)
. Exploring Secure Configurations and System Hardening (R Z 2B &M% 48381E)

. Understanding Security Considerations of Cloud (7 BRE G Z £/ =E1E)

. Implementing Cryptography (Z i 22 i5E2)

10. Implementing Public Key Infrastructure (PKI) (B /A & S i 52 1)

11. Understanding Threat and Vulnerability Management Activities (7 ## 2 & fl R & 125 #)
12. Developing Incident Response Capabilities (35 RS ELEEE /)
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