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VMware vSphere : Install, Configure, Manage [V7]

- BmEES
. B IAERN

1
2
EfEMicrosoft WindowsskLinux{E3 % # R 2 A SR ACER

This five-day course features intensive hands-on training that focuses on installing, configuring, and managing VMware vSphere® 7, which
includes VMware ESXi™ 7 and VMware vCenter Server® 7. This course prepares you to administer a vSphere infrastructure for an organization
of any size. This course is the foundation for most of the other VMware technologies in the software-defined data center.
RIZERE - AISEESERM TR «

. Describe the software-defined data center (SDDC)

. Explain the vSphere components and their function in the infrastructure

. Install and configure ESXi hosts

. Deploy and configure VMware vCenter® Server Appliance™

Use VMware vSphere® Client™ to manage the vCenter Server inventory and the vCenter Server configuration
Manage, monitor, back up, and protect vCenter Server Appliance

. Create virtual networks with vSphere standard switches

. Describe the storage technologies supported by vSphere

. Configure virtual storage using iSCSI and NFS storage

10. Create and manage VMware vSphere® VMFS datastores

11. Use the vSphere Client to create virtual machines, templates, clones, and snapshots

12. Create a content library and deploy virtual machines from templates in the library

13. Manage virtual machine resource use

14. Migrate virtual machines with VMware vSphere® vMotion® and VMware vSphere® Storage vMotion®

15. Create and manage a vSphere cluster that is enabled with VMware vSphere® High Availability and VMware vSphere®
16. Distributed Resource Scheduler™

17. Discuss solutions for managing the vSphere life cycle

18. Use VMware vSphere® Lifecycle Manager™ to perform upgrades to ESXi hosts and virtual machines

1. IEER 2 IR BN R ENS T3R5 © VMware Certified Professional - Data Center Virtualization 2023(VCP-DCV 2023)
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VMware vSphere#i1&IhaE

WhatsNew vmware vSphere : What's New [V6.7 to V7]

System architects, system administrators, IT managers, VMware partners, and individuals responsible for implementing and managing vSphere

BEH% )
architectures
This course requires completion of one the following courses or equivalent knowledge and administration experience with ESXi and vCenter
Server :
e * VMware vSphere : Install, Configure, Manage
BRI * VMware vSphere : Optimize and Scale
* VMware vSphere : Fast Track
* VMware vSphere : Troubleshooting
In this three-day, hands-on training course, you explore the new features and enhancements in VMware vCenter Server® 7.0 and VMware
ESXi™ 7.0. Real-world use-case deployment scenarios, hands-on lab exercises, and lectures teach you the skills that you need to effectively
implement and configure VMware vSphere® 7.
This course is recommended for customers who want to deploy vSphere 7 in their existing vSphere environment.
FRIRERE - MISBESER M TERE ¢
1. Recognize the importance of key features and enhancements in 9. Use VMware vSphere® Lifecycle Manager™ to manage vSphere
vSphere 6.7 update releases and vSphere 7 deployments and updates
2. Migrate a vCenter Server system for Windows to VMware vCenter®  10. Describe the cloning and migration operations on encrypted VMs
mmE Server Appliance™ 7.0 11. Describe the purpose of scalable shares and the improvements to
3. Upgrade a vCenter Server instance to vSphere 7 vSphere DRS
4. Describe vCenter Server, VMware ESXi™, storage, network, virtual ~ 12. Describe how to change the IP address or FQDN of vCenter Server
machine, and security enhancements in vSphere 7 13. Identify new hardware device support in ESXi 7.0
5. Update templates in the content library 14. Recognize the enhancements available with VM compatibility
6. Use Identity Federation to configure vCenter Server to use external version 17
identity sources 15. Recognize the importance of containers and Kubernetes in a
7. Use the VMware vSphere® Client™ to manage certificates modern data center

8. Use VMware vSphere® Trust Authority™ to secure the infrastructure
for encrypted VMs

BEMERE  VSDW : VMware vSpherez&sti3 21812

VMware vSpherez% 1R 2I1:R52

VMware vSphere : Design [V7]

FEI=ESES Experienced system integrators and consultants responsible for designing and deploying vSphere environments

This course requires completion of the following prerequisites :
TR + ICM : VMware vSphereZ 3% & 3% & & iR 12[V7]
+ VSOS : VMware vSphere&{E{E & ERI[V7]

This three-day training course equips you with the knowledge, skills, and abilities to design a VMware vSphere® 7 virtual infrastructure. You
follow a proven approach to design a virtualization solution that ensures availability, manageability, performance, recoverability, and security. The
approach presented follows VMware best practices. This course discusses the benefits and risks of available design alternatives and provides
information to support making sound design decisions.

Given a case study, you practice your design skills by working with peers on a design project.

FRIBERE - BREEEEAMUTER

1. Identify the business objectives for the vSphere environment

. Identify business requirements, constraints, assumptions, and risks for all layers in the vSphere environment

. Apply a framework to a design

. Analyze design choices and best-practice recommendations

. Create a design that ensures availability, manageability, performance, recoverability, and security

. Design the core management infrastructure for an enterprise

. Design the virtual data center for an enterprise

. Design the compute infrastructure for an enterprise

9. Design the storage and networking infrastructures for an enterprise

10. Design virtual machines to run applications in a vSphere infrastructure

11. Design security, manageability, and recoverability features for an enterprise

HEEE IERIZ DI R BN ENSS R BIRREE © VMware Certified Advanced Professional - Data Center Virtualization Design 2023(VCAP-DCV Design 2023)
BEWERE  VSTW : VMware vSphere &t & HEfR 112
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VMware vSpheregs{£{t & E5 Bl

VSOS VMware vSphere : Optimize and Scale [V7]

BaHz BERAMEEE 2B TREMMNARES
SMAREZR L AR FIEP—IRFREH :

Y e + TARICM : VMware vSphereZ % R E B IZRE[VT]P MARRIEES

) - B&EFESXiflvCenter Serverft[E) 5 A3 S IR ER
Experience with working at the command line is highly recommended.
This five-day course teaches you advanced skills for configuring and maintaining a highly available and scalable virtual infrastructure. Through
a mix of lecture and hands-on labs, you configure and optimize the VMware vSphere® 7 features that build a foundation for a truly scalable
infrastructure, and you discuss when and where these features have the greatest effect.
Attend this course to deepen your understanding of vSphere and learn how its advanced features and controls can benefit your organization. As
an exclusive benef t, those who participate in this course will receive additional premium recorded lecture material on vSphere security.
RIEAERE - BIAESEMMU N ER ¢
. Configure and manage vSphere networking and storage for a large and sophisticated enterprise
e B Use VMware vSphere® Client™ to manage certificates

. Use Identity Federation to configure VMware vCenter Server® to use external identity sources

Use VMware vSphere® Trust Authority™ to secure the infrastructure for encrypted VMs

. Use host profiles to manage VMware ESXi™ host compliance

. Create and manage a content library for deploying virtual machines

. Manage VM resource usage with resource pools

. Monitor and analyze key performance indicators for compute, storage, and networking resources for ESXi hosts
. Optimize the performance in the vSphere environment, including vCenter Server

HrEEE IERIZ O] R BN ENSS R AIRREE : VMware Certified Professional - Data Center Virtualization 2023(VCP-DCV 2023)

©ONDOAWN =

BEWRERIE  VSDW : VMware vSphere& 5t iR BIERTE

VMware vSphere5t Z HEFRERTE

VSTW VMware vSphere : Troubleshooting [V7]

BEHZ RAHEES ZRESAE

This course requires completion of one of the following prerequisites :
* VMware vSphere : Fast Track [V6.x] or [V7]
SEEAS « VMware vSphere : Install, Configure, Manage [V6.x] or [V7]
) * VMware vSphere : Optimize and Scale [V6.x] or [V7]
« Equivalent knowledge and administration experience with ESXi and vCenter Server
Experience in working with a command-line interface is highly recommended.

This five-day, hands-on training course provides you with the advanced knowledge, skills, and abilities to achieve competence in troubleshooting
the VMware vSphere® 7.x environment. This workshop increases your skill and competence in using the command-line interface, VMware
vSphere® Client™, log files, and other tools to analyze and solve problems.

RIZERE - ABEESERMN TR

1. Introduce troubleshooting principles and procedures

2. Use command-line interfaces, log files, and the vSphere Client to diagnose and resolve problems in the vSphere environment

3. Explain the purpose of key vSphere log files

4. Identify networking problems based on reported symptoms, validate, and troubleshoot the reported problem, identify the root cause, and

ARZER ) . .
implement the appropriate resolution
5. Analyze storage failure scenarios using a logical troubleshooting methodology, identify the root cause, and apply the appropriate resolution to
resolve the problem
6. Troubleshoot vSphere cluster failure scenarios and analyze possible causes
7. Diagnose common VMware vSphere® High Availability problems and provide solutions
8. Identify and validate VMware ESXi™ host and VMware vCenter Server® problems, analyze failure scenarios, and select the correct resolution
9. Troubleshoot virtual machine problems, including migration problems, snapshot problems, and connection problems
10. Troubleshoot performance problems with vSphere components
HEEEIE IERIZ O] R BN EAS R AIRREE © VMware Certified Professional - Data Center Virtualization 2023(VCP-DCV 2023)

BEWEZRE  VSTWAD : VMware vSpherei i 5E 8 BEBRERTE
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VMware vSphere;ff& 5t 2 HEFRERTZ

VSTWAD VMware vSphere : Advanced Troubleshooting [V6.7]

1. Senior system administrators, experienced system administrators

e
BEHE 2. Senior system integrators, experienced system integrators
This course requires completion of one of the following prerequisites :
* VMware Certified Professional 6.5-Data Center Virtualization(VCP6.5-DCV)
+ ICM : VMware vSphereZ %5 K 3% E & 12:212[V6.7] (with two years production experience)
EEE + VSOS : VMware vSphere%ﬁﬂ:E%’fﬁU[V&?]
+ VSTW : VMware vSphere5t 2 HEFRRIZ[V6.7]
* VMware vSphere : Fast Track [V6.7]
 Equivalent knowledge and administration experience with ESXi and vCenter Server
Experience in working with a command-line interface is highly recommended, as is completion of VSOS : VMware vSphere& {£{5 % & fI[V6.7]
This five-day, intensive hands-on training workshop provides you with advanced knowledge, skills, and abilities to achieve competence in
troubleshooting the VMware vSphere® 6.7 environment. This workshop is aimed at experienced system administrators and introduces methods
and skills that use management command-line interfaces (CLIs) and VMware vSphere® Client™. This workshop focuses on investigating and
resolving problems, analyzing log files to help you recognize log file entries that identify root causes, and configuring specific key vSphere
features.
RIEAERE - CHEESERM TR ¢
Use the command-line interface, log files, and vSphere Client to diagnose and resolve problems in the vSphere environment
BizgE . Practice Linux commands that aid in the troubleshooting process

1.

2

3. Analyze vSphere log files and determine the root cause of specific problems

4. Troubleshoot storage problems and apply the appropriate resolution to these problems

5. Troubleshoot and resolve networking problems

6. Troubleshoot virtual machine problems, including migration problems, snapshot problems, and connection problems

7. Identify VMware ESXi™ host and VMware vCenter Server® problems, analyze failure scenarios or misconfigurations, and rectify them
8. Troubleshoot performance problems with vSphere components and apply mitigations

9. Configure and manage the vSphere infrastructure to improve availability and operational stability

VMware vSphereEfE & IR E/E
VSAAW VMware vSphere : Advanced Administration Workshop [V7]

1. 2FEES

BEHE ) 24TRE
SMAREZAREERE NI RES

B + SERYVSOS : VMware vSpheresx {15 % Bl (VMware vSphere: Optimize and Scale [V7])i# 12

) : + VMware Certified Professional — Data Center Virtualization (VCP-DCV)&3 &

+ E&Microsoft Windows i Linux{FZE A 2 A B IBAEER
EPABMARRRIERBEIR - UBEBE —AFIRREE - #MTTVMware vSphere® 761 TEIRETR - B 2EAIvSphere R IEFIRE ERETE
A - BUBBERETE - BRVMBeansERXEB A THYENWIREEERER - EEBERUEAERI FEEIRBEREREREEN AT FHEEHN
REBEFEE -
IR ARMBERE  TRESIEXNELRA - RTREMEERE  KRESQNLIE R UHERENERAAE - REPREHRSES
AR SRR AR S A -
IEIEREANBIN%NREZSNEARER - TAHBREETRR - &Rz 5 VMware Certified Advanced Professional - Data Center
Virtualization Deploy3fl & B 1Z -

Rz R RIZEERE - REERMTER ¢

1. BUFEREINEE - W EvSpheref@F AR
 EREEREES MR EEEREE

. fEFCluster QuickstartiZ 17 R FVMware vSAN ™I E 5
. 8 EVMware vCenter Server®5 43 i Bl it fE

L ST BRI R TR R

. TEvSphere st LT A B HA1ESE

. fEvSphere B EHi i FEBER 2 4RIEIER

NOoO s WN
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VMware vRealize AutomationZ2it i S & 18

VRA'CM VMware vRealize Automation : Install, Configure, Manage [V8.X]

BEHZ HERFINE FvRealize Automation SR EEN AR EREMARESE

SMAREZARELTHA NI EP—PIRE :
+ ICM : VMware vSphereZ 4% & 58 & & 12 iR 2[V6.x]

RE * VMware vSphere : Fast Track[V6.x]
BREESTIESBESAMEN
FEEMABARRERERD  CEEERTHRNOEE  REHEBVMware vRealize® Automation™ - 1 7 #2#1{5]3E FvRealize Automation - 7£
ARWER P OFBEERRIET e CERE - BRENREAE 1T RENR -
FRADHENASEANINEXFANEIRRE - LUK vRealize Automation Service Broker NAAE#E ZEZ KM F AR REEAAB RLEIHER
gt - @18 7 BI{EEFEVMware vRealize® Orchestrator™ % vRealize Automation 81 E fth % 4513 - LR 11 fef# FlvRealize Automation &
Kubernetes 2 A F1iE A E M 247 -
KREZEARERHands-On Labil4f - B40IMUEREAS RAREPETIESHER -
RIBERE - TREBESERMTER :
1. REPZEHIRIEPAIVRealize AutomationZ248 B2 R 1515
2. BERVMware B 71 R R = B IR E 74248 _EiYvRealize AutomationZ 58
iz ER 3. REMBEREMIRS - X - HRHE - REBYE - BIRRERE  REREE - UWE - BHNR%
4. 231 - B - EENNEEE
5. @i EKubernetes# £ 1T E IR MG FIZE
6. &8 FcloudConfig B #] AR #5 il & #5¥ 1
7. REFEIEService Broker
8. REMEIRABX ENfE - Bl B - SHPNENETEFIVMware vRealize® Orchestrator™ T{Ei 12
9. BvRealize Orchestrator®2 &
10. £ FBVMware vRealize® Suite Lifecycle Manager™ 2 #£vRealize Automation
11. SR A= B #1{EAR#5(Cloud AssemblyF1Code Stream)
12. A H SR 8 fICLITE < ¥vRealize AutomationitE 1T B= 1R 5 2 BE 7
HREEIE IERIZ Ol R BN ENS T AIRREE | VMware Certified Professional - Cloud Management and Automation 2023(VCP-CMA 2023)

BEEEBRE  VSTW : VMware vSphere&E £ HEBRR2

VMware vRealize Operations 28t | 35 T & 19252

VMware vRealize Operations : Install, Configure, Manage [V8.X]

BEHR BERE - BIFFB5]VRealize Operations BEREENAMEES - AMEGENEH

SMARRAZEZEHEVMware vSphere®PBEN A EIREER - BB OEM FIIEHD—FIRE
SR + ICM : VMware vSphereZ %5 K 38 E B 122 12[V6.7]
+ VSOS : VMware vSphere&1E£1E K ERI[V6.7]

EFBPRARNREHEETER B8  RETIEHERSEEIIEE - WREAZE REEVMware vRealize® (FENFES T - A ERESERE
BENERBERRES  IEMSNLEEHREL  UERESERESIERETRENR  DURNTEESRIRESEANS - RETZHEEE
Ef - FIU0BR S 8 E R SDDC Management Health Solution * Storage Devices Management PackfIAWS ManagementfJIEH -
HEEMS - AR R IR ERTREVRealize V8. XRZA P AIATEH FHEEFILRINAE -

RIRERE - CHRRRESERMUTER

. #BIVMware vRealize® OperationsTME T BEER B2

. &t - #BZEvRealize Operations# £l Ff 2 H A7 12

. WPl N2 4B R K L ¥ vRealize Operationss& £ A AE

. T #RNfal 5 FivRealize Operations 7t 4 2R £ 17 Ik & 4 83 0] Fi 4

ERNE IR (EE R RE N T R B R

 BURERBEEEKRNERA

. TRREEERPOME - REEREANERA R

CERERARHERSERBMERE - WiETRRER

. {5 A Telegraf B ZEEXE A M AMEAER

10. B BRI ETRES - REABR

1. FERESIERE I E AR B G ER

12. KEHEREENTEREEE)

13. BIBRIEE

14. REFRAELRERABEFE  DUEFIHIRIENER

15. ERMIEERE G AR TR F R MvRealize OperationsfIEE

16. 5 FH B & BE 1212 HI E # B 1 vRealize Operations#x S AVE AR

BEHEFE  VSTW : VMware vSpherest # IR 712

REER
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VMware HorizonZp 2 1 & TR 252

VH DM VMware Horizon 8 : Deploy and Manage [V8]

FREME

HZER

BiEEH
BEHERE

BEHZ

TREAE

Operators, administrators, and architects for VMware Horizon should enroll in this course. These individuals are responsible for the creation,
maintenance, and or delivery of remote and virtual desktop services. Additional duties can include the implementation, support, and administration
of an organization's end-user computing infrastructure.

Customers attending this course should have, at a minimum, the following skills :

» Use VMware vSphere®™ Web Client to view the state of virtual machines, datastores, and networks

» Open a virtual machine console on VMware vCenter Server® and access the guest operating system
« Create snapshots of virtual machines

« Configure guest customization specifications

* Modify virtual machine properties

« Convert a virtual machine into a template

* Deploy a virtual machine from a template

Attendees should also have the following Microsoft Windows system administration experience :

« Configure Active Directory services, including DNS, DHCP, and time synchronization

* Restrict user activities by implementing Group Policy objects

« Configure Windows systems to enable Remote Desktop Connections

* Build an ODBC connection to an SQL Server database

VMware Horizon 8: Deploy and Manage is a five-day combination course of VMware Horizon 8: Skills for Virtual Desktop Management & VMware

Horizon 8: Infrastructure Administration. This training collection gives you the hands-on skills to deliver virtual desktops and applications through a
single virtual desktop infrastructure platform. You will build on your skills in configuring and managing VMware Horizon®8 through a combination

of lecture and hands-on labs. You learn how to configure and deploy pools of virtual machines and how to provide a customized desktop

environment to end-users. Additionall
install and configure VMware Horizon
Horizon, and how to establish Cloud Pod Architecture.
RIZERE - MRBESERMTER :

. Recognize the features and benefits of Horizon

Create and optimize Windows VMs to create Horizon desktops
. Install and configure Horizon Agent on Horizon desktop

. Configure, manage, and entitle desktop pools of full VMs
. Configure, manage, and entitle pools of instant-clone desktops

©COENONRWN =

you will learn how to install and configure a virtual desktop infrastructure platform. You learn how to
Connection Server™, VMware Unified Access Gateway™, how to configure a load balancer for use with

Use VMware vSphere® to create VMs to be used as desktops for Horizon
. Configure and manage the VMware Horizon® Client™ systems and connect the client to a VMware Horizon desktop

. Create and use Remote Desktop Services (RDS) desktops and application pools
. Monitor the Horizon environment using Horizon Console Dashboard and Horizon Help Desk Tool

10. Identify Horizon Connection Server installation, architecture, and requirements
11. Describe the authentication and certification options for a Horizon environment
12. Recognize the integration process and benefits of VMware Workspace ONE® Access™ and Horizon 8

13. Discuss performance and scalability options available in Horizon 8
14. Describe different security options for the Horizon environment

IEERTZ O3 BN NS T 535 : VMware Certified Professional - Desktop and Mobility 2023(VCP-DTM 2023)

VHTB : VMware Horizon&t £ HE bR R 12

VMware Horizon&t #t1EiRER 42

VMware Horizon 8 : Troubleshooting Bootcamp

1. New or junior administrators and operators; system managers accountable for staffing and training Horizon operators and administrators.
2. Experienced system operators, administrators, and integrators responsible for managing and maintaining VMware Horizon solutions

SMAREARESLTM FIRE :
+ VHDM : VMware Horizon#}E B &2 :R12[V8]
This course also requires knowledge of the following :

* Using VMware vSphere® Web Client to view the state of virtual machines, datastores, and networks
+ Opening a virtual machine console on VMware vCenter Server® and accessing the guest operating system
+ Configuring Active Directory services, including DNS, DHCP, and time synchronization

Restricting user activities by implementing Group Policy objects

+ Configuring Windows systems to enable Remote Desktop Connections

Building an ODBC connection to an SQL Server database

This five-day course builds your skills in resolving common issues that occur in a VMware Horizon® environment. You engage in a series of lab
exercises to bring existing environment issues to resolution. The exercises mirror real-world troubleshooting use cases. These exercises equip
learners with the knowledge and practical skills to manage typical challenges faced by virtual desktop administrators and operators and provides
you with the advanced knowledge, skills, and abilities to troubleshoot VMware Horizon® 8 infrastructure related issues. This workshop teaches
the required skill and competence for troubleshooting VMware Horizon® Connection Server™, VMware Unified Access Gateway™, protocols,

connections, and certificates.

IRITAERTE - IFEESIERMI T BAR ¢

1. Implement a structured approach to troubleshooting

2. Resolve common issues that occur in a VMware Horizon
environment

3. Troubleshoot issues with linked and instant clones

4. Configure the Windows client

5. Identify the correct log level for gathering logs

6. Optimize protocols for best end-user experience

7. Discuss Horizon Connection Server advanced configurations

8. List troubleshooting techniques for Horizon Connection Server
common issues

9. Interpret Horizon 8 Connection Server logs

10. Identify Unified Access Gateway configuration and certificate issues

11. List troubleshooting steps for Unified Access Gateway common
issues

12. Describe BLAST configuration verification using logs and settings

13. Describe BLAST optimization recommendations for different use
cases

14. Describe Horizon 8 Connections and how to troubleshoot related
issues

15. Describe Horizon 8 certificates

16. List troubleshooting steps for common issues with Horizon 8
certificates

17. Leverage Horizon infrastructure troubleshooting steps to resolve
issues
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VMware Site Recovery Manager-SRMEIB &

VMware Site Recovery Manager : Install, Configure, Manage [V8.2]

FEl=FIES 85 E8E 5 B Site Recovery ManagerfivSphere E32 8 - 22885101 - 2 G L EMAAKREE

EERTRUTE—FE .
+ ICM : VMware vSphereZ# K 5% £ B 12 R 12[V6.X]
SEE AN * VMware vSphere : Fast Track [V6.x]
? « WhatsNew : VMware vSphere#f 8 IIHE[V5.5 to V6.x]
« VSTW : VMware vSpherest & HEFRER12[V6.x]
=X B 5 FHVMware ESXi™FIVMware vCenter Server ™ A (] & & 35 2 S 1 48 5%

This two-day, hands-on training course gives experienced VMware vSphere® administrators the knowledge to install, configure, and manage
VMware Slte Recovery Manager™ 8.2. This course also shows you how to write and test disaster recovery plans that use Site Recovery

Managei
%&Fﬁé AIGBESDEM M T EZ ¢
1. Summarize the components of Site Recovery Manager 8. Describe the vSphere Replication architecture
architecture 9. Deploy and configure vSphere Replication for use with Site Recovery
i 2. Deploy and configure the Site Recovery Manager appliance Manager
wizEE 3. Describe the principal disaster recovery topologies that are used  10. Build Site Recovery Manager protection groups based on vSphere
with Site Recovery Manager Replication
4. Configure inventory and resource mappings 11. Build, edit, execute, test, and remove a recovery plan
5. Describe the storage replication options that are used with Site 12. Perform a planned migration
Recovery Manager 13. Perform reprotect and failback using Site Recovery Manager and
6. Configure Site Recovery Manager to leverage array-based vSphere Replication
replication
7. Describe VMware vSphere® Replication™ functionality

BEBEWBRE  VSTW : VMware vSphere%t 2k HEBR iR T2

VMware vVSANE IR B {EERFE

VMware vSAN : Management and Operations [V7]

BEHZR HEVMware vSAN 74 EXEREEE T FNHTAERERIEEES

SEM A SIMARBAIRZ T FEIRE ¢
: + ICM : VMware vSphereZ 3£ K 5% £ & 2R 12 V7] B E AN H

EEMABH-ANRED  CZEINOSEEIRIEVMware vSAN™ 7 - KRN B ZIEERITE RREEE vSANSIEE TR ERIEEE -
BIMIVSAN ERELEIE - BHEME - TR MIFEDIEPSVSANREFES - THEMIEENEE MHands-On Lab&RB% - M BEBEHLR
RIZAERE - ISBEER DI T ER «

. EELVSANET I E BB TIE

f# FBVMware vSphere Lifecycle Manager™ & # & F+ #kvSAN

. R ABVSANRIE MBI O] FAtE THAE

. EWREVSANREGFRR - WHRSRESE

. MITVSANERE K FERAMEEBAFE

. AR R RAYVSANES EAE B

. EIVSANE HESE E 2

! Aiiﬁf%ﬁ%m,\tﬁﬁﬁfﬂgﬂf*

. B EVSANREF R A B INAE

10. fEFBVMware Skyline™ Health%@%%@ﬂfﬁkiﬂ C YEERRERE

11. 5RBBVSANRYZ 2 M EZE

12. ¥ Eim /R & FE 2 T0 EVvSAN Direct

13. REEIFVSANE 1H#E 7 & BAVSAN R 138 2 AR 75

BIBEWERE  VSOS : VMware vSpheresxfE{E & &858

AR

tooo\lc)cn-hw[\)—\

VMware VSANSEEEHEBRER 2

VSANTW vmMware vSAN : Troubleshooting [V7]

BEeEz Storage and virtual infrastructure administrators who want to be able to perform initial troubleshooting on their software- defined storage with vSAN

 Understanding of concepts presented in the VMware vSphere : Install, Configure, Manage course
TRB R « Completion of the VMware vSAN : Deploy and Manage course or equivalent experience with vSAN
« Experience working with command-line interfaces

In this two-day course, you focus on learning the tools and skills necessary to troubleshoot VMware vSAN™ 7 implementations. You gain
practical experience with vSAN troubleshooting concepts through the completion of instructor- led activities and hands-on lab exercises.
ARIZAERE - BIBEEEMLI N ER

oo g 1. Describe the architectural components of vSAN and their roles

" a 2. Explain how the components interact with each other
3. Explain the differences between object and component states
4. Describe how to use Skyline Health to investigate and help determine failure conditions
5. Explain how to use the command-line tools to help determine failure conditions

BEWEZRE  VHDM : VMware HorizonZE B E 18872
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NSX-TICM
T

VMware NSX-TZ &R K 55 EEIRR1E

X'TICM VMware NSX-T Data Center : Install, Configure, Manage [V3.X]

FE=E e Experienced system or network administrators

+ Good understanding of TCP/IP services and network security and working experience with firewalls
« Working experience with enterprise switching and routing

S Solid understanding of concepts presented in the following courses :
* VMware Data Center Virtualization Fundamentals
* VMware Introduction to Network Virtualization with NSX
* VMware Network Virtualization Fundamentals
This five-day, fast-paced course provides comprehensive training on how to install, configure, and manage a VMware NSX-T™ Data Center
environment. This course covers key NSX-T Data Center features and functionality offered in the NSX-T Data Center 3.X release, including the
overall infrastructure, logical switching, logical routing, networking and security services, micro-segmentation and firewalls, and more.
Access to a software-defined data center environment is provided through hands-on labs to reinforce the skills and concepts presented in the
course.
ARIZAERE - TBREEMRL N ER
1. Describe VMware Virtual Cloud Network and the NSX-T Data Center architecture

. Describe the NSX-T Data Center components and main functions

. Explain the NSX-T Data Center key features and benefits

. Deploy and configure NSX-T Data Center infrastructure

. Configure layer 2 logical switching and bridging

. Explain the tiered routing architecture and configure gateways

. Configure advanced services such as VPN and load balancing

. Describe the NSX-T Data Center security model with micro-segmentation

9. Configure Distributed Firewall and Gateway Firewall to protect east-west and north-south traffic

10. Explain advanced security enforcement with URL analysis, IDS, and partner service insertion

11. Integrate VMware Identity ManagerTM or LDAP with NSX-T Data Center and configure role-based access control

12. Describe NSX-T Data Center Federation use-cases and architecture for switching, routing, and security

HEEsIE LEERI2 DI R BN R ENS R385 © VMware Certified Professional - Network Virtualization 2023(VCP-NV 2023)
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VMware NSX-T Data Centerst G ELtR/EERFE

NSX'TTO VMware NSX-T Data Center : Troubleshooting and Operations [V3.X]

Eeu 1. Experienced system administrators and network administrators
2. Network and security professionals who work with enterprise and data center networks
+ Before taking this course, you should have completed the VMware NSX-T Data Center : Install, Configure, Manage [V3.X] course.
You should also have the following understanding or knowledge :
* Good understanding of TCP/IP services and protocols
SEEAE + Knowledge and working experience of computer networking, including :
- Switching and routing technologies (L2-L3)
* Network and application delivery services (L4-L7)
+ Knowledge and working experience of VMware vSphere® environments and KVM-based environments The VMware Certified Professional —
Network Virtualization (2020) certification is recommended.
This five-day, hands-on training course provides you with the advanced knowledge, skills, and tools to achieve competency in operating and
troubleshooting the VMware NSX-TTM Data Center environment. In this course, you are introduced to workflows of various networking and
security constructs along with several operational and troubleshooting tools that help you manage and troubleshoot your NSX-T Data Center.
In addition, you are presented with various types of technical problems, which you will identify, analyze, and solve through a systematic process.
RIZAERE - MIFREERM T AR ¢
1. Use the native tools available in NSX-T Data Center to identify and troubleshoot the problems related to NSX-T Data Center environment
2. Use VMware vRealize® Log Insight™ and VMware vRealize® Network Insight™ to identify and troubleshoot the problems related to the NSX-T
Data Center environment
. Explain the NSX-T Data Center infrastructure components and the communications between them
4. Identify, analyze, and troubleshoot the following problems related to the NSX-T Data Center :
* Management, control, data planes, infrastructure preparation
+ Logical switching and logical routing
. Identify, analyze, and troubleshoot network security problems related to the NSX-T Data Center Distributed and Gateway firewalls
. Identify, analyze, and troubleshoot problems related to VPN and load balancer services
. Identify the components and packet flows involved in the NSX-T Data Center datapath and troubleshoot various problems that could occur in
the datapath
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VMware NSX-T Data CenterzZst#H 215852

NSX'TDD VMware NSX-T Data Center : Design [V3.X]

BEEEz Network and security architects and consultants who design the enterprise and data center networks and NSX environments

Before taking this course, you should have completed the following course :
+ VMware NSX-TZ 2 K8 EEIERZ [V3.X]
You should also have the understanding or knowledge of these technologies :
TER AN « Good understanding of TCP/IP services and protocols
» Knowledge and working experience of computer networking, including :
+ Switching and routing technologies
* Network and application delivery services
- Knowledge and working experience with VMware vSphere environments and KVM-based environments
This five-day course provides comprehensive training on considerations and practices to design a VMware NSX-T™ Data Center environment as
part of a software-defined data center strategy. This course prepares the student with the skills to lead the design of NSX-T Data Center offered in
the NSX-T Data Center 3.X release, including design principles, processes, and frameworks. The student gains a deeper understanding of NSX-T
Data Center architecture and how it can be leveraged to create solutions to address the customer’s business needs.
RIZMERE - MBEEEMRL T ER
1. Understand and apply a design framework
2. Apply a design process for gathering requirements, constraints, assumptions, and risks
REEE 3. Analyze existing physical networking and security components, processes, and operations
4. Design a VMware vSphere® virtual data center to support NSX-T Data Center requirements
5. Design a physical network to support network virtualization in a software-defined data center
6. Design logical network services
7. Design logical security services
8. Design a data center rack solution to support scalability and high availability
9. Analyze alternative design choices for risk mitigation
10. Understand the design and support for NSX-T Data Center infrastructure in a multi data center infrastructure

VMware Workspace ONEZRZ S TEERFE

VMware Workspace ONE : Deploy and Manage [V21.X]

EaNE Workspace ONE UEM and Workspace ONE Access operators and administrators, account managers, solutions architects, solutions engineers,
sales engineers, and consultants
In this five-day course, you learn how to apply the fundamental techniques for launching and maintaining an intelligence-driven, multi-platform
endpoint management solution with VMware Workspace ONE® UEM. Through a combination of hands-on labs, simulations, and interactive
lectures, you will configure and manage the endpoint lifecycle. After the course, you will have the foundational knowledge for effectively
implementing Workspace ONE UEM.
Also, you learn how to apply the fundamental techniques for integrating VMware Workspace ONE® Access™ with Workspace ONE UEM to
securely distribute business-critical applications from any device and to configure access management controls. Through a combination of hands-
on labs, simulations, and interactive lectures, you configure Workspace ONE Access, enterprise, and productivity integrations.
You will leave with a foundational understanding of how Workspace ONE uses various authentication methods and protocols to determine user
access permissions and enable single sign-on. Overall, the course lays out the foundational principles of identity and access management.
RIZERE - TBEEMRLTER
1. Explain the general features and functionality enabled with Workspace ONE UEM

. Summarize essential Workspace ONE administrative functions

Summarize and implement shared Workspace ONE integrations

. Explain the integration of Workspace ONE UEM with directory services

. Explain and deploy Workspace ONE edge services

. Onboard device endpoints into Workspace ONE UEM

. Securely deploy configurations to Workspace ONE UEM managed devices

. Maintain environment and device fleet health

9. Deploy applications to Workspace ONE UEM managed devices

10. Analyze a Workspace ONE UEM deployment

11. Explain the general features and functionality enabled with Workspace ONE Access

12. Integrate Workspace ONE UEM with Workspace ONE Access

13. Summarize and implement Workspace ONE productivity services into the digital workspace environment

14. Explain the methods for enabling mobile single sign-on for mobile endpoints managed in the digital workspace

15. Ready and configure Workspace ONE Access to support SAML 2.0 for federated authentication across the workforce

BEHEERE  VHDM : VMware Horizon3}E B1E 128712
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VMware Kubernetes Fundamentals and Cluster Ope

VKFCO VMware Kubernetes Fundamentals and Cluster Operations

FEl=EIES Anyone who is preparing to build and run Kubernetes clusters

S * Linux concepts a‘nd com.m.and line proficiency
* General networking proficiency

This four-day course is the first step in learning about Containers and Kubernetes Fundamentals and Cluster Operations. Through a series of
lectures and lab exercises, the fundamental concepts of containers and Kubernetes are presented and put to practice by containerizing and
deploying a two-tier application into Kubernetes.

RIEERE - CHRBEEMMUTER

. Build, test, and publish Docker container images

. Become familiar with YAML files that define Kubernetes objects

. Understand Kubernetes core user-facing concepts, including pods, services, and deployments

. Use kubectl, the Kubernetes CLI, and become familiar with its commands and options

. Understand the architecture of Kubernetes (Control plane and its components, worker nodes, and kubelet)

. Learn how to troubleshoot issues with deployments on Kubernetes

. Apply resource requests, limits, and probes to deployments

. Manage dynamic application configuration using ConfigMaps and Secrets

. Deploy other workloads, including DaemonSets, Jobs, and CronJobs

10. Learn about user-facing security using SecurityContext, RBAC, and NetworkPolicies

BEWERE  VIKGICM : VMware Tanzu Kubernetes Grid% 3% M58 & & 12 iR 12
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VMware Carbon Black Portfolio=} F Bl 1EsRF2

VCBPCM VMware Carbon Black Portfolio : Configure and Manage

FEI=ESES System administrators and security operations personnel (including analysts and managers)
FEE A System administration experience on Microsoft Windows or Linux operating systems

This five-day course teaches you how to install, configure, and manage the VMware Carbon Black® Portfolio suite of products, which include :
+ VMware Carbon Black® App Control™ Administrator

+ VMware Carbon Black® EDR™ Administrator

* VMware Carbon Black Cloud Endpoint™ Standard

« VMware Carbon Black® Cloud Audit and Remediation

+ VMware Carbon Black® Cloud Enterprise EDR™

You learn how to use the capabilities of the products according to the organization’s security posture and organizational policies. This course
provides an in-depth, technical understanding of the Carbon Black Portfolio through comprehensive coursework, hands-on labs, and scenario-
based exercises.

PRITAERE - ICHEREEMBI TR

1. Describe the components and capabilities of Carbon Black App 18. Configure rules to address common threats
Control 19. Evaluate the impact of rules on endpoints
2. Manage and configure the Carbon Black App Control server based 20. Process and respond to alerts
on organizational requirements 21. Describe the different response capabilities available from VMware
3. Create policies to control enforcement levels and agent functionality Carbon Black Cloud
4. Implement rules to support the organization’s security posture 22. Describe the components and capabilities of Carbon Black Cloud
5. Use the Carbon Black App Control tools to understand agent and Enterprise EDR
server data 23. Perform searches across endpoint data to discover suspicious
6. Describe the components and capabilities of the Carbon Black EDR behavior
HIZER server 24. Manage watchlists to augment the functionality of Carbon Black
7. Identify the architecture and data flows for Carbon Black EDR Cloud Enterprise EDR
communication 25. Create custom watchlists to detect suspicious activity in your
8. Describe the Carbon Black EDR server installation process environment
9. Manage and configure the Carbon Black EDR server based on 26. Describe the process for responding to alerts in Carbon Black Cloud
organizational requirements Enterprise EDR
10. Perform searches across process and binary information 27. Discover malicious activity within Carbon Black Cloud Enterprise EDR
11. Implement threat intelligence feeds and create watchlists for 28. Describe the different response capabilities available from VMware
automated notifications Carbon Black Cloud
12. Describe the different response capabilities available from the 29. Describe the components and capabilities of Carbon Black Cloud
Carbon Black EDR server Audit and Remediation
13. Use investigations to correlate data between multiple processes 30. Describe the use case and functionality of recommended queries
14. Describe the components and capabilities of Carbon Black Cloud 31. Achieve a basic knowledge of SQL
Endpoint Standard 32. Describe the elements of a SQL query
15. Identify the architecture and data flows for VMware Carbon Black 33. Evaluate the filtering options for queries
Cloud products 34. Perform basic SQL queries on endpoints
16. Perform searches across endpoint data to discover suspicious 35. Describe the different response capabilities available from VMware
behavior Carbon Black Cloud

17. Manage the Carbon Black Cloud Endpoint Standard rules based on
organizational requirements
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VMware Tanzu Kubernetes Grid : Install, Configure, Manage[V1.X]

FE=EIES Platform operators who are responsible for deploying and managing Tanzu Kubernetes clusters

1. Understanding of Kubernetes and the Kubernetes cluster architecture
2. Experience working with the Kubernetes API

BREAE

During this three-day course, you focus on installing VMware TanzuTM Kubernetes GridTM on a VMware vSphere® environment and then
provisioning and managing Tanzu Kubernetes clusters. The concepts learned in this course should be transferable for users who need to install
Tanzu Kubernetes Grid on other supported clouds.

RIZERE - AREEEMNTER

1. Describe Tanzu Kubernetes Grid

. Differentiate between the Kubernetes life cycle management options in the VMware Tanzu portfolio

. Explain how to prepare a vSphere environment to install Tanzu Kubernetes Grid

. Describe how to initialize a Tanzu Kubernetes Grid instance

. Detail how to create Tanzu Kubernetes clusters

. Explain how to deploy the Tanzu Kubernetes Grid extensions on a Tanzu Kubernetes cluster

. Describe how to troubleshoot a Tanzu Kubernetes Grid instance

BEHEZRE  VIMCMO : VMware Tanzu Mission Control &8 S22 {EER 12

iz BT

N o o~ WwN

VMware Tanzu Mission Control EIR B} 1/E:RF2

VMware Tanzu Mission Control : Management and Operations 202X

oKD Operators and application owners who are responsible for deploying and managing policies for multiple Kubernetes clusters across on-premises
and public cloud environments
« Experience deploying and managing multiple Kubernetes clusters
« Experience with Kubernetes RBAC and network policies
LRI  The provisioning lesson in the course relies on VMware Tanzu Kubernetes Grid, so either of the following courses are recommended :
+ VMware vSphere with Tanzu : Deploy and Manage [V7]
- VMware Tanzu Kubernetes Grid : Install, Configure, Manage [V1.0]
During this one-day course, you focus on using VMware TanzuTM Mission ControlTM to provision and manage Kubernetes clusters. The
course covers how to apply access, image registry, and network policies to clusters. For cluster provisioning, the course focuses on deploying
Kubernetes clusters on VMware vSphere with Tanzu. Given the abstractions of VMware Tanzu Mission Control, the learnings should be
transferrable to public cloud.
RIZAERE - TBEERMTER
e B1R 1. Describe the Tanzu Mission Control architecture
2. Configure user and group access
3. Create access, image registry, and network policies
4. Connect your on-premises vSphere with Tanzu Supervisor cluster to VMware Tanzu Mission Control
5. Create and manage Tanzu Kubernetes clusters
6. Monitor cluster health and perform cluster inspections
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