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CEH (Practical) CEHAREMERZEHEH B EZM
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CASE Java EC-Council CASE JavafE XL E T 12EM 08 iR iz
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ECHH EC-Council ECIHE R B RIS S0 E R 12
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Exam Voucher [ ] [ ] (] [ ] (] [ ] (] [ ] (] [ ]
Practice Range (30 days Access) [}
Certificate of Completion [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]

iLabs (6 Months Access)

Certification Exam [} [ ] [ [ ([ ]
CPENT Live Range Exam [}
Web Hacking and App Security PY

Challenges (90 Day Access)
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EC-Council 3 3% %385 (The International Council of Electronic Commerce Consultants)® &5 122 # 4=i#n) 8 5420) » 5 HIESED B2 3 55352 2 942
o e ?E%*‘I"" S FrgEieR s EEERET . @ SAEXE 0 EC-CouncilSHE 222 l‘fCEH: St % QRS UL 1+ EC-CouncilBFEH B 122 R 2 2L 4 2 =&
FE0BH L TIEEE BT AT R 2 B (NSAT DT » SO IS 184 s § 3=
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CIND CSA  CCSE  C[TIA

Network  Defonder
R E g R Certfed Threat  teligence  Analyst

AR EE R -

= ERMEE : 312-38 = BRI : 312-39 = ERMUIRE : 312-40 = BRI : 312-85
BSR40 - BEER 100 - BHEE 3 o« BHEH 1008 - BHEESE 40K - BHEEH 1258 - BEEE 20 - EHEER 50

ALBx SeRART A2 A

Y c E H « EREEE 1 312-50 c E H
C c I = B 40 Eical  Hacker
Cortfied || Ethcal Hacker  w EIXEEE : 12588 MASTER
Certified Cybersecurity  Technician Ez E‘I:lﬂ }E ?ITL]-' g % ' ,%i g ? § mﬁ 7( Em
@ = ERHE : Certified Ethical Hacker (Practical) EY#@ CEH Practical R& G EBEEN
. ERCH : 212-82 LS o LG CEH BE# - FBEXBHRERAAL
- SR 30K« EHEY : 608 P m————— R 1 ==
Application Hacking & Security Certfied | Penctation  Testing  Professional
EH KSR : Web Application Hacking and Security(WAHS) Live Exam = ERHHE : CPENT Live Exam
EEM : 36098 - = EHER 0 2 ) 12 /B 1 R 24
;ﬁ%g : 5i§§ﬁfﬁ'§ﬁtﬂ,ﬁ2§%%WA te - EHEH A LEMER  SEERSEEE « TRRRE 7 RNASSSENRES
poge % 1% Web Application Security Associate 3&& 2 % m=
PRAERBIB 75% 123 Web Application Security Professional &3 gggg ;g;@ ggi f:?;giﬁ

AAERBIB 90% %23 Web Application Security Expert & &

ERZEMHEEZRS

EICIH CHFI EIDRP

Hacking Forensic Disaster Recovery
Professional

Commier | |NVESTIGATOR

EC-Council || Certified Incident Handier

BEZRBHEES EZEHBEER EZKEBRER
= ERME 0 212-89 = ERMLIR : 312-49 = ERMLIR : 312-76
= EHRRE 3 - EHIRER : 100%E = EHERE 40N - EHEER : 1508 = EHERE A0 - ESER : 1508

BRELZ2 TR

b faavAR .NETH
Information Security Management Certified Chief Information _Securty _ Officer Certfied Application  Security  Engineer Application  Security  Engineer
= ERMLSE : 512-50 = ERMUSE : 712-50 = ERARERE : CASEJAVA = ERARER : CASEINET

= EEIGRE /0 - EHFEER : 150%F - EBHEISRE : 2.5/ « EHRER : 1508 - EBHEGE 20 - EHEH 508 - EHEE: 20 - EHE 508

= WBRE . ERBBEREC-CounciliREEE - JBEBRRRKBER - BTRSEBAEATHREZLI00T 2 ERELE -

« EHEE (1) BREEBEEGD (CEH Practical ZERS - (2) CCISO WBREAHAKES -

- BBRE . KBAERNEZERER— -

= B . 2B RERBEBIRPO (CEH Practical EilbRS) -
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H2016F181H#E - EC-CouncilEERBRFEEE80TT - BRI FEEE - HBCCISOHLPTRIKARRERREFEER | CCISO/ZE£1007T * LPT » CPENT/ZE£2507T -
HIBEBSERBHRP  https://cert.eccouncil.org/membership.html

©UCOM edu 2022.3% #» 1 & B FHIFEC-Councills: 2 4 .2



iRI2REN | EC-Council |

EC-Council2#8 b &l

ALBX SSREFTE B2 E AR E & ER @Ema FEREXNZ=ME

gm LICENSE%
Expert : PENERER | : :
1 MASTER 1 1 1
E 1 ! E E
. . : ! m
- - - - O
H H H H @)
 cpeNT . EDRP ClesE |
E o 5 5 ; %
Specialization 1 C A?E C A?E
. . . . B
 wians CEH | ElCIH CHFI: C[TIA C[SA | :
1 Appication Hacking & Sacurty MASTER ' ottt mcidomt Wanter 7" D INVESTIGATOR : RS ——— ' ﬂ
: : : : S
: : : t : &
: : : ! =
i i i CIND i

2B : 51t P215 11T P230 &9 P235 Si#P239 155



m
¢
O
g
G
\
7
“N
3
S
&
Ig

| EC-

Council |

[E)ccrme

ARIZRTT

EC-Council CCT iR %L 275

EC-Council Certified Cybersecurity Technician Course
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FREAE

RERR

BHEEHE

BERERRE

BEHZ
FRENE

BEE

BEHERE
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EC-Council CEHE E il FE X FIBEE

1. AREEAS
2. PREEEEAR

BB R P BB AMTEE
NINS : A3 B IR B RS AR TS

. Information Security Threats and Vulnerabilities (B2 2 & 2 £1553)

. Information Security Attacks (BlZ &K E)

. Network Security Fundamentals (4335 % & £ )

. Identification, Authentication, and Authorization (5! - & 5IE21Z 1)

. Network Security Controls — Administrative Controls (4% % &8
I - EIREEHIE )

6. Network Security Controls — Physical Controls (48%& % & 1215 -
BRSESIET)

. Network Security Controls — Technical Controls (481 % & #EHl &7 -
A I HE )

8. Network Security Assessment Techniques and Tools (#3#8% 2 7+

fifEATR)
9. Application Security (EFREXZE)
10. Virtualization and Cloud Computing (& ##{CE2E I 18

1. RBARRIBE R —
R’&Rexam voucher code/? fﬁﬂﬁﬁ%nﬁqjlb\ﬁﬁs_nﬁ%ﬁﬂ—:ﬁ
. BB #E#%2023/6/3071 A1 2 H4% -
RRRERE - HREE LBO%L,U:%%—:?%??"‘)?V#*JII%E
.BRBAE—FR A RARERE—REE %S
. BRI LRI %09:00~18:00
REESAER:
- PRESE  BRMBETRESHE
- BAEEE  2IIREITHERBERSE -
- BEWEE . WBEMEC-CounciliRi2 -

CND : EC-Council CND#EE&Br 2 E R 28 R 2

GO WN =

~

28)
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EC-Council Ethical Hacking and Countermeasures Course

BEREBZMBIZRELZANER - BR

TR LT SRR AT B AR TAE

CND : EC-Council CNDAR BB Z & K 5078 3R 12

. Introduction to Ethical Hacking(/ T 42 1@ 8 & @ AR)
. Footprinting and Reconnaissance (52 £ i 44 55 B £2
. Scanning Networks (48 & AR 75 2155 B35 1)

. Enumeration(3l 22 % 48 & 3H)

. Vulnerability Analysis(35 252 47)

. System Hacking( A 12 & % 4t)

. Malware Threats(B =22 E Z)

. Sniffers(#8 i 8 IE AT 28

. Social Engineering(f1 32 T72)

10. Denial-of-Service (Pl Ef AR 75 T 28 £ (7% i 48 1)
11. Session Hijacking(GE4R #1%)

1. SRR —
exam voucher code R R BEMAEF P LETE
. BN E#23R22023/6/30R1 MM 24 - =5 —
. %R EEEBBRENTS3,00070 (R M EE E FAUSD499)
 RIRERE - HFEERE0%W LEBEEREREIIES
HRAR—FRN - BA— AR EeE—REEHE
. BRI EERREE%309:00~18:00
. REBEAE
PREDRE : BRMETHRSHE
BLERE  2IIREITHEREERSE -
8. IEHEMEEHBE IR O BPMICRE Z EELBIIRD L - K5

CPENT : EC-Council CPENT2 & fli EXR R 5 R 12
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RR#EEH TEC-Council Certified Cybersecurity Technician Exam) (iR B {05 : 212-82 - [R{BEUSD499), -

ROEBEREZEEER

RREE "The Certified Ethical Hacker Certification Exam(E7 A B ASE : 312-50 - [REUSDI50) .

REBEERB(EEFTN—EBRSEHE

ZERREZENTS61,75070
=B5EERENTS32,50070
3150 - RERFEPMCE KB EEEIEES

3. L ERITARRE
4. YIPE S /A8 S TAZEM

11. Wireless Network Security ((RGEHELZE)

12. Mobile Device Security (fTEIZEEZ2)

13. 10T and OT Security (M 486 T 2 %)

14. Cryptography (ZZH5E23)

15. Data Security (BERZE)

16. Network Troubleshooting (48t fZHEER)

17. Network Traffic Monitoring (#8287 2 B5 %)

18. Network Logs Monitoring and Analysis (485 H &% 85 82 ) 47T)
19. Incident Response (S EE)

20. Computer Forensics (i i)

21.Business Continuity and Disaster Recovery (3548 =38
22. Risk Management (B [&EIE)

KEER)

- BIREREE

—REARMEAE_REEEERT

AR REEENTS37,05070
=A5TEFENT$19,5007T
SEHREEITENTS12,0007T 2 BE

WEAE - HREHIRIiTARRE

12. Evading IDS, Firewalls and Honeypots(#7 3 A {215 :8l/[5 X i £2
FHRL)

13. Hacking Webservers( A fZ481i)

14. Hacking Web Application( AR 48152 ()

15. SQL Injection(E R EIE K E)

16. Hacking Wireless Network( AR AR 48 E8)

17. Hacking Mobile Platforms(AfZ4T7E1F &

18. 10T and OT Hacking( A R ¥ Bt 482 T 1)

19. Cloud Computing(Ei#E&)

20. Cryptography(ZH523)

C BRREAERE
- WRANEBATHEER)

PDUERES - FET AT
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CEH Practical $35%

CEHXREM S EEHEAEEE M

CEH Practical Exam Review

BEEHs BERRSCEHR R E ST M CEHR 2 B # EVS CEH PracticaliisE A Hill &

ERSTR M TR R ER A
CEH : EC-Council CEHEZ E il B K 338 5712
1. MR EESS IR H
. AR AR S IR SR B B 5 22
. B RENNT
. RIRBEFEN
. IR F AT
HEARRELE—RFEED " Certified Ethical Hacker (Practical) (JRfEUSD550) ., - B/ RIZ24E 5 KRexam voucher codeIREC-Council A1k B
TREEH
2. {EAREE  NE—REFAXRY - RRRHEEEEBREBUSDIS0(EMEEEFHUSD550)
sl 3. FANCEHEEE « B BCEH Practical Z:##%& - [RBiR*1Z35CEH Practicalig iR - S 5M&1Z 3¢ CEH Master(CEHAERMN):E IR
4. ZRFREIIEI0K LablE R
5. [REAEBEA R !
3B E3%RCEH : EC-Council CEHRE KM ERRE Iz S - :$52023F6F30H MIAIRIT ZHT4R - =EFMENTS25,00070

B#EMERIE  CPENT : EC-Council CPENTEZE A ERTE 2

TR A

BEAE

.—\01-&00!\)

CWAS i

EC-Council Web FEFHIEX L2 IRTE

EC-Council Certified Web Application Hacking and Security Course

1. R A BE
CHERREAZEMAER  FEEIMEELEERBNITAR
. BERBEEANED - BBERNEAS BRREALZEESHEEAS
. Windows K Linux{EZE R A E MR E
BB ERER
. WebfERRER : REHRZENE
. FIEMRIE; © SQLERIFEIBKE(SQL Injection)
. VIR« 22 4 EERREC & (Security Misconfiguration)
. IERHE - BAENAMIZAR T E (Cross Site Scripting)
. IRk | AR FERETUREE A2 (Scanning and Enumeration)
. PRS- SQLERIETEIEE(SQL Injection)
. PARPKEL | 22 M fEREC & (Security Misconfiguration)
. PARKEL | A FEUEE (Broken Access Control)
9. IEBARKE | BMYUMFEUEE (Broken Access Control)
10. WEBARIK Y © T2 M EERRBC & (Security Misconfiguration)
1. BB E . EARER B ARER R ELIS RN (Server Level Access)
12. BRFKE ;. EARERE R LIS ZEYServer Level Access)
13. RIS | T2 EEFABCE (Security Misconfiguration)
1. EREREM R R RBERB
2. AREE—FR B HREARERE—RERIKS
L HERBUVEREHRES .
eI - RIRIERE
- Instructor led training modules(#%_E3R#2#ISubscription Code - fFAHAR—%F)
- Web Hacking and App Security Challenges (LabfJDashboard Code - 90 Day Access)
- Certification Exam(E #7EExamspecialists.com schedule)
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BEHZ
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BEEER
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BEEIR

BERERE

EC-Council Certified Penetration Course

MERFEEES - IXEEES - ENZERHAE - AMZE DA
BERPREERRTRENEEEIRIENE

1. Introduction to Penetration Testing (2 28Iz /T 43) 8. Web Application Penetration Testing (#3512 (023B Rl5 757%)
2. Penetration Testing Scoping and Engagement (Z3& RIG# B 24547) 9. Wireless Network Penetration Testing (B4R 48582 B AIF 75%)
3. Open-Source Intelligence(OSINT) (B ERFEE) 10. loT Penetration Testing (#8482 3 8l5)

4. Social Engineering Penetration Testing (113X L2233 Hl5) 11. OT/SCADA Penetration Testing (L1222 % 85

5. Network Penetration Testing -External(9h48:23% il 1) 12. Cloud Penetration Testing (E1#:2 3% flzH 75)%)

6. Network Penetration Testing -Internal( R 48232 il 720) 13. Binary Analysis and Exploitation (Z #7220 2 4 B2 %)

7. Network Penetration Testing -Perimeter Devices(#85&E @23 E2EM=l) 14. Reports Writing and Post Test Action (155 #f &5 BRI 2 48 2 1F)
1. BARREME —RFBEE " Certified Penetration Tester (Bzi# B 5% : CPENT Live Exam - [R{EUSD990) .

2. RERERE - HEEEN FEREEREMENES

3. HARHE—FRN  B—RARERE—REEIHE

4. BRI 2 R %09:00~18:00

5 FRERAE:

EEEEE  ERA2EEAE SN AR SERENTS64,6007T
CCISO : EC-CouncilEZ£E 2418 AR T2

ROBBER2EEER

EC-Council CND#8I&PHEL R R 5872

EC-Council Certified Network Defender Course

1. AEEAS 3. BT RITAERE
2. PREEEEAR 4. YIPE S /A8 S TAZEM

EESTR LT RAZ P B AR vEE

NINS : 4388 B FE 248 /B AR 75

1. Network Attacks and Defense Strategies (48K %2 £3 fH £ 55 0% )

2. Administrative Network Security (L2 EH)

3. Technical Network Security (485 % 2 1l7)

4. Network Perimeter Security (B2 < %)

5. Endpoint Security-Windows Systems (I 222 718 & 2 45)

6. Endpoint Security-Linux Systems (If2iZ % 2 Linux %)

7. Endpoint Security-Mobile Devices (I &2 2 TE)FEE)

8. Endpoint Security-loT Devices (In#hiZe 2 Z Mt 85 E)

9. Administrative Application Security (BB L2 E1E)

10. Data Security (BRI Z2)

11. Enterprise Virtual Network Security ((E £ EBEELZE)

12. Enterprise Cloud Network Security ({E =582 %)

13. Enterprise Wireless Network Security ({E B EER L)

14. Network Traffic Monitoring and Analysis (4357 & B4 89 #)

15. Network Logs Monitoring and Analysis (#48 H & B= =82 ) 47)

16. Incident Response and Forensic Investigation (& 2258 4§ 4 81 i R &)
17. Business Continuity and Disaster Recovery (154 & B 851 S #HER)

18. Risk Anticipation with Risk Management (/& & & 2 & i 785)

19. Threat Assessment with Attack Surface Analysis (2] B2 E & 547 2 & BB 7T 1)
20. Threat Prediction with Cyber Threat Intelligence (B EH B 1EE 2 BB EH)

1. SBARZIE—RDEE "EC-Council Certified Network Defender Exam (& #H B G55 : 312-38 - [RBUSD550) ., - BRFEERRE
exam voucher codefA E 32 B AAEH /0BT 5 B R
. BB #E%R=2023/6/30RIFAIE 2 AR - EE—REBSEER(EERN—EAARSEE - TRANEERTMAESR - [RMEEEFHUSD249)
CIREBAREE  ME—REAKRY - FRIEHEEEBENTS30007T(RMEEZE FUSD249)
RIRERE - LFERES0N EBEERRREIIES
.BREE—FRN  B—RARERE—REEIHE
. BRI EERREE%309:00~18:00
. HREBEAR
BERERE  ARI2BATHREZSHE =ZARREBREBNTS53,2007T
BAERE  2NMREITHESEERS X - ZA5MEBMENTS28,00070
8. IEME N ERH B RO EPMICRT 2 IEHHUB DL - K5 : 3150 - FREFAPMCERERSEESPDUETXEY)  BRTLASH

CEH : EC-Council CEHRZE i B X RERZ
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CSA?;ﬂ%a ©) 1R TERERAER2EN, RILAER2ELER

EC-Council Z&iEE F.0(SOC) 53 thEMadrE:712

CSA EC-Council Certified SOC Analyst Course

1. SOCH#r il (55— AR M _4R) 5. BERZ2EERMUREERBLZZRFNERZEERAS

" 2. PN EES 6. B/ E HATED
= 3. RBEALE LR 7. FHAIAE R RSOCHHTERRIA
4. PRI ATEN - BEEFHEEMAR
B BRI TREMEERIE - ABEFERRRETEARIENE
) : CND : EC-Council CNDA3& B 25 X R B R 12
1. L2 BEEFEH (Security Operations and Management)
2. THRAAEIE - loCFIK E 5 %(Understanding Cyber Threats,loCs, and Attack Methodology)
PERA 3. B - BHFIHSRC#E(Incidents, Events, and Logging)
: = 4. BHEHEISEZENERBHEIER(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
5. MR B B E LR = 4120855 71 (Enhanced Incident Detection with Threat Intelligence)
6. B ERIETE P K FEH 75 7% (Incident Response)
1. BARRMEE—RFEEA " EC-Council Certified SOC Analyst(REUSD450) 1 - i ERIZ45 R Rexam voucher code MR E #9E 5 /0 B
TR REEHEE
CREAREE - NF—REAKY - BRIEHEZEZTEUSD149(FMEE EFAUSD199)
RIEAERE - LEEES0% I I E B RRAEIE S
BEER .HREE—FERN B RARERE —REBIHE

- BRI Z EERIFFE%509:00~18:00

CREEEAR

PERERE  FRIETHREME  =AFRSEEENTS37,0507T
BLEERE  SNREITHERBERS R - ZA5NEBENTS19,5007T

2/E#BIRIE  ECIH : EC-Council ECIHE Z B RI2 S0 a1

oghwN

EC-Council CCSEEiz&E %L TIZRME3 8512

EC-Council Certified Cloud Security Engineer Course

[lEg e e £ B — 11ounod-03

Bz Btk it TI2EN - S EIRLE RiTAEEE

FE N BEERBIREEARE

. Introduction to Cloud Security(M BAEImEE L E)

. Platform and Infrastructure Security in the Cloud(ZEI#:EE P F S EER KL E)

. Application Security in the Cloud(El#E2& FHEAEXZE)

. Data Security in the Cloud(EI#E&E PHWERZE)

. Operation Security in the Cloud(EI#E&E FHIEEZR)

. Penetration Testing in the Cloud(ZI#:E & T2 EAIE)

. Incident Detection and Response in the Cloud (2= I8 & 1 1) St E2 %)

. Forensics Investigation in the Cloud(ZE & & Vi HHRE)

. Business Continuity and Disaster Recovery in the Cloud(Z=13& & o 1945 48 & 48 51 K £ [0]18)
10. Governance, Risk Management, and Compliance in the Cloud(ZIREE HHAE - EG SR HIETE)
11. Standards, Policies, and Legal Issues in the Cloud(ZE I iE & PRIIREE - BUERELEERRE)

1. SRZAFREME—RFPFEE " EC-Council Certified Cloud Security Engineer Exam([Z{BUSD550) 1 - F /iR 2455k Rexam voucher code{ &
REMEAPLBITELEARE

 RERERE - HEEES0%W FEREEREREIIES

. ARAE—FR - A—RARERE—REE I HE

. BRI Z EERFE%09:00~18:00

.HEBERR
BERERE  BRINBTARSHE  ZHRREZRMENTSS7,00070
FBERE—AWS - Google= KR FalAzure R 24 AL E - [RIEHENTS20,0007T - o] UEEENTS40,0005R 2 35752

BBWFERE  CCSP : CCSPEMBERER BRI
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=
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REBHH
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BEHR
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BEER

BERERE
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EC-Council CTIA B Z 5B DB K358

EC-Council Certified Threat Intelligence Analyst Course

EEBERZARIZMERAS  BZUFEAS  HEBBESTAHBE

BRI N R 2 BB RITAE
CEH : EC-Council CEHB &£ fii B X 778 iR iz A6

1. Introduction to Threat Intelligence(fI:E & B 1B E)

2. Cyber Threats and Kill Chain Methodology (#8 2 2 #2740 #% %)

3. Requirements, Planning, Direction, and Review(Z23k - &l - {55 £3185T)

4. Data Collection and Processmg(ﬁﬂuﬂlx,\ﬁﬁ)

5. Data Analysis(& Rl 2 47)

6. Intelligence Reporting and Dissemination( &5 1%} £ 5 1E)

1. MBRRIZILE—RFVEE " Certified Threat Intelligence Analyst(E Bl B {055 : 312-85 - [REUSD450), - HRERIE#4E 3R KRexam voucher
codeMREMEL PLBTELEAFE

2. HEAFEE  NE—REAKXY - FRIEHEZBEEBBUSDI49(REMEEEFHUSD199)

3. RIEAFE - HERESW FE BB EMASES

4. BRAER—FR - B—RARERE—REBIHEE
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EC-Council CTIARZ15E 2T BER2EH=-F B ERE

EC-Council Certified Threat Intelligence Analyst Course

EEBREMIBBRIAFEZANE - EXNFEAS - HEBBEEHMBEBE

EEST R LU R A B HlraE

CEH : EC-Council CEHEZ Z 5 flT 58 R 50 78 s 12 hE

1. Introduction to Threat Intelligence(fAzE H B 1B E) 4. Data Collection and Processing(& 3} W SE 2 R 318

2. Cyber Threats and Kill Chain Methodology (485 /& 25 #2395 7% %) 5. Data Analysis(& &l 2 47)

3. Requirements, Planning, Direction, and Review(ZK - #i#| - {55881 6. Intelligence Reporting and Dissemination (15 & i3 £/54E)
1B

CREARRELIE—RDFEES " Certified Threat Intelligence Analyst(E B BHSE : 312-85 - [REUSD450) ., - FHNFRIE4E R &Rexam voucher
codeRNERERAE AP LBTERENGH

CREAREREE  NE—REAKY - FMRIZHEEEZRBEUSDI49(EMEEERUSD199)
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. RRERE - HEEES0% U FE R ER R REMAEES
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EC-Council ECIHEZ E#EEIE 8 S35 5512

EC-Council Certified Incident Handler Course

BEZBHERS « BURRTHEES BEUFEAS 2ABMTMAR - ELHHAE - ZFSEE - KA LR - PIXBSEE - ITEET
HITHEAAS
EBRSHMUTREMEHERNES  IEEAERERETEARIENE
CND : EC-Council CND#BE&BH £ 5 X 3R 38 3R 12
. Introduction to Incident Handling and Response (& % 5 4+ & 14 &2 12 243 [B] FE 5 1T)
. Incident Handling and Response Process(ZZ S 4 aif R IE N F)
. Forensic Readiness and First Response ({11 i 8 £ 55 — 5 8 [z FEXE RI)
Handling and Responding to Malware Incidents (3822 T0 & A B9 /B 1 S5 14 e 5 £ iR 38 R )
Handling and Responding to Email Security Incidents(E ¥ - Fris al (B S - e ¥ B R 3R (R Al)
. Handling and Responding to Network Security Incidents(#% 5 I £2 T3 X A /5 1 55 ¢4 e 2 B2 i2 32 [R Al )
. Handling and Responding to Web Application Security Incidents (4814 & 435 FE A2 S0 A& Al (0 etk S 4 i3 B R 38 [R Al )
. Handling and Responding to Cloud Security Incidents(Z= 1 & FiFiris B I B % = 1 e ¥ £ iR 3R /R A )
. Handling and Responding to Insider Threats (/&0 &l 2 Fr 35 A% Y B 14 55 14 & 9 222 iR 32 [R Al )
HEARREZEE—RFFEEF "EC-Council Certified Incident Handler Certification Exam(E & B 5% : 212-89 - [RBUSD450), - &R
2455 Rexam voucher code M E R EAE /0BT L E A RE
CHREBARES  ME—REHAY - HRRHUEEZEEZEUSD149(RMEEEFHUSD199)
.ECIH v2ER BRI/ - EHEER100BRIER - BEBREHNT0%
RIRERE - HFEERE0%W EFEEREREIIES
.BREE—FRN  B—RARERE—REREIHSE
. BRI EEREEE%309:00~18:00
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EC-Council CHFIE L & AT R K852

CH FI EC-Council Computer Hacking Forensic Investigator Course

CHFI REERMALABMARLE - STERIGENCHSHEENTERASMRE - €5

- EENERBEAS - 1R1T - RIEMMEMEEAL
BEHZ - BIffZE=HEAR - BUREHERE 1T B
- EFEBTEEEAL © BIEGE RIS IR MR
- EBEEAL
EESTARM T REMEERNEEN  AEEAERBETERRTRENEBEIRIMENE
FIERE %ISR EECIH : EC-Council ECIHE Z Bt IR E 7R3
HEPEEEIZFRT2CEH : EC-Council CEHEZ B TR R R B R1E
1. Computer Forensics in Today's World (25 #3542 5%) 9. Investigating Web Attacks (481 & 485 AR 75 W B 45:780)
2. Computer Forensics Investigation Process (B2 ) 10. Dark Web Forensics (B48H%)
3. Understanding Hard Disks and File Systems (T i1 22 £ 47%) 11. Database Forensics (& /5 i)
s@50 s 4. Data Acquisition and Duplication (& EE£218 ) 12. Cloud Forensics (Z 1 &)
: 5. Defeating Anti-Forensics Techniques (/#2838 15) 13. Investigating Email Crimes (:AZE & FEH4IE3E)
6. Windows Forensics (Windows{F 3 % 45 8 78) 14. Malware Forensics (ER2 08 H)
7. Linux and Mac Forensics (Linux, MacfF2£ Z # & 55) 15. Mobile Forensics (1TE) 35 & ##78)
8. Network Forensics (4335 #5) 16. loT Forensics (loT$&z8)
1. BARRIE—RFBEED " The Computer Hacking Forensic Investigator Exam(E R BUSE : 312-49 - [REUSD650) s - HRHREERR
exam voucher code R ERE#EH /0BT E T EDGE
. BNB#E#R22023/6/30R1RM 2R - EE—RRBEEBR(EZTEN—EHRNPHE - WRANEEANTHER)
BEARREE - ME—REBHKRHY - WiRIR M E%1§%1§ USDZQQ(E}EEE%%}EHUSDSQQ)
BiaEE  RRRERE - HEERES0% I FESEER RS

-FARAE—FR  A-HREARERE-—RERZHE
BAARYEZ R 4309:00~18:00
CREBEAR
ERERE  FARIETHREHUE AR REEENT64,6007T
8. B A R A IR D O APMICRD 2 BEHB NIRRT - R5E : 3150 - ARERFTEPMCEREREEEEPDUEEE ) - BET LARS

BEHBRTE  CTIA : EC-Council CTIA B EBE D M ERRE Rz
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EC-Council EDRPé&“‘E{EF% e

EDRP

EDRP EC-Council Disaster Recovery Professional Course

BEHR MERBEES - HXREES - 2MEHEE BRAEARBRAS - BMZEASR

FESSR LU N REFTEFERITES - NFEBEERELERRMENE

BENE 0 - EC-Council ECHEZ B MEEE 8RR

1. Introduction to Disaster Recovery and Business Continuity($$ #HE8 Rt EEZEFEAENR)
2. Business Continuity Management(& 815 #&5128)

3. Risk Assessment( /& b5 1)

4. Business Impact Analysis (BIA)(FE &2/ 1)

5. Business Continuity Planning (BCP) (B:5E2ETEIE)

6. Data Backup(EZ RH&E1)

7. Data Recovery(ZRI{E[R)

8. Virtualization-Based Disaster Recovery (& §H R 1R K ZE[R)

9. System Recovery(RZ#ER)

10. Centralized and Decentralized System Recovery(5£ P19 BT 2 A A 1E R AV EE)
11. Disaster Recovery Planning Process( #E [R5t E12/7)

12. BCP Testing, Maintenance, and Training(BZ 5@ =@ 5t 21S 2R - #ERAIAR)

1. IRB AR ML E—REPFEER " EC-Council Disaster Recovery Professional Certification Exam(E 7B $5% : 312-76 - [REUSD450), - &5
HRRT24E R Rexam voucher code MR B A /0BT E LB IERE

CHREBAREE  NE—REBHAK - HRRHEZEEFEUSD199(RMEEE FHUSD249)
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CASE%%% lttﬁﬁﬁ "TEREREERZER., RACHBLEERER

EC-Council CASE Javafg B2\ 22 T12R0z3:5:712

CASEJava EC-Council Certified Application Security Engineer Java Course

1. 22l EJavaE AR 3. TFgEA KM% - flF  ERSRERBEALZEZERAR
2. BB RJavalEAE A ZE TREM/ZENME/ZEMHEREAS

FEE AN Java SE - Java EE  WebfE B2 T{ B 854258

BEHZ

1. EREANZ:  FBHERE 6. MBERME T RIBBE
2. ERREAZEZHZKIE 7. SessionE1
REANSR 3. ZEABEARTHERE 8. HEREELTIRBE
4. WARBLZERIBES 9. FFRREFAREARE N L 2N (SAST & DAST)
5. RIS 10. R B HALEE
1. SBARZME—RFREE " EC-Council Certified Application Security Engineer Exam(/RfBUSD450) 1 - i iR1245 R Rexam voucher

code N EiRBAEH P LBITELEARE
2. RELREE  ME-—REHAKYN - HREHEZEZRBUSD199(RMEEERUSD249)
ErEE 3. RIEMAERE - HERES%R U LERERBERMAENES
: 4. FRAE—FA  B—HRARELE—RERZHS
5. BRIz EERIFE%09:00~18:00
6. RIZBEASE :
PERERE . FRIATHBREHE ZERREBRENTS37,0507T

BEMBRE  CEH : EC-Council CEHEZE KT ERTE R 12

CAseaﬁs ©) kBER TREEXAER2H. BIZAARSULER

EC-Council CASE .NETERIZEX\ L& TI2MMz358:R12

CASENet EC-Council Certified Application Security Engineer .NET Course

m

Qo

(@)

o)

c

5

=)

‘ " 1. 26E 1 E NETE ISR 358 3. TFHEMRALE  AE  ERNREEREXNZE2EEAE
= 2. BERABNETEARXNEL T RENEZHTENBELHZEEAS
% TEfEAE BEEEACHIEXRFER
H 1. ERERANZ: BBaRE 6. MBREMZERBELS
= 2. ERERZEEKIE 7. Session&E1E
S REARR 3. ZREARRTARE 8. HREBELTERIBE
& 4. AABBLZDRISES 9. FFRRHAF AR EFAE UL 2RI (SAST & DAST)
ol 5. R AR 10. R ENBHMHE

1. SR AR RER = —RFREEF " EC-Council Certified Application Security Engineer Exam(/R{BUSD450) 1 - FiR iR 724 %R KRexam voucher
codeREREME R P OBETELERFE
CHREAREE  NE—REHRY - HRIEHEZEZTEUSD199(RMEE & FHUSD249)
=R RIRERE - HFEEREO%W M LB FEEREREIIES

-FREE—FA  B-HREARERE-—RERZHE

. BRI Z RIEFRE%09:00~18:00

R BEIIR

ERERE : HRIBETRREHE  =AFSEERENTS37,0507T

BEEBRIE  CEH : EC-Council CEHRZE KITE R E 12
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EC-CouncilEX &L EIEARTZ

EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course

EoYE 1. BERAREXREZCEARELZR 3. HEMz 2 EE AN B EME
= 2. BEflZE2ZRE - REHEEEE

FREBNE BENZ 2R ABB LR

Domain 1 : Governance(;83%)
Domain 2 : Security Management Controls and Auditing Management(& & &2 Hl & i B FE 2 S 18)
HRIERE Domain 3 : Security Program Management and Operations(Z 2 518 SIBH{E %)
Domain 4 : Information Security Core Competencies(& Z 1%/ #i5E)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management (& B 14 #73 &I & B4 75 £ (H FE R 232 )

1. MERFREEE —REISMELZLIBARFZEA(EANBE AR : 512-50 - [RBEUSDI9Y) - B HIEEFENFN - BOREREZFEURE
EABRASEREISMERAE B3,
2. CCISOREERREZFIE - SMAREMEIREBEE100=(EHR B : 712-50 - [REUSDI9Y) - MEEAFTEEREREEISMR
HrsE & EOEREEEEWNANERAKFEI BEEEF FREN)THREISMAEER ; BIBCCISORBZEEEZSE - UIREISMAEER S
RBCCISORFEER, - HIFRRMIRSZCCISOREEH
3. REELERE - AIE CCISO EAEBJBEAAET T - = EEHRERAFE T LR
4. HEAREFSBEREBABIGRAR ; http://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/
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