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. Comparing OSI Model Network Functions ( L5Ek OSI AL 4ERETNAE
. Deploying Ethernet Cabling ( #3E £ XA RIARES )
. Deploying Ethernet Switching ( #/& 2 X ABREHIRIRE )
Troubleshooting Ethernet Networks ( & XA B AIEEEHERR )
. Explaining IPv4 Addressing ( 1 #2IPv4RJEHHET )
. Supporting IPv4 and IPv6 Networks ( 202 [E] 5 37 1% 1Pv4 E2IPVERI A B )
. Configuring and Troubleshooting Routers ( 485& & F28 AV E L2 R 2EHERR )
. Explaining Network Topologies and Types ( 7 248 RO RSB EAEERY )
. Explaining Transport Layer Protocols ( 1 #2{& #1153 E )
2332 4 10. Explaining Network Services ( 7 1+ E 2R )
EPRRES 11. Explaining Network Applications ( 7 & {2 HEEAE )
12. Ensuring Network Availability ( FE{RAIEEEI T A )
13. Explaining Common Security Concepts ( 1 f#@BAZ IR )
14. Supporting and Troubleshooting Secure Networks ( 22 4RSI BB FE HEHERR )
15. Deploying and Troubleshooting Wireless Networks ( #4R 48 & 120 Z 2 5E 2 HEFR )
16. Comparing WAN Links and Remote Access Methods ( EL#R i3 48 5% 38 4% S48 B 1= Uin 17 BUE AR AU 77 0% )
17. Explaining Organizational and Physical Security Concepts ( T #ZZH&EA BT W )
18. Explaining Disaster Recovery and High Availability Concepts ( 7 2K # B2 5 o] MR )
19. Applying Network Hardening Techniques ( F& P48 R58(ERE 1l )
20. Summarizing Cloud and Datacenter Architecture ( 42 i@ H B E R /O AIZ24E )
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. Comparing Security Roles and Security Controls (tbEZ 2 A 21%4])
. Explaining Threat Actors and Threat Intelligence (#2% & ZEZME B 151R)
. Performing Security Assessments (117222 5 1f)
. Identifying Social Engineering and Malware (#5132 TREMEEER)
. Summarizing Basic Cryptographic Concepts (EAZ L)
. Implementing Public Key Infrastructure (/A B & 8 E A1)
. Implementing Authentication Controls (2 i 5& & 12 %l)
. Implementing Identity and Account Management Controls (E i S/ F11E 5 SR #EH)
. Implementing Secure Network Designs (B % 2 4885 5T)
10. Implementing Network Security Appliances (E 4822 %)
REAR 11. Implementing Secure Network Protocols (ZTiiZ 2 41 175 E)
12. Implementing Host Security Solutions (B i 1% & R )
13. Implementing Secure Mobile Solutions (E iz 2= 1TE R 7 %)
14. Summarizing Secure Application Concepts (%2 f& B2 V=)
15. Implementing Secure Cloud Solutions (B % 2 Z i #5775 58)
16. Explaining Data Privacy and Protection Concepts (#2512 & i B2 R\ MR EHER)
17. Performing Incident Response (¥117 5 #[El &)
18. Explaining Digital Forensics (/%% £] i1 8 )
19. Summarizing Risk Management Concepts (&3 E 21 =)
20. Implementing Cybersecurity Resilience (Z i 48 %2 2 38 14)
21. Explaining Physical Security (F21EEZ 2% %)
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. Explaining the Importance of Security Controls(f##EZe 2 25 E E 1)

. Utilizing Threat Data and Intelligence(ZN1a1 ) F /2l 2 B35 £ 15 4R

. Analyzing Security Monitoring Data(dN1a] 47 22 & B #E AU 118

. Collecting and Querying Security Monitoring Data(¥1{al £ B %2 2 BRI 211 )

. Utilizing Digital Forensics and Indicator Analysis Techniques (2012 Fl| F 8111 BN =& E2 15 1E 5 4 B9 3 4i)
. Applying Incident Response Procedures(#11a #4754 Bl ETZ %)

. Applying Risk Mitigation and Security Frameworks ({0112 #£17 & g 48 ## 21 22 2 HE22)

. Performing Vulnerability Management(dN1{al #4117 /R & 32)

. Applying Security Solutions for Infrastructure Management(MNfa 1T A BARR EMUEN L2 RRH E)
10. Understanding Data Privacy and Protection( 7 B2 2B HOBEFA M B2 2 {REE)

11. Applying Security Solutions for Software Assurance({fAl #ETEREE (R BN Z Z IR E)

12. Applying Security Solutions for Cloud and Automation(#1a] 34T Eim B B EHZ = #RF X)
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. Planning and Scoping Penetration Tests(2N1a #3215 % I =l 10 #6 &)

. Conducting Passive Reconnaissance({{T#{T#H B TIEE)

. Performing Non-Technical Tests (30 fa] #1473 F 4 fiir t4 4481 0)

. Conducting Active Reconnaissance({1f #4TE &) 15E)

. Analyzing Vulnerabilities(401a] #4718 2-4)

Penetrating Networks(tEE 243152 5)

. Exploiting Host-Based Vulnerabilities(Z1{al ] F = # U rI)RE)

. Testing Applications(f& FI#2 =t A58 &E)

. Completing Post-Exploit Tasks(58 5% e # F & AU E %)

0. Analyzing and Reporting Pen Test Results(201a] 5471 3R 58 3 Al 4 R)

. BRIz LiREF/E%09:00~18:00
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