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CND
CEH

CEH (Practical)
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EDRP
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CSA
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EC-Council CCTHIgZ 2 BB R RTE

EC-Council CND# &P B B KRB RIE

EC-Council CEHEZE I EXRR

EIRTE

CEHAEm &

iy sk Em

B g B S AL A e T

EC-Council CPENTZZE AR BERRBERE

EC-Council CHFIZEZE#AE=H

IR AR E AR T

EC-Council CCSEEIREZ T IZMER iR iR

EC-Council EDRPEZ X EE RE XKD R

IIB Council B iR SEE KRR R 12

EC-Council EE£E L& N RE

EC-Council CASE JavafEBEEX L2 T IZEMRE R iE

EC-Council CASE NETEREXZE T I2MRERE

EC-Council ECIHEZ B4R IE SR BRIz

EC-Council CTIAE B EE S T 2R R RIE

EC-CouncilZZEZH0\(SOC) 2 HTEM R E R 12

EC-Council Web [EREXZZRE

EC-Council iLearniR 2R ZEIE B (WS UEMIEH B E)

Challenges (90 Day Access)

| ccT | CND | CEH |CEHP |CPENT| CHFI |CCSE | EDRP| CcBP |§3§|'Ssla CGASE | CASE | EciH | CTIA | CSA |WAHS
#H $22,000 |$42,000 [$42,000 $42,000|$42,000| $42,000|$42,000| $42,000| $49,000{$22,000$22,000|$22,000|$22,000| $22,000$195,000
I(rlms;;g'c’tg)crclsgs)training modules ° ° Py ° ° ° ° ° ° ° ° ° ° ° °
Official e-courseware (1 year ° ° ° ° ° ° PY ° ° P ° P Py P
access)
’(&ngg Labs (6 Months PS °
Exam Voucher [ [ ] [ ] [ ] [ ] [} [ ] ([ ] [ ] ([ ]
Practice Range (30 days Access)
Certificate of Completion o [ [} [ [} [ J [ ] [ ]
iLabs (6 Months Access) [ ] [ ] [ ] [ J [ ]
Certification Exam [ J [ ] [ ] [ J
CPENT Live Range Exam [ ]
Web Hacking and App Security °
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EC-Council5p Y FEad /Tl

EC-Council3 12> %3 yE8% (The International Council of Electronic Commerce Consultants)= “&5 12222

o sy a,Erm L BT & B S 0 EC-CouncilEFEH 2 2 + CEHEEH R 2 BE L 2
FE0EFH 0 TIEEST FRYABTRL 2 E(NSAT DT » SRR ESIEA M ST BB B IR e IBM WA, E@%‘:# 45 SEC-Coundil@ 2 2.+ EC-Council
EERX 4MERBHE
Network  Defender S ‘ § P Cloud  Security  Engineer C I.,..!,.D.WA.,,.
#JE E% B E R R R
« ZRLE : 312-38 = ERHLHE : 312-39 = ERHEHE : 312-40 « ZREIE : 312-85

EGIRE AN - EHER 100 - BB 3N - EHER 1008 - BHEE A0S - EEHEH 1258« BEEE 20 - BEHER 508

c EHN-%Weﬁﬁzsu-so n c EH

c c T = B 40 Eteal  Hacker
Certified [| Ethical  Hacker « EHIEE : 1258 MASTER
Cybersecurity  Technician 5Z g ];i mﬁ E ? . Sﬁ E ?i ﬁ'ﬁ 7( Efﬂ
@ = ERHLIE : Certified Ethical Hacker (Practical) ER#2 CEH Practical BT REBEAER
. ERRE : 212-82 SIS B 05 B GG CEH BEE - R BRE R AL
« EHEM 30K+ ZHEH : 608 BEphEREy o208 1 =
Web Application Hacking & Security Certified Penetration  Testing  Professional
EH X5k : Web Application Hacking and Security(WAHS) Live Exam = ERLSE : CPENT Live Exam
LM : 36095 _ = EHIER 0 2 R 12 /M3 1 R 24 MBS
e Wl , - EREH A LEMER  FEENSEEE + THARE T RNSSENRES
PUEEBE 60% 1Z#Web Application Security Associate && RS2 70% %3k CPENT B2
PAEEBIB 75% %3 Web Application Security Professional :&& FRAEEIE 90% %58 LPT BE

R #EBIB 90% %% Web Application Security Expert &5

ECIH CHFI EDRP

Disaster Recovery

Cortfed Incident Handler compter | GATOR Professional
ﬁt%’ﬁ)ﬁﬁ; EZHEHABFREER BEZKEEBRER
= ERIARE : 212-89 = BRI - 312-49 = ERE : 312-76
= EFEGHE : 3EF - EHEEH : 1008 = EFISH  4NVE - EFREE : 1508 = EHFSH  4ME - EFEE : 1508

BRELZ2 TR

- JAVA NET
G | rmme Ry T Gortified || chief Information  Securty _ Officer Applcaion Secimly_ Engineer brEm Emny G
= BB : 512-50 = ERARER 0 712-50 = ERMLIR : CASEJAVA = R : CASEINET

= EHERE: 20K - ESE# 1508 - EHEE 2506 - EFERYH 1508 - BHSE 20 - EHEEH S0 - EHKE 20K - EBHEEH : 50

- BERRE . ERB|BMREC-CounciliRERE - IIBBREREEER  BTRSENEEABHRELI0TZERMBEZE -

= BEERE (1) ShEEEBEEE (CEH Practical ZFLERS) - (2) CCISO REBEREAHEIKES -

= EBRE . KBARRBEZERER— -

- BRiR . 2aBRRHBIIRPO (CEH Practical EbRS) -

« EIBESR : 82019 FREAFRELES - FRWEIRBGENE - BITHRER ASPEN 2E4815 T & - T#E#it https://aspen.eccouncil.org/ -

= BEHRK . B2009F181H#E - %CCISO;%?K&lEZ% EHMEC-Council:BRBMEAIR=F - MNBARBRBYE - —FRFTRFT120B4ECE - #1522 RMERM : https://cert.eccouncil.org/ece-policy.html
§2016ﬁlﬁ15i EC-Council @ EBHREHEE80TT - DI FEE - IHBCCISOLPTRAMKEMBRBREFEHEEM | CCISO/E£1007T » LPT » CPENT/ZE£2507T -

F1BFHZERMHRAA : https://cert.eccouncil.org/membership.html

© UCOM edu 2022.3% ¥~ % & FSFHIFEC-Council’s: = 4 .=



iRI2REN | EC-Council |

EC-CouncilZ24 Hh &l

ALBX SSREFT (B2 E AR ER mEpma FREXAZ=MHME

@ LICENSED
oot [ rosrurou il ; ;
: t : E !
: : ' C m
: : : : %
H . : i @)
(PNt  EDRP | clcsE
5 T 5 y 5 ; “‘3
Specialization i T i i i S M§E S A§E
. q . . BT
- wians CEH | ElCIH CHFI: ([TIA C[SA | :
v Do VIASTER sl e o I Alliats -~ | WEGA W =
q . i i A
s T 5 s ! s B
| CeH | i | =
; E S.I A ; 5 S.!!Q 5

ZBIERER : 51 P210 #71TP224 & P226 SiP230 147



| EC-Council | 32257
[@)20225 [E]ccTmm
EC-Council CCT {8 L 225 R

EC-Council Certified Cybersecurity Technician Course

— 1. RFEEAE 3. KL ERITAERE
= 2. PREEEEAR 4. YIPE S /A8 8 TAZEM

. CERUTEREmEGREE
BERE (s - 05 R S

1. Information Security Threats and Vulnerabilities (ElZ 2 E Z£155%5) 11. Wireless Network Security (BG4I L)
2. Information Security Attacks (& 22 K ) 12. Mobile Device Security (ﬁé)]%—ﬁ;t%)
3. Network Security Fundamentals (435 % & & 1) 13.10T and OT Security (¥ ¥ A8 T2 %)
4. Identification, Authentication, and Authorization (5! - #5IE£2384)  14. Cryptography (ZH5E2)
5. Network Security Controls — Administrative Controls (%2141  15. Data Security (ERZE)
It - EIREEHITETE) 16. Network Troubleshooting (4825 & fZHERR)
R 6. Network Security Controls — Physical Controls (82 #HI#EM -  17. Network Traffic Monitoring (#4857t = 85 128)
B RS ta ) 18. Network Logs Monitoring and Analysis (48 H 55 E 12823 4fr)
7. Network Security Controls — Technical Controls (48 Z 2 #ZHI#E7 - 19. Incident Response (S &%)
s 1E ) 20. Computer Forensics (i i)
8. Network Security Assessment Techniques and Tools (#8822 514+ 21. Business Continuity and Disaster Recovery (3548 =& 851K £ 18R
fifEA T H) 22. Risk Management ([[& & E)

9. Application Security (B ZE)
10. Virtualization and Cloud Computing (FE#H{EEAEIRES)

1. SRBARZIE—RFDFHEE " EC-Council Certified Cybersecurity Technician Exam)a8 8 & it 8 8 (R B (055 : 212-82 - [REUSD499), -
T2 4E R Rexam voucher code E 2 EAREH /0BT &L E AR

. BNH#BRZ2022/12/31 AN 2 IR - EE—REESEERE

RERERE - HEEES0%W FEBERREREIIES

. ARAE—FERN - A—RARERE—REE I HE

. BRIz EERFFE%09:00~18:00

HREEESE

EEEEE  ARIBATARZHE  =AFRREZEMNTS37,0507T

BAREE  2NMREITHESREERSE - =A5MEBENTS19,50070

EREE | |AEMEC-Council:R12 - EMREHITENTS12,0007Tc ZEE

7. MR 75 IR 24 L I2EN R R B EE o LIS B R ER S U RE

(R

g)cn-hww

BEMRBRIE  CND : EC-Council CNDAFE [ R FRERIE
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EC-Council CEHE E i H5 X 53:85812

CEH EC-Council Ethical Hacking and Countermeasures Course

BEHZ EEBERZARIZMEZAS  BZUEAS - HRERMRMARDE

EZT AL T SRR BBl AE

BEAR oD : EC-Council CNDBRF R ERRERE
1. Introduction to Ethical Hacking(/" ZAfaAl:B &= AR) 12. Evading IDS, Firewalls and Honeypots(#3 3 A {215 :8l/F5 X i £2
2. Footprinting and Reconnaissance (52 £ 44 5 I A 49 B # &5 ) BiES )
3. Scanning Networks (48 AR 7% £2 55 35 17 1) 13. Hacking Webservers( A {Z481if)
4. Enumeration (528 45 & 7H) 14. Hacking Web Application( A 248152 ()
5. Vulnerability Analysis(35 2573 47) 15. SQL Injection (&R FRAE K EE)
REAR 6. System Hacking( A\ 1= &k % 45) 16. Hacking Wireless Network( AR AR 4818
7. Malware Threats(BRENH ) 17. Hacking Mobile Platforms(AfZ4T7E1F &
8. Sniffers(AB B iR AL 22) 18.10T and OT Hacking( A R4 4853 T 1)
9. Social Engineering(tt 2 T 72) 19. Cloud Computing(ZImEE)
10. Denial-of-Service(PH Ef AR 75 T 22 £ {R {48 5 ) 20. Cryptography(ZAi5£3)
11. Session Hijacking(GE4R #%)
1. SBARZIIE—RFEE " The Certified Ethical Hacker Certification Exam(Z B B 5% : 312-50 - [REUSD950).1 - HRREARR
exam voucher codeM & EARE PO BT ERREBHISRE
2. BIH#R#RZ2022/12/31 I 2R - EE—RREBESERB(EETEN—EARNSH - URANEBANTHER)
3. EiRIZHBEEEENTS3,00070 (AR EE & FHUSD499)
4. RELERE  WEEE%L TEBRERERENES
R 5 HREE—FEN  B—RARERE—REEZHS
6. BRI LRI E%4309:00~18:00
7. REBERE

ERERE . FRIBATHEEHE ZARRERENTS61,7507T
BEERE  SNREITEESEERS R - ZA5MEBEENTS32,50070
8. A AN R LB IR T O APMICRA 2B EXREN AT - K3 : 3150 - AFRFESPMCEREXEPESPDUEEE ) - BET LBEH

BEMBRIE  CPENT : EC-Council CPENT2 B AIil ERFERZ
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[E) cev Practicai e
CEHRET B EHE A REEN

CEH Practical Exam Review

HEI=E I EAHSCEHIE & BT CEHRE ¥ AVSCEH Practicalsdss 75 Ml E
EESTTRLL T REFEF RIS

BEMA el . EC-Councll CEHBIZ R BRRERE
1. MRS RIEH
2. AR ARFS IR A AN L 5 22
FRENE 3. BETENHT
4. ZBBBEF AN
5. EIL B F A DT
1. BARRILE —RFBEE " Certified Ethical Hacker (Practical) ([R{EUSD550) s - B iRIZ4E 5 KRexam voucher code EC-Council #1585
fTHREES
2. BEAREE  MB—REFAKRY - FRIRHEZEBEUSDIS0(FEREEEHUSD550)
[EEEYE 3. HFAMCEHEEE « B BCEH Practical Z#{%& - [RBiFR1Z35CEH PracticaliZ iR - S 5M&1Z 3¢ CEH Master(CEHARMD):E IR
4. RFRZIE30K LablEFAHER
5. [REABEAE !

_EiBE3%CEH : EC-Council CEHRE XM ER D iz s - :]%2022F 128 MUATRMM 24K - SEFENTS25,00070
Z/EMBERIE  CPENT : EC-Council CPENT23E Alit BB R 2

20225 [Gcwas
EC-Council Web FERIZN L 2R

CWAHS EC-Council Certified Web Application Hacking and Security Course
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1. R A ERE
= I 2. HEABRAZ2HAER  FEEMRELEBERIGNITAR
3. AEHMRTESIE - BBAHAS EEREALTHEEHEEAS
1. Windows ELinuxfF 3 % 2 MR/
FEBAH 2. PERERER
3. BB ERER
1. Web[EFRRET : MEHALZENA
2. B 4kE . SQLERIIEHEIEE(SQL Injection)
3. B EkE . L2 M EERRACE (Security Misconfiguration)
4. FBEIKE . BAILRI A EE (Cross Site Scripting)
5. Y12 RS - AR E AR RIE R A2 (Scanning and Enumeration)
6. chZRPkE; : SQLERIPEIE K EE(SQL Injection)
RIEAR 7. PARYKE | L2 M EEREE (Security Misconfiguration)
8. ARPkEL | BMAUAITFEVEE (Broken Access Control)

9. IEBARKE; | MU TFEUEE (Broken Access Control)

10. WEBARIK S © T2 M EERARCE (Security Misconfiguration)

1. BB E  FIRERE AR RS BIR T EY(Server Level Access)

12. SRS FEIREEE AR BLIEEFEY(Server Level Access)

13. BRI E | T2 M EERARCE (Security Misconfiguration)

1. EREREM B ERIBHEB

2. HRAE—FAN - B—RARERE—REEIHKE

3. HEREUEBEHER :

-EEIE] - RIRBRES

- Instructor led training modules(#% 522/ Subscription Code - 1 A HAR—F)
- Web Hacking and App Security Challenges (LabFJDashboard Code - 90 Day Access)
- Certification Exam(E #7EExamspecialists.com schedule)

2/EH#BERE  CASEJava : EC-Council CASE JavafE 2 2% T2l 05E sk 12
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E)crentimre (©) kmen TRrERRER2EH, BIZHER2URER

EC-Council CPENT:&:& ;X 55255

C P E N T EC-Council Certified Penetration Course

BEHR MERBEEES - IXEEES - BENZEHAE - AMZE DT
BB BERPREERRITRENEEERIMENE

1. Introduction to Penetration Testing (27T 48) 8. Web Application Penetration Testing (#3512 (02 5 757%)
2. Penetration Testing Scoping and Engagement (2:3& RIG #2145 X)) 9. Wireless Network Penetration Testlng (BGME2ERTTE)
3. Open-Source Intelligence(OSINT) (BAMIEH R EE) 10. loT Penetration Testing ()8 #8:23% 8l u't)

RERE 4. Social Engineering Penetration Testing (#1232 T 22 &) 11. OT/SCADA Penetration Testing (122 % 85)
5. Network Penetration Testing -External(9h48:23%5 il :10) 12. Cloud Penetration Testing (%‘ﬁﬁ%ﬁfﬂﬂ%ﬁfiiﬁ)
6. Network Penetration Testing -Internal (R 48232 il () 13. Binary Analysis and Exploitation (— #5220 247 B %)
7. Network Penetration Testing -Perimeter Devices(#8i& B3 &2 & M5l) 14. Reports Writing and Post Test Action(15 5 # & BRI 2 48 20 1F)
1. WEAREZLE—RFEED " Certified Penetration Tester (EHR B 9% : CPENT Live Exam - [R{BUSD990) .
2. RRERE  HERES% FEBEBERREREIE

wEE 3. FRBARE—FR  B—RAREEE—REEIHE

S 4. BRI ERFRI%09:00~18:00

5 REEEHE:

PEREEE  FRIETHREHE AR SEEENTS64,6007T
BEERRIE  CCISO : EC-Council BB ZKIE AiRI2

) G| MRER "THRERAEREER. RICHELZHEER

E)orvome  [O)roves  [©
EC-Council CND{EE&PFEE X ZR 55772

CN D EC-Council Certified Network Defender Course

—— 1. ZRERAS 3. B2 Rl A BE
= 2. PREEEEAR 4. YIPE S /4B RS TAZEM

Selsim EETA TR EEERTAEN
=" NINS : #38 EFE 248 B/ AR 75

1. Network Attacks and Defense Strategies (48K % £3 fH £ 55 %)
2. Administrative Network Security (L= EH)
3. Technical Network Security (#815% £ #1l7)
4. Network Perimeter Security (B2 < E)
5. Endpoint Security-Windows Systems (It L& Z$H & R 45)
6
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. Endpoint Security-Linux Systems (%= 2 Linux Z#t)
. Endpoint Security-Mobile Devices (lr#iZ 2 ZTEIHEE)
. Endpoint Security-loT Devices (IfmfaZ 2 Z ¥l 4855 8E)
. Administrative Application Security (BRI ZEE1E)
semia 10. Data Security (BRI Z %)
11. Enterprise Virtual Network Security ((E £ E#EELE)
12. Enterprise Cloud Network Security ((EZ£Z 1R8I ZE)
13. Enterprise Wireless Network Security (1B B EERLE)
14. Network Traffic Monitoring and Analysis (4357 & B 181 9 #)
15. Network Logs Monitoring and Analysis (48 H & & R E2 ) 477)
16. Incident Response and Forensic Investigation (& 2255 #§ & £ 51 8% 3 iR &)
17. Business Continuity and Disaster Recovery (154 & B 81 S #HER)
18. Risk Anticipation with Risk Management (/& f& &1 2 [& b 78 5)
19. Threat Assessment with Attack Surface Analysis (2] B2 E & 547 2 8 BB =T 1)
20. Threat Prediction with Cyber Threat Intelligence (¥ E Z15E 2 & &8 H)

1. SRBARBIE—RFEE " EC-Council Certified Network Defender Exam (&R B 055 : 312-38 - [RBUSD550) 1 - HBRFEERRE
exam voucher codef E 32 B A& /0 B 1T 5 e B 5 5
. BIH#BRZ2022/12/31RIRM 2 IR - EE—REBSEBR(EEZEN—EAANSFE - URANERANTRER - RBEEZERUSD249)
CRBAREE  WF—REHAKY - EREHRSE %EFNT%OOOT_E(J?JEEi%%ﬁﬁUSD249)
RIRERE - BFERE0NU LB BEERRRAEIIES
.HRAE—FR - A—RARERE—REE#E
. BRI Z EERAFEI%09:00~18:00
.HEBEAR
BEREEE  BRINBTARSHE  ZARREZENTSS3,2007T
BLEERE  SNMREITHESREERASR  ZA5MERENTS28,0007T
8. 1% nﬂiﬁnﬂfﬁ@iﬂﬂ&lliﬁqﬂm\%PMI@m72?“*&?51% AR - 18R © 3150 - ARERFEPMIGEIREXRSIEEEPDUEXES S - BT LBER

BEERERIE  CEH : EC-Council CEHEZZ Rl ERF0E A2
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EC-Council £25&& F.0(SOC) 3 TEHZ3FERTE

CSA EC-Council Certified SOC Analyst Course

1. SOCHHEM(E— R ) 5 EEZ2EESEMNUREERAEZERENERZEEEAE
" 2. PEMZEEEE 6. B E HATED
= 3. BEALE LR 7. I8 R RSOCHHTERRIA
4. BEEFHEHTEN - AWIEEHERIMAE
B EZRSTRMU TREMEERIEE - ABERERARRETEARIENE
SR CND : EC-Council CNDABREBHELE R R HRE
1. 2 BEEFEH (Security Operations and Management)
2. THRHAEIE - loCHIK EJ5)%(Understanding Cyber Threats,loCs, and Attack Methodology)
PERA 3. B - BHFIHSRC#E(Incidents, Events, and Logging)
: = 4. BEHREHENNEZEME RSEHEEN(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
5. A A B B E 1= 41855 (Enhanced Incident Detection with Threat Intelligence)
6. B ERIETE P K FEH 75 7% (Incident Response)
1. BARZE—RFEEI " EC-Council Certified SOC Analyst(RfEUSD450) 1 - i iRI245 R Rexam voucher code MR E #E 5 /0 B
TR REEHEE
CREAREE - IF—REAKY - BRIEHEZEZTEUSD149(EMEE EHUSD199)
CREEFR  HERES0% M ERERREMSNES
e .HRBE—FR  B—RARERE—RERIEE

- BRI Z EERIFFE%509:00~18:00

CREEEAR
PERERE  FRIETHREME AR SEEENTS37,0507T
BLEERE  2NREITHERBERS R - ZA5NEBENTS19,5007T

B/E#HBIRIE  ECIH : EC-Council ECIHE Z B RI2 S0 a2

[o20¢, I NGV RN V]

EC-Council CCSEEu#E& % T F2RM355 m 1z

EC-Council Certified Cloud Security Engineer Course

[lEg % = £ B — 11ounod-03

Bz Stk T2EN - S TR HilTA E S
T BEERRIREEARE
1. Introduction to Cloud Security(T A= ImE S L E)
2. Platform and Infrastructure Security in the Cloud(ZIHEE PR TF S AR ITELE)
3. Application Security in the Cloud(EIm & FPHERENLE)
4. Data Security in the Cloud(ZIHEEPHERZE)
5. Operation Security in the Cloud(EIR:E&E PIEEZL D)
6
7
8
9

e
it
=3
0

. Penetration Testing in the Cloud(ZI#:EE T2 EAIE)

. Incident Detection and Response in the Cloud (2 I8 & 1 1) St E2 fE%E)

. Forensics Investigation in the Cloud(ZE & & Vi R E)

. Business Continuity and Disaster Recovery in the Cloud(Z=13& & o 1945 48 & 48 51 K £ [0]18)
10. Governance, Risk Management, and Compliance in the Cloud(EIREE HHAE - Al SR HIETE)
11. Standards, Policies, and Legal Issues in the Cloud(E I iE & PRIIRAE « BERELEERRE)

1. SRBAFREME —RFPFEE " EC-Council Certified Cloud Security Engineer Exam([2{BUSD550) 1 - F /iR 2455k Rexam voucher code{ &
REMEAPLBTELEARE

. RRERE - HEEES0%W FEREEREREIIES

. ARAE—FR - A— AR ERE—REEIHE

. BRI EERFFE%09:00~18:00

RIEBEAE

BERERE  BRINBETARSHE  ZHRREZRMENTSS7,00070

FBERE—AWS - Google= KR FakAzure R 24 AL E - [RIEHENTS20,0007T - o] UEEENTS40,0005R 2 35752

BEMERE  CCSP : CCSPEMBERERNERE

BHEER

oA wN

2B : 51 P210 717 P224 & P226 S#P230 151



m
¢
O
g
G
\
s
“N
3
S
&
Ig

| EC-Council | R12E7

152

an.ﬁ.@%& ) tmes "TREEREER2eH, BIZHERBRER

CTIA

BEHZ
FRBME

BHEERE

BERERRE

BEHR
BB

®ENE

BER

ECIHERE

BEHZ

BB

g
i
>
]

BB

BEHERE

EC-Council CTIA B ZI5&E 5T B RK2E712

EC-Council Certified Threat Intelligence Analyst Course

BEERERIPRIAGEZTAE - BELNHEAE - HEBEESIMEEBE
@SR N R EF B Rl AE

CEH : EC-Council CEHEZ & #:fli B 55058 R 12 b

. Introduction to Threat Intelligence({T:E & B 1B E)

. Cyber Threats and Kill Chain Methodology (435 2 2 2218 7% )

. Requirements, Planning, Direction, and Review(Z3K - # & - {5 E8%5])
. Data Collection and ProceSS|ng(§+4HSZ;.<,J€¥E)

. Data Analysis(Z 2 4T)

. Intelligence Reporting and Dissemination (15 2 i 3 £ 154k

CHRB AR E —RREER " Certified Threat Intelligence Analyst(EH R B RIS : 312-85 - [REUSD450), - BHIRZ4E 5 KRexam voucher
codeRREMEL PLBTELEARFE
HERFEE  MBE—REAKRY - HRIEHSEZEBMB/USDI149(EMEZEHUSD199)
RS RE  HERE% FEBERERREINES
.FREE—FERN B RARERE—REBIHE
. BRI L ERAFE%409:00~18:00
CHEBESE
BERERE BRINBETARSHE  ZHERERENTS37,0507T

CPENT : EC-Council CPENT 2 & HIi E R B ir iz

= OB WN =

oo hwN

anaﬁs ©) tmes "TREEREER2eH, BIZHERSBRER

EC-Council CTIAE BB MEBER 5= HERY

EC-Council Certified Threat Intelligence Analyst Course

BEBLBIERIAFELTANE BLHEAE - HEBBEESTEEME
EEST R LT R R A RilEE

CEH : EC-Council CEHRZE R T E K7 78 arizhe /]

1. Introduction to Threat Intelligence(fIE & EZ1EE) 4. Data Collection and Processing(& Ui & B2 g2 78 )

2. Cyber Threats and Kill Chain Methodology (48 /& £ £3 38 7% i) 5. Data Analysis(Z Rl 2 47)

3. Requirements, Planning, Direction, and Review(225k - #3&l| - #5282 6. Intelligence Reporting and Dissemination (15 & 83} (S 1)
1R

—

B ARREEIE—RFEET " Certified Threat Intelligence Analyst(E R B 5% : 312-85 - [RIEUSD450) s - FHHRTZ4S R Rexam voucher
code MR EMAER P 0BT ERE G

CRERFEREE - MB—REBHDAY - FREHEEEBBUSDI149(RMEZEHAUSD199)

 REAEERERA MR

CREAEERRE  HERESN EEBERREMSIES
.HREE—FEN B RARERE—REBIHE

6. BRI FERAFRI%509:00~18:00

CPENT : EC-Council CPENT23& Hlit B8 ir iz
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EC-Council ECIHE R B EIE S

EC-Council Certified Incident Handler Course

BLBHEES  BURRKRIHEES  BEUAAER 2FBUTMHALR - ELEIAE - 2ASEE - 24112 - HXESES - ITEEY
HtTAERAS
EESTHMU NREMEERNEES  ARERERRRETEARIENE
CND : EC-Council CNDAEBH 2L E R 7078 R 12
. Introduction to Incident Handling and Response (& % S4B 1 E 32 B0 B /T
. Incident Handling and Response Process(& %5 4+ a1 R IEZ2 F)
. Forensic Readiness and First Response (£]1i7 # 8 £3 55 — 5 i) 2 FE X 1))
. Handling and Responding to Malware Incidents(58 212 T0 FT3& Ak O fE 1 55 14 FE 9 £ 2 38 [R Al )
Handling and Responding to Email Security Incidents(Z 7 EB 4 Ffr 35 A% Y 1 14 55 140 8 9 22 iR 32 [R RI))
. Handling and Responding to Network Security Incidents (48 5 52 Ffr3& bk 1 /& 1 55 14 e 45 £ iR 38 [R Al
. Handling and Responding to Web Application Security Incidents(4814 & 4315 & A2 T0 P& A A B B 1 R 3 B R 3B IR Al )
. Handling and Responding to Cloud Security Incidents(Z i F& F3 P& A% 4 785 14 55 14 29 2 iR 32 [R RI))
. Handling and Responding to Insider Threats (P30 &l & Fr 15 A% 0 et =5 (4 e 49 22 J2 32 R Al )
HZARRIZIE—RRDEE TEC-Council Certified Incident Handler Certification Exam(Z Rl B 8% : 212-89 - [R{EUSD450) 1 - FBit:E
1245 R Rexam voucher codeN HZEAE PO BITEREH NG
CIRBAFRE  ME—REAKRY - FREHSEEEERBUSDI49(RHEEEFHUSD199)
. ECIH v2E: s R3/\Fs - B R100BBIERE - ARBAEHT0%
. RIRERE - HEEE%W N EEBEEREREIIES
.HREE—FEAN - B—RAFERE—REEIHE
. AR FRFE7%09:00~18:00
 AEEERE:
BERERE  HRINRBETAREHE ZHEEREZRMENTS37,0507T
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EC-Council CHFIE L & AEBRE K I8 F12

EC-Council Computer Hacking Forensic Investigator Course

CHFI

ROCEBER2ERER

CHFI REERMAELHE
- ERNERHEAS

SHMARLE -

iRI2REN | EC-Council |

FTERIGENGHEGEENITERASTRG - 85 ¢

« R1T - RIBAIEMEBRAL

Bz - BffZE=HEAR - AR 1T B
- EFEBTEEEAL - BIEGE RIS IR MR
- ABEEAL
EESTRM T REMEERNEEN - AEEFERBEERRTRENEBEIRIMENE
FIERE %ISR EECIH : EC-Council ECIHE Z B RIRE 75312
HEFSEIZFRIZCEH | EC-Council CEHRZE# il SR8 R 12
1. Computer Forensics in Today's World (Z5 i 8% 78 48 7) 9. Investigating Web Attacks (#8314 & 48 & BR 75 1 B2 48 38
2. Computer Forensics Investigation Process (B2 FF) 10. Dark Web Forensics (BE48H%)
3. Understanding Hard Disks and File Systems (T Eil1% 22 £ 4%) 11. Database Forensics (& /5 i)
s@50 s 4. Data Acquisition and Duplication (&} EE #3118 5Y) 12. Cloud Forensics (Z i &5)
: 5. Defeating Anti-Forensics Techniques (/#2383 15) 13. Investigating Email Crimes (FAZE & FEHIE5E)
6. Windows Forensics (Windowsf{F 3 % 47 8 78) 14. Malware Forensics (ER2 T8 H)
7. Linux and Mac Forensics (Linux, MacfF2£ % #: & 55) 15. Mobile Forensics (17813 & #i7)
8. Network Forensics (48 i) 16. loT Forensics (loT$&z8)
1. BARZIE—RFEE " The Computer Hacking Forensic Investigator Exam(Z R B 5K : 312-49 - [REUSD650) 1 - B IZ 4 RR
exam voucher codeREE B & F /0BT E LB IHE
2. BIE#ERZ202212/3 1R 2R - T E—RRBEEBB(EEEN—EBRNPHE - WRANEEANTRED)
3. HEAREE  NE—REHKK - FiRIEMH E%E%f@USDZQQ(EME%gﬂﬂUSDSQQ)
ErEE 4. REFERE - HERE0% B EB BRI
: ) 5 HRHE—FA  B—RAREERE—REEHKE
6. BRI FERIERE%09:00~18:00
7. REERAR
BPRERE : BRIMETABREHE  =HRRERMENTS64,6007T
8. B E R E IR O BPMICRT 2 BB IR - K5E : 3150 - FREFEPVMCHKE SR SEEEPDUEEE) . BETLAZE
BIEHERFEE  CTIA . EC-Council CTIA B BEEN T ER BB
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EC-Council Disaster Recovery Professional Course

RERFEEES PXBEES 2MEES -  RRABARRAS  BMZEAS

EETERL TR EERIEE S B EHRERETERRITE NS
ECIH : EC-Council ECIHE Z e R 18 S 5055 512

. Introduction to Disaster Recovery and Business Continuity (3£ #8[&
2. Business Continuity Management(& &5 /&512)
3. Risk Assessment( /& B 1r)

4. Business Impact Analysis (BIA)(FE &£/ 1)

5. Business Continuity Planning (BCP) (B 315512
6

7

8
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=HEIE)
. Data Backup (& H&E 1)
. Data Recovery(ER1{EJR)
. Virtualization-Based Disaster Recovery(E#Hr1E K EE/R)
9. System Recovery(Z#ER)
10. Centralized and Decentralized System Recovery(f£ P19 Bz 2 A A 1B R AV E)
11. Disaster Recovery Planning Process(X 28 /R5t E12/7)
12. BCP Testing, Maintenance, and Training(F 25 E 2B 122 2 RIE - #ERIIAR)

1. B ARIEM X —REPFEET " EC-Council Disaster Recovery Professional Certification Exam(Z & #l B 5%
RERIZAE R Rexam voucher codeN R BRE PO BTETERRFE

CIRBAREE - ME—REAKY - FRREHEZEZREUSD199(RBEEERUSD249)

. RRERE  WEERE% EBERERERAENES
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.HREE—FEAN - B RAFERE—REBIHE

. BRI Z EERASR%4509:00~18:00

. RBREBEAE:
BERERE  HRARBATARZHE =HFEREEENT64,6007T

CEH : EC-Council CEHEE H i X R B iRz

REAR

312-76 - [RfEUSD450), - &

BSEE

N ONWN

153



| EC-Council | R12E7

CASE%E% lttﬁﬁﬁ "TEREREER2ER., RACHBL2ERER

EC-Council CASE JavafE A2 XX L& TiZAE2E5R7E

CASEJava EC-Council Certified Application Security Engineer Java Course

1. 28l EJavaE B BRAER 3. TFgEP RM% - Ali  EESRERBREALZEZERAR
2. BB R JavalE AR 2 TRM/ZENME/ZZMHAERAS

FEE AN Java SE - Java EE - WebfE 2= 59 3 458

BEHZ

1. EREANZZ:  BBHRE 6. MBERME T RIS B T5
2. EREAZEZHZKINE 7. SessionE12
REANSE 3. ZEAREARTHARE 8. HREELTIRFHEE
4 WARBRERBES 9. FFRREF AR LN (SAST & DAST)
5. % RlIBE 10. R B HALEE
1. SBARZIE—RFEET " EC-Council Certified Application Security Engineer Exam(/RfEUSD450) 1 - i iR1245 R Rexam voucher

codeN R BRAEH PO BITELEARE
2. BRREE - NE-—REAKY - HRREHEEEEBEUSD199(RHREEEMRUSD249)
ErEE 3. REFRE - HFERES0%L LERERRRBEIES
: 4. FRAE—FA  B—HREARELE—RERZHS
5. BRIz EFREFE7%09:00~18:00
6. RIZBESE :
EREEE . FRIATHEREHE =ERRERENTS37,0507T

BIEBEWBERE  CEH : EC-Council CEHRE R liER R 5 R12

cAseaﬁa ©) kBER "TREERAEL2EH. BIZAARSURER

EC-Council CASE .NETERE{L 2 Ti2RM:EER1E

CASENet EC-Council Certified Application Security Engineer .NET Course
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‘ — 1. 2fE A £ NETE TSR3/ ER 3. TFHEM KA AR ERNREEREANZEZEEAE
= 2. BEMRA NETEARXNEZ TRREEZHTENELZAFZZEAS
% TEf A EHEERCHIEREER
H 1. ERARANZE BEARE 6. MBRMZERBELS
= 2. EREXZ2TkIE 7. Session &1
S HREAR 3. ZREARERETARE 8. BB REE
& 4. MABBLZRRISE 9. FFRREAEREEFTE TN L 2 IFH (SAST & DAST)
ol 5. RIS 10. RIS HMHE
1. A RRZILE—RREE " EC-Council Certified Application Security Engineer Exam(R{EUSD450) ; - FRiF 12455k Rexam voucher
codeRNERBRER P LBTEREHHE
CHREAREE  NE—REHKRY - HRIEHEZEZEUSD199(FEMEE & FHUSD249)
=R  RIRERE - LFEFRE0N B BEERRRAEIES

-FREE—FR B-REARERE-—RERZHE
. BRI Z LRI %09:00~18:00
- REBEIIR
ERERE : ARIETRREHE  =AFREEENTS37,0507T

2/EH#BERE  CEH : EC-Council CEHRER M ERERIE
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[E)cosome (©) wmen mrrarmEz2es, RIZHER2WLER

EC-CouncilExX EZLEIEARTZ

CCISO EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course

oS 1. BEREREEELLBARNELR 3. HWENZESHAENFEEDE
= 2. BEMREZRE - RETESEE
FRE A HZ e AEME R EELR
Domain 1 : Governance(;A#2)
Domain 2 : Security Management Controls and Auditing Management(& & &322 & i B TE 2 S 18)
ESEAakS Domain 3 : Security Program Management and Operations(Z 2 &t & & IR (FE)

Domain 4 : Information Security Core Competencies(& Z1Z /L 8iAE)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management( =& B 14 #7 £l & B4 75 2 (it FE R 32 )

1. MEAFREE—REISMELZLIB AR B EZEREAR BN : 512-50 - [R{BUSD99) - kHMHEEXEREN - BEAEEHEZZEWLNE
EABR AN SEALEISMERFE B3,
2. CCISOEEZRIRBZHIE - SMAREEZ O RESE100=T(E AR BRI : 712-50 - [REUSDI9Y) - MNEEARFE ELEHREEISMR
] & BaERREEEMRARNBRAKEEHEEXERNBN)THEISMRAEEZ ; BBCCISORZEREZE - tiEEISMRBEEA S
RBCCISORFE L, - HIFRRMIRECCISOREEH
3. REERE - NIWE CCISO BEREBBEAAET T F=EEHEERmAFE TIELR
4. HEARERSBERBABIERER : http://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

BEWREIRIE  CISSP : CISSPEZAMERDE Iz
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