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CNSPA Network Security of Packet Analysis-Case Study

NSPA Class C AR 3. MUBMELZE= 2 REAS
PRI EBAS A HEEZEERBE

. TCP/IP/BRE @17 2 3.NSPA : BER2HEHTR & (Class C)
- BZEE2WEE 4. NINS : 45 E MR8 LR B AR TS

. PEBEZE B DIT-EREZZH 2 Cobalt Strike BeaconZE 4l
BIER | BREZEAIAER - Cobalt Strike T48 ~ BeaconFi%k ~ HENHEIS - BRERIES - BRI S EG (3 EIRE3RE: Cobalt Strike Beacon?
7)
2. WMRLEH D H-BIFEE 2% 6 2 DoppelPaymerZ 6l
BIES | BERESIAER (Hyndai-KIA, Foxconn, Compal, A123 Systems, Mitsubishi Polysilicon) * Doppel Paymer 7742 * MimikatzFa3% - &9
15 - BREMER - BEFTS L H(ZEIRE3E: Doppel Paymerdi 7))
3. WL LT E N I-BIIR E L2 Z %~ GlobelmposterZ
BIER | BRI (B ELRFR) - Globelmposter 7148 ~ S EIDTIRTS ~ BB ER - BEFT S5 (31 E2/E3:Globelmposterd 7))
4. BT 2 HEDIT-ERELZEH 2 Solar Wind {2t FEE 2 4|
B#EA ;. Solar Wind 43 - BR324 EHEZE B4 - American Bank SystemZ 6347 « Solar WindZ BR AR - BBTE2HTH
5. B L LB -BIIR & 22 % 5] 2 WastedLocker, LockBit, MountLockerZ 4l
BER | BEREMIMRR(Garmin A EL{th 52 #i) - WastedLocker 7743  LockBit/T 43 ~ SEAMTIRIS - BERERER - BBTEHNHR(EI B2ES
& LockBit, MountLocker&fi4))
6. WL EH AN HT-BIFEE L2 A 7 Insider Offensive Z 41
BER | BRESIRER(CPC - FEIB) * ARP Scan 7148 + C#-Powershell/T48 - svchost/T48 + SWIFT/Bitsran/T48 ~ S @0 KI5 - BIREMRE
#h - BRI E LT m(ETEBE2E: svchostEl4) - I EIFE2E: BitsranZ5))

- BRI Z ERRFFE%09:30~17:30

CBMERREEET " LREBMA,
FREADERBEBEH A WIHE(NTPA)SFF

CREBEAR

PERERE . FARIETHREHME  ZAFRREERENTS25,6007T

BIERERE  ANSPA : BRZEHEDITEREE

BEHZ

FIERRE

a N =2 N

BEnE

(RS

ZIBRRER : &db P202 ¥1TP215 A P218 B P222 159



