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Explain the OSI and TCP/IP Models (#2%¥20SIFITCP/IPE#Y)

Explain Properties of Network Traffic (B21E/EREAI1HE)

Install and Configure Switched Networks (Z2 25 FfL & R 4BES)

Configure IP Networks (BCE IPAIH)

. Install and Configure Routed Networks (ZZ3£F0 & B A ES)

. Configure and Monitor Ports and Protocols(Fic & 1 % 15 I [ #1777

. Explain Network Application and Storage Issues (:2BE 4315 /& N2 R9RE)
. Monitor and Troubleshoot Networks (B2 148 #& i BEBR i &)

9. Explain Network Attacks and Mitigations (&2 B48 %S B 48 BRIE HE)

10. Install and Configure Security Devices (ZEMEEZ 2K H)

11. Explain Authentication and Access Controls (52RES 17 &5 175 RS 1225

12. Deploy and Troubleshoot Cabling Solutions (#3Z& M EBEBR M AR BR R 75 %)
13. Implement and Toubleshoot Wireless Technologies (2 hti & [E HE bR iR AR A RS 1)
14. Compare and Contrast WAN Technologies (ECEXFN% LE B ia 48 & 1 1il7)

15. Use Remote Access Methods(f& B &Ix 7 EUT %)

16. Identify Site Policies and Best Practices (&8 5l EL SR Fl & £ H%)
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1. Comparing Security Roles and Security Controls ((bERZ 2B &R Z 2 15H])
. Explaining Threat Actors and Threat Intelligence (#2% 5 2 X ZME Z155H)
. Performing Security Assessments (F1TZ 251 {#)
. Identifying Social Engineering and Malware (#3I#13X T 2B EE )
. Summarizing Basic Cryptographic Concepts (BEAZIBEHR)
. Implementing Public Key Infrastructure (Z /A& 82 #4518)
. Implementing Authentication Controls (Z it 578 )
. Implementing Identity and Account Management Controls (ZTii 5 ) FME 5 & EB1EH])
9. Implementing Secure Network Designs (B % 2 #8285t
10. Implementing Network Security Appliances (Bl 4822 %)
RIERE 11. Implementing Secure Network Protocols (ZiiZ £ 415 E)
12. Implementing Host Security Solutions (B i 1% & #R5E)
13. Implementing Secure Mobile Solutions (ETifiZ2 21T #ER 5 %)
14. Summarizing Secure Application Concepts (Z 2 FEFZ =)
15. Implementing Secure Cloud Solutions (E i< 2 Z i ##R 75 %)
16. Explaining Data Privacy and Protection Concepts (#2512 & it B2 R\ MR ERR)
17. Performing Incident Response (#1175 #[E )
18. Explaining Digital Forensics (/%% £] i1 8 5)
19. Summarizing Risk Management Concepts (R E 2 =)
20. Implementing Cybersecurity Resilience (Z 148 %2 2 38 14£)
21. Explaining Physical Security (2@ EZ 522 2)
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