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VMware vSphere : Install, Configure, Manage [V7]

1.
2.
B f#Microsoft WindowsZi Linux{E£ £ 48 R # SR 5

This five-day course features intensive hands-on training that focuses on installing, configuring, and managing VMware vSphere® 7, which
includes VMware ESXi™ 7 and VMware vCenter Server® 7. This course prepares you to administer a vSphere infrastructure for an organization
of any size. This course is the foundation for most of the other VMware technologies in the software-defined data center.
RIZERE - AUSEESEMM T BR

1. Describe the software-defined data center (SDDC)

. Explain the vSphere components and their function in the infrastructure

. Install and configure ESXi hosts

. Deploy and configure VMware vCenter® Server Appliance™

Use VMware vSphere® Client™ to manage the vCenter Server inventory and the vCenter Server configuration
Manage, monitor, back up, and protect vCenter Server Appliance

. Create virtual networks with vSphere standard switches

. Describe the storage technologies supported by vSphere

9. Configure virtual storage using iSCSI and NFS storage

10. Create and manage VMware vSphere® VMFS datastores

11. Use the vSphere Client to create virtual machines, templates, clones, and snapshots

12. Create a content library and deploy virtual machines from templates in the library

13. Manage virtual machine resource use

14. Migrate virtual machines with VMware vSphere® vMotion® and VMware vSphere® Storage vMotion®

15. Create and manage a vSphere cluster that is enabled with VMware vSphere® High Availability and VMware vSphere®
16. Distributed Resource Scheduler™

17. Discuss solutions for managing the vSphere life cycle

18.Use VMware vSphere® Lifecycle Manager™ to perform upgrades to ESXi hosts and virtual machines

1. IERR 2 I BN R4S R 3IR35% © VMware Certified Professional - Data Center Virtualization 2021(VCP-DCV 2021)
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VSOS : VMware vSphere&{E1E K 2

VMware vSphere&{E}gE

VMware vSphere : Skills for Operators [V6.7]

Technical professionals with system administration skills and operators responsible for managing virtual machines using VMware ESXi™ and
vCenter Server.

- System administration experience on Microsoft, Linux, and Solaris
« Understanding of basic network and storage concepts

This two-day training course is for operators and administrators who create and manage virtual machines. This course provides you with an
understanding of VMware virtual machine features in VMware vSphere® 6.7. By combining lecture and hands-on labs, you gain the skills required
to work effectively with VMware virtual machines.

RIZERE - MBEEMRMTER

1. Describe virtualization, virtual machines, and vSphere components

. Describe the concepts of server, network, storage, and desktop virtualization

. Deploy, configure, clone, and manage virtual machines

. Use VMware vCenter Server® to monitor virtual machine resource usage

. Use VMware vSphere® vMotion® and VMware vSphere® Storage vMotion® to migrate virtual machines

Use VMware vSphere® Distributed Resource Scheduler™ and VMware vSphere® High Availability to optimize the performance of your
vSphere virtual environment

ICM : VMware vSphere&Z 4% & 58 & & 18R 12
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WhatsNew vmware vSphere : What's New [V6.7 to V7]
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System architects, system administrators, IT managers, VMware partners, and individuals responsible for implementing and managing vSphere

architectures

This course requires completion of one the following courses or equivalent knowledge and administration experience with ESXi and vCenter

Server :

* VMware vSphere
* VMware vSphere
* VMware vSphere
* VMware vSphere

. Install, Configure, Manage
: Optimize and Scale

: Fast Track

: Troubleshooting

In this three-day, hands-on training course, you explore the new features and enhancements in VMware vCenter Server® 7.0 and VMware
ESXi™ 7.0. Real-world use-case deployment scenarios, hands-on lab exercises, and lectures teach you the skills that you need to effectively

implement and configure VMware vSphere® 7.

This course is recommended for customers who want to deploy vSphere 7 in their existing vSphere environment.

FRIREERE - AISBESERMTERE ¢

1. Recognize the importance of key features and enhancements in
vSphere 6.7 update releases and vSphere 7

2. Migrate a vCenter Server system for Windows to VMware vCenter®
Server Appliance™ 7.0

3. Upgrade a vCenter Server instance to vSphere 7

4. Describe vCenter Server, VMware ESXi™, storage, network, virtual
machine, and security enhancements in vSphere 7

5. Update templates in the content library

. Use Identity Federation to configure vCenter Server to use external

identity sources

Use the VMware vSphere® Client™ to manage certificates

8. Use VMware vSphere® Trust Authority™ to secure the infrastructure
for encrypted VMs

o)

N

9. Use VMware vSphere® Lifecycle Manager™ to manage vSphere
deployments and updates
10. Describe the cloning and migration operations on encrypted VMs
11. Describe the purpose of scalable shares and the improvements to
vSphere DRS
12. Describe how to change the IP address or FQDN of vCenter Server
13. Identify new hardware device support in ESXi 7.0
14. Recognize the enhancements available with VM compatibility
version 17
15. Recognize the importance of containers and Kubernetes in a
modern data center

ICM : VMware vSphereZ2 % K 5% & & H2 iR 12

VMware vSpherezg TR EIEETE

VMware vSphere : Design [V7]

Experienced system integrators and consultants responsible for designing and deploying vSphere environments

FREME

REER

BESBE
BERERRE

This course requires completion of the following prerequisites :
+ ICM : VMware vSphereZ 4% & 58 & & 12 R 12 [V7]
+ VSOS : VMware vSphere (L& &AI[V7]

This three-day training course equips you with the knowledge, skills, and abilities to design a VMware vSphere® 7 virtual infrastructure. You
follow a proven approach to design a virtualization solution that ensures availability, manageability, performance, recoverability, and security. The
approach presented follows VMware best practices. This course discusses the benefits and risks of available design alternatives and provides

information to support making sound design decisions.

Given a case study, you practice your design skills by working with peers on a design project.

RIEERE - TRBEERMUTER
. Identify the business objectives for the vSphere environment

=

Apply a framework to a design
Analyze design choices and best-practice recommendations

Design the core management infrastructure for an enterprise
Design the virtual data center for an enterprise

Design the compute infrastructure for an enterprise

9. Design the storage and networking infrastructures for an enterprise

© N oA WN

Identify business requirements, constraints, assumptions, and risks for all layers in the vSphere environment

Create a design that ensures availability, manageability, performance, recoverability, and security

10. Design virtual machines to run applications in a vSphere infrastructure
11. Design security, manageability, and recoverability features for an enterprise

LG RIZ O R BN R ERAS AR
VSTW : VMware vSphere%t £ BEFRER 12
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VMware vSphere : Optimize and Scale [V7]

REMEES - ZATREMMNARES

SRRV AER FIEP—IRFTRIGH ¢

THEEICM : VMware vSphereZ 55 K75 SR 2V PN BRI
- BE&EFESXiflvCenter Serverft[E55 A3 S IR ER

Experience with working at the command line is highly recommended.

c % )ﬂb‘i

This five-day course teaches you advanced skills for configuring and maintaining a highly available and scalable virtual infrastructure. Through
a mix of lecture and hands-on labs, you configure and optimize the VMware vSphere® 7 features that build a foundation for a truly scalable
infrastructure, and you discuss when and where these features have the greatest effect.

Attend this course to deepen your understanding of vSphere and learn how its advanced features and controls can benefit your organization. As
an exclusive benefit, those who participate in this course will receive additional premium recorded lecture material on vSphere security.
RIEAERE - MRBESER N ER ¢

. Configure and manage vSphere networking and storage for a large and sophisticated enterprise

. Use VMware vSphere® Client™ to manage certificates

. Use Identity Federation to configure VMware vCenter Server® to use external identity sources

. Use VMware vSphere® Trust Authority™ to secure the infrastructure for encrypted VMs

. Use host profiles to manage VMware ESXi™ host compliance

. Create and manage a content library for deploying virtual machines

. Manage VM resource usage with resource pools

. Monitor and analyze key performance indicators for compute, storage, and networking resources for ESXi hosts

. Optimize the performance in the vSphere environment, including vCenter Server

IERIZ O] R BN RENSS R AIRREE © VMware Certified Professional - Data Center Virtualization 2021(VCP-DCV 2021)
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VMware vSpherest ZEHE[F 3172

VMware vSphere : Troubleshooting [V7]

Z2MEHEE ZMESAB

This course requires completion of one of the following prerequisites :

* VMware vSphere : Fast Track [V6.x] or [V7]

* VMware vSphere : Install, Configure, Manage [V6.x] or [V7]

* VMware vSphere : Optimize and Scale [V6.x] or [V7]

« Equivalent knowledge and administration experience with ESXi and vCenter Server
Experience in working with a command-line interface is highly recommended.

Az AR

BEHSBE
BERERRE

This five-day, hands-on training course provides you with the advanced knowledge, skills, and abilities to achieve competence in troubleshooting

the VMware vSphere® 7.x environment. This workshop increases your skill and competence in using the command-line interface, VMware

vSphere® Client™, log files, and other tools to analyze and solve problems.

PRIZAERE - ISBESEMM T ERE ¢

1. Introduce troubleshooting principles and procedures

2. Use command-line interfaces, log files, and the vSphere Client to diagnose and resolve problems in the vSphere environment

3. Explain the purpose of key vSphere log files

4. Identify networking problems based on reported symptoms, validate, and troubleshoot the reported problem, identify the root cause, and

implement the appropriate resolution

5. Analyze storage failure scenarios using a logical troubleshooting methodology, identify the root cause, and apply the appropriate resolution to
resolve the problem

6. Troubleshoot vSphere cluster failure scenarios and analyze possible causes

7. Diagnose common VMware vSphere® High Availability problems and provide solutions

8. Identify and validate VMware ESXi™ host and VMware vCenter Server® problems, analyze failure scenarios, and select the correct resolution

9. Troubleshoot virtual machine problems, including migration problems, snapshot problems, and connection problems

10. Troubleshoot performance problems with vSphere components

IERA2 O R BN AR ERAS R AR5 : VMware Certified Professional - Data Center Virtualization 2021(VCP-DCV 2021)
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VMware vSphere;ff 5t 2 HEFRERTZ

VMware vSphere : Advanced Troubleshooting [V6.7]

1. Senior system administrators, experienced system administrators
2. Senior system integrators, experienced system integrators

This course requires completion of one of the following prerequisites :

* VMware Certified Professional 6.5-Data Center Virtualization(VCP6.5-DCV)

+ ICM : VMware vSphereZ#£ K 3% & & :212[V6.7] (with two years production experience)

+ VSOS : VMware vSphere& £ 1E & ERI[V6.7]

+ VSTW : VMware vSphere5t &t HEFR:ET2[V6.7]

* VMware vSphere : Fast Track [V6.7]

* Equivalent knowledge and administration experience with ESXi and vCenter Server

Experience in working with a command-line interface is highly recommended, as is completion of VSOS : VMware vSpheref{E{E & ERI[V6.7]

This five-day, intensive hands-on training workshop provides you with advanced knowledge, skills, and abilities to achieve competence in
troubleshooting the VMware vSphere® 6.7 environment. This workshop is aimed at experienced system administrators and introduces methods
and skills that use management command-line interfaces (CLIs) and VMware vSphere® Client™. This workshop focuses on investigating and
resolving problems, analyzing log files to help you recognize log file entries that identify root causes, and configuring specific key vSphere
features.

ARIZAERE - TIBRESIERI T ER ¢

1. Use the command-line interface, log files, and vSphere Client to diagnose and resolve problems in the vSphere environment

Practice Linux commands that aid in the troubleshooting process

Analyze vSphere log files and determine the root cause of specific problems

. Troubleshoot storage problems and apply the appropriate resolution to these problems

. Troubleshoot and resolve networking problems

Troubleshoot virtual machine problems, including migration problems, snapshot problems, and connection problems

. Identify VMware ESXi™ host and VMware vCenter Server® problems, analyze failure scenarios or misconfigurations, and rectify them

. Troubleshoot performance problems with vSphere components and apply mitigations

. Configure and manage the vSphere infrastructure to improve availability and operational stability

2.
3.
4
5
6.
7
8
9

VMware vSphereifE ;s 5512

ADVSPW

VMware Advanced Skills for vSphere Professional [V6.7]

FEI=EIES Experienced system administrators aspiring to pass VCAP 6.7 certification exam
This class requires completion of the following course :
TR *ICM : VMware vSphere %24 K 58 & & B R 12[V6.X]
Experience with working at the command line is helpful.
This five-day workshop is intended to provide hands-on experience to anyone aspiring to pass the VMware VCAP 6.7 certification exam. This
course covers all the exam objectives and provides maximum practical exposure to various vSphere administration and configuration issues.
RIZERE - AISEEEMTER
1. Configure and manage Auto Deploy configurations 13. Troubleshoot vSphere clusters
2. Configure advanced system settings 14. Manage a vSphere environment using command line tools
3. Deploy and configure Core Management Infrastructure components  15. Manage and analyze vSphere log files
4. Deploy and configure Update Manager components 16. Configure and manage Content Library
R 5. Perform virtual machine configurations 17. Utilize vSphere Performance Monitoring Tools
wEER 6| . o .
. Implement complex storage solutions 18. Optimize virtual machine resources
7. Deploy and configure VMware vSANTM 19. Deploy and manage VMware vSphere® Replication™ and VMware
8. Troubleshoot complex storage solutions vSphere® Data Protection™
9. Implement and manage VMware vSphere® 6.x Standard Switch 20. Backup and recover vSphere configurations
(vSS) and Distributed Switch (vDS) networks 21. Configure a vSphere 6.x environment for security
10. Troubleshoot a vSphere 6.x network implementation 22. Manage authentication and end-user security
11. Implement and maintain vSphere availability solutions 23. Manage SSL certificates and encryption Keys
12. Implement and manage DRS solutions 24. Secure and encrypt a virtual machine
eI IEERFZ DI R BN R ENAS T3R5 © VMware Certified Advanced Professional - Data Center Virtualization Deploy 2021
BEMERIE  VSANDM : VMware vSANEIE B SR 2
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VMware vCloud DirectorZzdt i i5 F & IHRTZ

VCDICM VMware vCloud Director : Install, Configure, Manage [V9.7]

Customers, cloud architects, systems engineers, data center administrators, and cloud administrators with experience in managed services or
managing a service provider environment

BEHR

Completion of the following course or equivalent knowledge is required :

* VMware vSphere : Install, Configure, Manage [V6.x]

Completion of the following eLearning courses is recommended :
SR + VMware vCloud Director : Fundamentals [V8.x]

* VMware vSAN and HCI Fundamentals

* VMware Network Virtualization Fundamentals

Substantial knowledge of TCP/IP networking is helpful.

In this five-day course, you focus on installing, configuring, and managing VMware vCloud Director® for Service Providers 9.x. You learn about
self-service provisioning, the creation of organizations, virtual data centers (VDCs), catalog services that include predefined virtual machines, and
on-demand VMware NSX® networks.
This course covers interfacing VMware vCloud Director® with other systems using various APIs and the integration and use of VMware
vCloud® Availability for vCloud Director®. You will understand how to manage multisite, cross-VDC networking for vCloud Director. You will also
understand how to configure Central Point of Management (CPOM) to define a Software- defined Datacenter (SDDC) for tenant and provider
users of vCloud Director. This course also discusses how to monitor various vCloud Director objects using VMware vRealize® OperationsTM,
Tenant vApp, and VMware vRealize® Log InsightTM.
RIZERE - AISEESEMM T BR

iz ER 1. Deploy vCloud Director

. Manage vCloud Director to satisfy service provider needs

. Create and manage vCloud Director organizations and vApps to satisfy business needs

. Create and manage vCloud Director catalogs

. Transfer virtual machine workloads from VMware vSphere® into and out of vCloud Director

. Configure networking for organizations and vApps with the help of NSX

. Use NSX to create hybrid cloud connectivity between public clouds and private clouds

. Discuss various customer onboarding scenarios involving vCloud Director

. Configure the integration with VMware vCloud® Availability for vCloud Director®

10. Use VMware vCloud® Availability for hybrid cloud setup and onboarding

BEHEBRE  VROICM : VMware vRealize OperationsZ2 %< K% & & I2 iR 12
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VMware Cloud on AWSZB= e & 1 sEFa

VCAWSDM VMware Cloud on AWS : Deploy and Manage [2020]

BEH% KREENAMESE - ZAREES - RFLEm

Before taking this course, students should take the following courses or have equivalent knowledge and experience :
« VMware vSphere : Install, Configure, Manage

* VMware vSAN and HCI Fundamentals

* Introduction to Network Virtualization with NSX

FRBAE

This three-day course teaches you skills for deploying and managing a VMware CloudTM on AWS infrastructure. Through a mix of lecture and
labs, you deploy and manage the VMware Cloud on AWS and VMware vSphere® features that build a foundation for a hybrid infrastructure. You
also discuss when and where these features have the greatest effect.

Anyone planning to migrate, build, or hybridize with VMware Cloud on AWS will benefit from this course.

RIZMERE - BSBESERMTER :

. Describe the architecture of VMware Cloud on AWS

. Deploy a VMware Cloud on AWS SDDC and Virtual Machines(VMs)

. Configure internal, external, and inter-SDDC networking

. Describe and configure storage integrations and solutions for VMware Cloud on AWS

. Configure a connection between an on-premises vSphere SDDC and a VMware Cloud on AWS SDDC

. Configure the scale-up and scale-down of a VMware Cloud on AWS SDDC

. Migrate virtual machines between on-premises vSphere and VMware Cloud on AWS SDDCs

. Describe additional services that add value to a VMware Cloud on AWS SDDC

. Describe lifecycle, troubleshooting scenarios, and support resources for a VMware Cloud on AWS SDDC

BEMERTE  VSANDM : VMware vVSANERE BIEIERTE
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VMware vRealize AutomationZ2st i & F & THRF2

VRA'CM VMware vRealize Automation : Install, Configure, Manage [V8]

BeH® BEHET R EFvRealize Automation B AR LB EN R HER SRR ESHESE
This course requires completion of one of the following courses :
A + ICM : VMware vSphere &35 & 58 & E 2R 12[V6.x]

* VMware vSphere : Fast Track[V6.x]
Experience working at the command line is helpful.

During this five-day course, you will focus on installing, configuring, and managing VMware vRealize® Automation™. You will gain an
understanding on how to use vRealize Automation to automate the delivery of virtual machines, applications, and personalized IT services across
different data centers and hybrid cloud environments.
The course covers how to manage both on-premise systems and cloud services and how vRealize Automation Service Broker can aggregate
content in native formats from multiple clouds and platforms into a common catalog. You will learn how to interface vRealize Automation with
other systems using VMware vRealize® Orchestrator™ and how to use vRealize Automation to manage Kubernetes systems and leverage other
systems.
This course makes heavy use of hands-on labs. Students can run 39 labs during the 5-day course.
RIZAERE - MIFEESEMI T R ¢
1. Describe the vRealize Automation architecture and use cases in cloud environments

smo g 2. Manage vRealize Automation entities on VMware and third-party virtual and cloud infrastructures
3. Configure and manage Cloud Accounts, Projects, Flavor Mappings, Image Mappings, Network Profiles, Storage Profiles, Volumes, Tags, and

Services

. Create, modify, manage, and deploy Blueprints

. Connect to a Kubernetes Cluster and manage images and deployments

. Customize services and virtual machines with cloudConfig

. Configure and manage the Service Broker

. Configure and manage ABX actions, custom properties, event broker subscriptions, and VMware vRealize® Orchestrator™ workflows

. Integrate with vRealize Orchestrator

10. Install vRealize Automation with VMware vRealize® Suite Lifecycle Manager™

11. Describe Cloud Automation Services (Cloud Assembly and Code Stream).

12. Use logs and CLI commands to monitor and troubleshoot vRealize Automation

©oo~NO®O U

-] IEFRIZ TN BN RERS 3137 : VMware Certified Professional - Cloud Management and Automation 2021 (VCP-CMA 2021)

BIEBEHBERE  VSTW : VMware vSpherezt # HE IR iR 12
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VMware vRealize OperationsZ 3t B 5 F

VMware vRealize Operations : Install, Configure, Manage [V8]

=S B HE%VRealize Operations ManagerA & B &R EEN AR EIEENM AR ESEE KD
This class requires system administration experience with VMware vSphere® deployments or completion of one of the following courses :
FEE AR + ICM : VMware vSphereZ 3 K 5% B B R 12[V6.7]

+ VSOS : VMware vSphereR{E{E R EAI[V6.7]

This five-day course covers advanced capabilities like customizing alerts, views, reports, and dashboards and explains the architecture and
different ways of deploying VMware vRealize® operations. This course explains certificates, capacity concepts, and workload optimization with
real-world use cases and covers troubleshooting using dashboards and how-to manage compliance and configurations. The course also covers
management packs such as those for or in the SDDC Management Health solution, Storage Devices Management Pack, and AWS Management
Pack.

In general, this course explains how to use and configure most of the new features and enhancements in vRealize version 8.0.

RIEAERE - MRBESER M TER ¢

1. Identify features and benefits of VMware vRealize® OperationsTM

. Design, size, and deploy a vRealize Operations cluster

. Identify the types of nodes and their roles in a vRealize Operations cluster

. Recognize how to use vRealize Operations components to build scalability and availability

. Use interface features to assess and troubleshoot operational issues

. Create policies to meet the operational needs of your environment

. Recognize effective ways to optimize performance, capacity, and cost in data centers

. Troubleshoot and manage issues and configurations using alerts and dashboards

9. Use Telegraf to monitor operating systems and applications

10. Create custom alert definitions, reports, and views

11. Create custom dashboards using the dashboard creation canvas

12. Configure widgets and widget interactions for dashboards

13. Create super metrics

14. Set up users and user groups for controlled access to your environment

15. Extend the capabilities of vRealize Operations by adding management packs and configuring solutions

16. Monitor the health of the vRealize Operations cluster by using self-monitoring dashboards

BEWEZRE  VSTW : VMware vSphere &t HE iR 112
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VMware HorizonZ23t & S5 F E IR R FE

VHICM VMware Horizon 7 : Install, Configure, Manage [V7.10]

BEHR RiInEPATNITEFIRIMAS - MREERNERNERKERBIAS

Customers attending this course should have, at a minimum, the following VMware infrastructure skills :
+ Use VMware vSphere® Web Client to view the state of virtual machines, datastores, and networks

* Open a virtual machine console on VMware vCenter Server® and access the guest operating system
* Create snapshots of virtual machines

+ Configure guest customization specifications

* Modify virtual machine properties

FEF RN + Convert a virtual machine into a template

* Deploy a virtual machine from a template

Attendees should also have the following Microsoft Windows system administration experience :

+ Configure Active Directory services, including DNS, DHCP, and time synchronization

* Restrict user activities by implementing Group Policy objects

+ Configure Windows systems to enable Remote Desktop Connections

* Build an ODBC connection to an SQL Server database

This five-day, hands-on course gives you the skills to deliver virtual desktops and applications through a single virtual desktop infrastructure
platform. This course builds your skills in installing, configuring, and managing VMware Horizon® 7 through a combination of lecture and hands-
on labs. You learn how to configure and deploy pools of virtual machines, how to manage the access and security of the machines, and how to
provide a customized desktop environment to end users.

RITAERE - EHERESERLI T ER

1. Recognize the features and benefits of VMware Horizon 12. Configure secure access to VMware Horizon desktops
2. Install and configure VMware Horizon® Connection ServerTM 13. Understand and create Remote Desktop Services (RDS) desktops
3. Create and optimize Windows VMs to create VMware Horizon and application pools
desktops 14. Install and configure App Volumes to deliver and manage
4. Describe the purpose of Horizon Agent applications
e B 5. Compare the remote display protocols that are available in VMware  15. Deploy VMware Dynamic Environment ManagerTM for user and
. 8 Horizon application management
6. Configure and manage the VMware Horizon® ClientTM systems and  16. Install and configure a Just-in-Time Management Platform (JMP)
connect the client to a VMware Horizon desktop server for managing JMP components
7. Configure, manage, and entitle automated pools of full VMs 17. Describe VMware Dynamic Environment Manager Smart Policies
8. Configure, manage, and entitle pools of instant-clone desktops and 18. Use the command-line tools available in VMware Horizon to back up
linked-clone desktops and restore the required VMware Horizon databases
9. Install and configure View Composer 19. Manage the performance and scalability of a VMware Horizon
10. Outline the steps and benefits for using TLS CA signed certificates deployment
in VMware Horizon environments 20. Identify the benefits of the Cloud Pod Architecture feature for large-
11. Use the role-based delegation to administer a VMware Horizon scale VMware Horizon deployments
environment
HHasE IEFRF2 O] 1R BN A ERS RAIRREE : VMware Certified Professional - Desktop and Mobility 2021(VCP-DTM 2021)

BEWBRTE  VHTPO : VMware Horizont #HEBR F3BE R E1E

VMware Horizonst # PR 2Nae sz £t

VHTPO VMware Horizon 7 : Troubleshooting and Performance Optimization [V7.X]

FEI=ESES Experienced system administrators and system integrators responsible for maintaining the View component of VMware Horizon 7.X

This class requires understanding the concepts and topics presented in the following courses :
* Horizon (with View) : Install, Configure, Manage

* VMware Data Center Virtualization Fundamentals

Experience with working with View is helpful.

FREAE

During this five-day, hands-on training, you will gain the advanced knowledge, skills, methodology, and abilities to achieve competence in

troubleshooting the View component of VMware Horizon® 7.X. You will increase your skills and competence in using VMware and third-party tools

to analyze and solve problems associated with a View implementation. This lab-intensive course provides you with a comprehensive environment

to test your skills at identifying and solving a broad range of issues.

RIZERE - BRBESERMTER ¢

1. Use the View Administrator Web Client, log files, and VMware and third-party tools to analyze, diagnose, and troubleshoot problems in a View
environment

2. Optimize the display protocol and the virtual desktop to ensure an optimal end-user experience

3. Identify infrastructure problems as they relate to View

4. Discuss View installation problems and best practices

BEBEWBRE  VHDW : VMware Horizonz& 514 8| B 755112
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VMware Horizonzg =t 38 EI B #5:R12

VMware Horizon 7 : Design Workshop [V7.X]

RERETAEFVMware Horizon iR T REAREENAMEEESNARESE

BRESNAREANEEER T IRERMNE

- ERHCRETABFELR B

« THRVHICM : VMware HorizonZ 55 K 58 & B R EZ VTP N BRI S B HE RS AR
+ T #2VMware Data Center Virtualization Fundamentalsz®12 5 /7T AR

BB =RIRER 2R L5 VMware HorizonSR 75 575 0% - RETHEBREAS THEAPIRAMR - REFEEIA - VMware vSphere £ HEZR1E
BVMware Horizonso - IEFERLEHAR - MBWWEMD T ENRZRERE 2 2 - EREIRENSERE - BE2IRVMware R ERDE - &
AP  BZMEMSEE R EENERRETVMware Horizonf23R 755 - #EILERFTENFEE -

RIBERE - TRRBESERMTERE :

1. SHMEIRIBRE M E AR TR

2. NITERETIRE - WRkat— BT ARER KRNI ERAZ EE A LS

3. Rat—EF S AT KB EVMware iR EHBIARVMware HorizonE #2218
4. seir—E T BIERERET
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IERIZ O R BN R ERAS R AIRR5E : VMware Certified Advanced Professional - Desktop and Mobility Design 2021 (VCAP-DTM Design 2021)
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VMware Site Recovery Manager-SRME18

VMware Site Recovery Manager : Install, Configure, Manage [V8.2]

HE=E e & =EE S Site Recovery ManagerfivSphere 512 8 - 2251l - 2A LR AAEEE
BEETRUTE—RE :
+ ICM : VMware vSphereZ#: K % & B3R 12[V6.X]
SEE A * VMware vSphere : Fast Track [V6.x]
? + WhatsNew : VMware vSphereffi&I18E[V5.5 to V6.x]
+ VSTW : VMware vSphere5t £k HEFRRIZ[V6.X]
2 B {5 FAVMware ESXi™AIVMware vCenter Server™ B S8 B2 E R 45
This two-day, hands-on training course gives experienced VMware vSphere® administrators the knowledge to install, configure, and manage
VMware Site Recovery Manager™ 8.2. This course also shows you how to write and test disaster recovery plans that use Site Recovery
Manager.
iz fa R - ITISRESERIA T BAR
1. Summarize the components of Site Recovery Manager 8.Describe the vSphere Replication architecture
architecture 9.Deploy and configure vSphere Replication for use with Site Recovery
. T 2. Deploy and configure the Site Recovery Manager appliance Manager
ariz AR 3. Describe the principal disaster recovery topologies that are used 10.Build Site Recovery Manager protection groups based on vSphere
with Site Recovery Manager Replication
4. Configure inventory and resource mappings 11.Build, edit, execute, test, and remove a recovery plan
5. Describe the storage replication options that are used with Site 12.Perform a planned migration
Recovery Manager 13.Perform reprotect and failback using Site Recovery Manager and
6. Configure Site Recovery Manager to leverage array-based vSphere Replication
replication
7. Describe VMware vSphere® Replication™ functionality
BIBEHERERE  VSTW : VMware vSpherezt  HEFR iR T2
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VMware vSAN : Deploy and Manage [V6.7]

FERASERREEENRATASANNRENERERABEES

SIMNAREZR M AERE P E D — IR RE G ¢

- BEAEERIERRTERE LNRTEEER

« THRICM : VMware vSphere 245 & 58 & B 12 R 12 [V6 X P M BRI
BEES T LIEERSESBE

In this three-day course, you focus on deploying and managing a software-defined storage solution with VMware vSAN™ 6.7. You learn how
vSAN functions as an important component in the VMware software- defined data center. You gain practical experience with vSAN concepts
through the completion of hands-on lab exercises.

RIZAERE - CRAESNEMLI T ER

1. Describe the vSAN architecture 9. Control vSAN resynchronization tasks

2. Identify vVSAN features and use cases 10. Create and manage nested fault domains

3. Configure vSAN networking components 11. Use the VSAN health service to monitor health and performance

4. Configure a vSAN cluster 12. Configure a stretched cluster and observe failover scenarios

5. Deploy virtual machines on a vSAN datastore 13. Describe VSAN interoperability with VMware vSphere® features and
6. Configure virtual machine storage policies other products

7. Perform ongoing vVSAN management tasks 14. Plan and design a vSAN cluster

8

. Configure vSAN encryption
VSDW : VMware vSpherez®at#3 I35 12
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VMware vSANSE £ HEBRERTE

Storage and virtual infrastructure administrators who want to be able to perform initial troubleshooting on their software- defined storage with vSAN

*+ Understanding of concepts presented in the VMware vSphere : Install, Configure, Manage course
+ Completion of the VMware vSAN : Deploy and Manage course or equivalent experience with vSAN
* Experience working with command-line interfaces

In this two-day course, you focus on learning the tools and skills necessary to troubleshoot VMware vSAN™ 7 implementations. You gain
practical experience with vSAN troubleshooting concepts through the completion of instructor- led activities and hands-on lab exercises.
RIZERE - ASEEMNTER

1. Describe the architectural components of vSAN and their roles

2. Explain how the components interact with each other

3. Explain the differences between object and component states

4. Describe how to use Skyline Health to investigate and help determine failure conditions

5. Explain how to use the command-line tools to help determine failure conditions

VHICM : VMware HorizonZ 5 K% & B IR iR 12

VMware NSX-TZ &K K 55 F & IR 12

VMware NSX-T Data Center : Install, Configure, Manage [V3.0]

Experienced system or network administrators

* Good understanding of TCP/IP services and network security and working experience with firewalls
* Working experience with enterprise switching and routing

Solid understanding of concepts presented in the following courses :

« VMware Data Center Virtualization Fundamentals

* VMware Introduction to Network Virtualization with NSX

* VMware Network Virtualization Fundamentals

This five-day, fast-paced course provides comprehensive training on how to install, configure, and manage a VMware NSX-T™ Data Center
environment. This course covers key NSX-T Data Center features and functionality offered in the NSX-T Data Center 3.0 release, including the
overall infrastructure, logical switching, logical routing, networking and security services, micro-segmentation and firewalls, and more.
Access to a software-defined data center environment is provided through hands-on labs to reinforce the skills and concepts presented in the
course.

RIZAERE - BIBEEEMDI T ER

. Describe VMware Virtual Cloud Network and the NSX-T Data Center architecture

. Describe the NSX-T Data Center components and main functions

. Explain the NSX-T Data Center key features and benefits

. Deploy and configure NSX-T Data Center infrastructure

. Configure layer 2 logical switching and bridging

. Explain the tiered routing architecture and configure gateways

. Configure advanced services such as VPN and load balancing

. Describe the NSX-T Data Center security model with micro-segmentation

. Configure Distributed Firewall and Gateway Firewall to protect east-west and north-south traffic

10. Explain advanced security enforcement with URL analysis, IDS, and partner service insertion

11. Integrate VMware Identity ManagerTM or LDAP with NSX-T Data Center and configure role-based access control

12. Describe NSX-T Data Center Federation use-cases and architecture for switching, routing, and security

IERIZ Ol R BN ENSS FAIRREE © VMware Certified Professional - Network Virtualization 2021 (VCP-NV 2021)
PKSICM : VMware PKSZ 5 K E BB BI5RE
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VMware NSX-T Data Center : Troubleshooting
X-TTo and Operations

VMware NSX-T Data Center : Troubleshooting and Operations [V3.0]

BaYs 1. Experienced system administrators and network administrators
= 2. Network and security professionals who work with enterprise and data center networks

+ Before taking this course, you should have completed the VMware NSX-T Data Center : Install, Configure, Manage [V3.0] course.

You should also have the following understanding or knowledge :

* Good understanding of TCP/IP services and protocols

B + Knowledge and working experience of computer networking, including :

- Switching and routing technologies (L2-L3)
- Network and application delivery services (L4-L7)

+ Knowledge and working experience of VMware vSphere® environments and KVM-based environments The VMware Certified Professional —
Network Virtualization (2020) certification is recommended.

This five-day, hands-on training course provides you with the advanced knowledge, skills, and tools to achieve competency in operating and
troubleshooting the VMware NSX-TTM Data Center environment. In this course, you are introduced to workflows of various networking and
security constructs along with several operational and troubleshooting tools that help you manage and troubleshoot your NSX-T Data Center.
In addition, you are presented with various types of technical problems, which you will identify, analyze, and solve through a systematic process.
RIEAERE - MIBEEEMTER ¢
1. Use the native tools available in NSX-T Data Center to identify and troubleshoot the problems related to NSX-T Data Center environment
2. Use VMware vRealize® Log Insight™ and VMware vRealize® Network Insight™ to identify and troubleshoot the problems related to the NSX-T
mmp Data Center environment
3. Explain the NSX-T Data Center infrastructure components and the communications between them
4. Identify, analyze, and troubleshoot the following problems related to the NSX-T Data Center :
- Management, control, data planes, infrastructure preparation
* Logical switching and logical routing
. Identify, analyze, and troubleshoot network security problems related to the NSX-T Data Center Distributed and Gateway firewalls
. Identify, analyze, and troubleshoot problems related to VPN and load balancer services
. Identify the components and packet flows involved in the NSX-T Data Center datapath and troubleshoot various problems that could occur in
the datapath

BEEEEE PMP001 : PMPOEIR S R a3 :212
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VMware NSX-T Data Center : Design

VMware NSX-T Data Center : Design [V3.0]

BEHZ Network and security architects and consultants who design the enterprise and data center networks and NSX environments

Before taking this course, you should have completed the following course :

VMware NSX-TZ25 K58 & B iR 12[V3.0]

You should also have the understanding or knowledge of these technologies :

B * Good understanding of TCP/IP services and protocols
A a a a 4 i .

+ Knowledge and working experience of computer networking, including :
- Switching and routing technologies
+ Network and application delivery services
- Knowledge and working experience with VMware vSphere environments and KVM-based environments

This five-day course provides comprehensive training on considerations and practices to design a VMware NSX-T™ Data Center environment as
part of a software-defined data center strategy. This course prepares the student with the skills to lead the design of NSX-T Data Center offered in
the NSX-T Data Center 3.0 release, including design principles, processes, and frameworks. The student gains a deeper understanding of NSX-T
Data Center architecture and how it can be leveraged to create solutions to address the customer’s business needs.

RIZAERE - MIFEEERMU T ER

. Understand and apply a design framework

Apply a design process for gathering requirements, constraints, assumptions, and risks

Analyze existing physical networking and security components, processes, and operations

Design a VMware vSphere® virtual data center to support NSX-T Data Center requirements

Design a physical network to support network virtualization in a software-defined data center

Design logical network services

Design logical security services

Design a data center rack solution to support scalability and high availability

Analyze alternative design choices for risk mitigation

10. Understand the design and support for NSX-T Data Center infrastructure in a multi data center infrastructure

BEEEEE  PMP001 : PMPOEIR S R I phiE3 5212
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VMware Workspace ONEZ[EEHEIEZRFE

VMware Workspace ONE : Deploy and Manage [V20.X]

BEHS Workspace ONEEEE - BRERNTHNASNERE « FRGEFEE - RS EIEMN  HETRMARD

In this five-day course, you will configure and secure unified endpoint activation, registration, and authentication. You will learn how to integrate
industry-recognized enterprise technologies with VMware Workspace ONE®. Through a combination of hands-on labs, simulations, and
interactive lectures, you learn how to configure and manage the endpoint lifecycle. The principles of enterprise mobility, unified endpoint, and
identity management are addressed throughout the course. You will leave the training empowered with the foundational skills and knowledge
needed to effectively implement Workspace ONE.

ARIZAERE - BBEEEMRLI T ER

1. Identify and describe major components of the Workspace ONE solution  12. Provision and secure applications

2. |dentify and describe the enterprise integration and productivity 13. Enable the unified application catalog
components 14. Apply single sign-on and multifactor authentication
N 3. Explain the concept of the Digital Workspace and the Digital 15. Integrate with virtual desktop infrastructure (VMware Horizon®
ARz B AR Workspace experience virtual desktops and applications)
4. Identify authentication technologies used in Workspace ONE 16. Create and implement profiles, authentication policies, and role-
5. Navigate the VMware Workspace ONE® UEM and the VMware based access controls
Workspace ONE® Access™ consoles 17. Explain and issue device commands
6. Install, configure, and validate integrated components 18. Manage email configurations
7. Explain the integration of the Workspace ONE solution with directory  19. Integrate with content resources and provision access
services 20. Explain and analyze reporting and auditing
8. Create and explain environment group structures 21. Leverage VMware Workspace ONE® Intelligence™ for advanced
9. Demonstrate end-user Workspace ONE portal configuration reporting and automation
10. Configure Workspace ONE registration and activation 22. Apply general troubleshooting techniques
11. Enroll and manage mobile devices and endpoint 23. Implement unified endpoint management with Workspace ONE

BEHEERE  VHICM : VMware HorizonZ2 55 K38 & S 1EE712

VMware PKSZ & K 2 F E IR EFFIE

PKSICM

VMware Enterprise PKS : Install, Configure, Manage [V1.5]

FEN=EES 1. System administrators 2. System engineers

This class requires understanding the concepts and topics presented in the following courses :
» Kubernetes Foundations (or equivalent)
TN E *ICM : VMware vSphereZ %5 & 5% & & HE iR 12[V6.X]
* NSX-TICM : VMware NSX-TZ# K 8 E B RZ[V2.x]
System administration experience with cloud computing concepts and generic Kubernetes knowledge is strongly recommended.

This five-day course features intensive hands-on training that focuses on installing, configuring, and managing VMware® Enterprise PKS 1.5

(a purpose-built container solution to operationalize Kubernetes for multicloud enterprises and service providers). VMware Enterprise PKS

significantly simplifies the deployment and management of Kubernetes clusters with Day 1 and Day 2 operations support. This course prepares

you to install and administer a VMware Enterprise PKS environment for an organization of any size.

RIZMERE - AISEEEMM T ER

1. Explain how the VMware Enterprise PKS platform enables enterprises to deploy and manage the Kubernetes platform as a service on
premises

. Describe the VMware Enterprise PKS platform architecture

. Describe the preinstallation activities, such as how various topologies of VMware Enterprise PKS can be deployed, and how to meet

prerequisites before installing VMware Enterprise PKS

Describe how BOSH unifies release engineering, deployment, and lifecycle management of cloud software in a VMware Enterprise PKS

platform

. Describe how the VMware Enterprise PKS Management Console appliance is used to configure and deploy the VMware Enterprise PKS

platform components

. Describe how VMware NSX-T™ Data Center integrates with VMware Enterprise PKS to provide networking and security services for all the

components in a VMware Enterprise PKS environment

. Install, manage, monitor, and troubleshoot a VMware Enterprise PKS environment

. Use Day 2 operations to create, view, scale, and delete Kubernetes clusters and upgrade VMware Enterprise PKS

oN O O A WN

VMware Kubernetes Foundations

VMware Kubernetes Foundations

BEHZ Anyone involved with using or building a Kubernetes cluster

TEEAE * Linux concepts and command line proficiency
) : * General networking proficiency

This two-day course is the first step in learning about Containers and Kubernetes. Through a series of lectures and lab exercises, the fundamental
concepts of Kubernetes will be presented and put to practice by containerizing and deploying a two-tier application into Kubernetes.

MRIZMARE - CHEREERLI TR

1. Build, test, and publish Docker container images 6. Learn to debug issues with application deployments on Kubernetes
o o 2. Become familiar with authoring YAML files and its syntax 7. Apply resource requests, limits, and probes to deployments
wRiz BT 3. Understand Kubernetes core user-facing concepts, including Pods, 8. Manage dynamic application configuration using ConfigMaps and
Services, and Deployments Secrets
4. Use kubectl the Kubernetes CLI, and become familiar with its 9. Deploy other workloads, including StatefulSets, DaemonSets, Jobs,
commands and options CronJobs
5. Understand the architecture of Kubernetes (Control plane and its 10. Learn about user-facing security best practices using
components, worker nodes, and kubelet) ServiceAccounts, RBAC, and NetworkPolicies

BEHEERE  PMP001 : PMPOEI RS = SR AT SRR
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VMware Kubernetes Cluster Operation

VMware Kubernetes Cluster Operation

BEHZ Anyone responsible for maintaining a Kubernetes Cluster

* Linux concepts and command line proficiency
Sl + General networking proficiency
» Completion of Kubernetes : Foundations

This one-day course continues the journey of learning Kubernetes. Through a series of lecture and lab exercises, the operational and internal
workings of Kubernetes are explored. System administrators and Cluster Operators will learn the skills of operating an existing built cluster.
RIZERE - AEEMUTER
1. Understand cluster logging architectures and implement a reference 3. Successfully onboard new Applications and Teams

solution in lab 4. Become confident in managing a Kubernetes Cluster
2. Learn how to troubleshoot cluster problems

BEEESE  PMP001 : PMPOEIR B SRRl
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VMware Carbon Black Portfolio : Configure and &
Manage

VMware Carbon Black Portfolio : Configure and Manage

FEr=EIES System administrators and security operations personnel (including analysts and managers)

FAF AN System administration experience on Microsoft Windows or Linux operating systems

This 5-day course teaches you how to install, configure, and manage the VMware Carbon Black® Portfolio suite of products, which include :

- VMware Carbon Black® App Control™ Administrator

+ VMware Carbon Black® EDR™ Administrator

* VMware Carbon Black Cloud Endpoint™ Standard

+ VMware Carbon Black® Cloud Audit and Remediation

+ VMware Carbon Black® Cloud Enterprise EDR™

You learn how to use the capabilities of the products according to the organization's security posture and organizational policies. This course
provides an in-depth, technical understanding of the Carbon Black Portfolio through comprehensive coursework, hands-on labs, and scenario-
based exercises.

RIZERE - ASEEEMM T ER

1. Describe the components and capabilities of Carbon Black App 18. Configure rules to address common threats
Control 19. Evaluate the impact of rules on endpoints
2. Manage and configure the Carbon Black App Control server based 20. Process and respond to alerts
on organizational requirements 21. Describe the different response capabilities available from VMware
3. Create policies to control enforcement levels and agent functionality Carbon Black Cloud
4. Implement rules to support the organization's security posture 22. Describe the components and capabilities of Carbon Black Cloud
5. Use the Carbon Black App Control tools to understand agent and Enterprise EDR
server data 23. Perform searches across endpoint data to discover suspicious
6. Describe the components and capabilities of the Carbon Black EDR behavior
iz AR server 24. Manage watchlists to augment the functionality of Carbon Black
7. Identify the architecture and data flows for Carbon Black EDR Cloud Enterprise EDR
communication 25. Create custom watchlists to detect suspicious activity in your
8. Describe the Carbon Black EDR server installation process environment
9. Manage and configure the Carbon Black EDR server based on 26. Describe the process for responding to alerts in Carbon Black Cloud
organizational requirements Enterprise EDR
10. Perform searches across process and binary information 27. Discover malicious activity within Carbon Black Cloud Enterprise EDR
11. Implement threat intelligence feeds and create watchlists for 28. Describe the different response capabilities available from VMware
automated notifications Carbon Black Cloud
12. Describe the different response capabilities available from the 29. Describe the components and capabilities of Carbon Black Cloud
Carbon Black EDR server Audit and Remediation
13. Use investigations to correlate data between multiple processes 30. Describe the use case and functionality of recommended queries
14. Describe the components and capabilities of Carbon Black Cloud 31. Achieve a basic knowledge of SQL
Endpoint Standard 32. Describe the elements of a SQL query
15. Identify the architecture and data flows for VMware Carbon Black 33. Evaluate the filtering options for queries
Cloud products 34. Perform basic SQL queries on endpoints
16. Perform searches across endpoint data to discover suspicious 35. Describe the different response capabilities available from VMware
behavior Carbon Black Cloud

17.Manage the Carbon Black Cloud Endpoint Standard rules based on
organizational requirements
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