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Ethical  Hacker + EEEY - 1258 Etical JHacksy Certified || Penetration Testi Professional
Certified Network  Defender e EZ
5 . Ei S it ER
BEPRERDE MAS'_I'ER
=R 3PN « ERILE : CPENT Live Exam
] = =
ETHICAL = ERMLIE : Certified Ethical . ::g;ﬂ ;1;2;;3:2 ]%égﬂ;\f
« RS : 312-38 HACKER Hacker (Practical) S CEH Practical S2:8 10 REE + ERERE T AN
= EHEE : 40 PRAOCVIGAL = ZIRIS : 60\ 15 A% CEH BE&E - B HRBEAHRE
- EHEY : 1008 BERMEHER . =xm: 208 B R AT RE FRAE#BIA 70% #%3% CPENT &2
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Hacking Forensic Disaster Recovery

EC-Council || Certified Incident Handler i INVESTIGATOR Professional
EXRBHREES EZHBHBAEER EZKEERER
= ERLIE : 212-89 = ERLIE : 312-49 = BRI : 312-76
= B 3 = BRI 40 = BERE 40
= ERER : 100%E = ERER : 15078 = EFIRER : 1508
rel FER D 2 T ey B iEa g Rk
/ JAVA J.NET| ETH

C ASE C|ASE CTIA

Threat  Intelligence  Analyst

Application  Security  Engineer Certified Application  Security  Engineer
= EFLIE : CASEJAVA = BHCIR : CASENET = BRI : 312-85
= EHE : 2\ = BERRE 20 = EHEE 20
= EHEE : 508 = EEE : 508 = ERER : 50%E

C/cISO  C[SA

Certified Chief Information  Security  Officer

= ERAEE : 512-50 = BRI : 712-50 = ERRI : 312-39
= EHER : 20\ = ESTISR : 2.5/\8 = IR : 3/
= BB : 1508 = Z{EY : 1508 = EHEE : 1008

= RBIHE : EIRW|EEREC-CounciliREEE - B BERKEER  BTRSEHAEABHREL100T 2 RREZE -

= EGIER . (1) BHOEZEER (CEH Practical BRI - (2) CCISO RBHERA T EIEEE -

= EBIRE . KBAENEREEER— -

= EFEHE . 2aSEERABVEP O (CEH Practical ZibR4N

= EIBEE . 82019 FHERSRALES - BRUWRIRMENE - BITRER ASPEN 2415 T & - FEHAUL https://aspen.eccouncil.org/ -

= EEHEIE : B2009F1818E - BRCCISOBBMLEZ S - EMEC-CounciliERMIAR=1F - MFHMAEIFRBNY - ZFEANFERET12085ECE -
FHIBEBSERMMR : https://cert.eccouncil.org/ece-policy.html
E2016F181H - EC-CouncilZ EZEHRFEEESL0TT - M EEEE - FACCISOILPTRIKERIE BREFEEER | CCISO/E®1007T * LPT/E®2507T -
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EC-Council CNDi#isF; EERKEZERTE

EC-Council Certified Network Defender Course

1. RHGEEBAB 3. HRKRLE 2 RIiTA R EE
2. PETEEEAS 4. V1P Z 40/ 48RS TAZEM
ERSTRM TN REMEHREE

NINS : 488 B 228 AAEBE AR 75

1. Network Attacks and Defense Strategies (4354 22 £ [ & 5515

. Administrative Network Security (##5% 2= &12)

. Technical Network Security (4888 % 2 $%1i7)

Network Perimeter Security (B2 Z2)

. Endpoint Security-Windows Systems (I #i &2 2 {1 & 2 4%)

. Endpoint Security-Linux Systems (2% % 2 Linux %4t)

. Endpoint Security-Mobile Devices (Ilt#iZ 2 ZTEIEE)

. Endpoint Security-loT Devices (It &2 Z VMR E)

. Administrative Application Security (B LZEEHE)

10. Data Security (BRI Z %)

11. Enterprise Virtual Network Security (S E SRR ZE)

12. Enterprise Cloud Network Security (¥ EIH#3KE L E)

13. Enterprise Wireless Network Security ((E 2B G BELE)

14. Network Traffic Monitoring and Analysis (4857 & B2 E3 A7)

15. Network Logs Monitoring and Analysis (481 H 58 82 #EEA 73 47)

16. Incident Response and Forensic Investigation (&% 55 i) /B 2 B8 8 E)
17.Business Continuity and Disaster Recovery ({548 &8 £ K 218 ]R)

18. Risk Anticipation with Risk Management (/& fx &2 7 & B 78581)

19. Threat Assessment with Attack Surface Analysis (2] L EEE & £ 4 2 B BT 1)
20. Threat Prediction with Cyber Threat Intelligence (A8 E Z1EE 2 HZTER)

1. SRBARF R —REVBE TEC-Council Certified Network Defender Exam(Z 7 B 5% : 312-38 - [RfEUSD550) . - BRBEERE
exam voucher code/N R R B MAE /0BT 8= E

CBEAREE  WFE—REHKAR - HRIEHEZEEENTI00070(RMBESZEFUSD249)

CREERE  HERES0% EERERRRMSES

.FRHE—FERN B RARERE—REEIHE

. BRI EERIER7409:00~18:00

. REEERE
PRESRE  BFIETRBEEHE  =AFREEENTS53,2007T
BLEEHEE  2IRBITHESZERAE - =A5EEMENTS28,00070

CEH : EC-Council CEHRZE Rl E K 28R 12

©O®ND O A WN

o g WwN

EC-Council 228 F.0(SOC) 5 TEHZ3FE 712

EC-Council Certified SOC Analyst Course

1. SOCH il (55— AR A —4R) 5. AR BERMUNEEREZERFNERZEZERAS

2. MENZEEES 6. PR Z = DA
3. Mz E T2 7. {EAE B ARSOC O HEMAIA

4. MBEERHEOMTED - MEERHERRITAS

ERTRMUTREMEERNESN  IEEERERETEARIMENS
CND : EC-Council CNDAB BB EE R R H R

1. L2 EEMEE(Security Operations and Management)

. THRMBESELZ - loCHIIEE 75 7% (Understanding Cyber Threats,loCs, and Attack Methodology)

. B - EHAMBEECHE(Incidents, Events, and Logging)

. BEESEHEEZ 2T E REHEEM(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
. AR B 1EE &S 41881 BE 71 (Enhanced Incident Detection with Threat Intelligence)

. B EIRTE R FEE 7575 (Incident Response)

L HRBARREZEE —RRFEF TEC-Council Certified SOC Analyst(R{BUSD450) 1 - FIiRT245 5 KRexam voucher code M EZREAE T T /OE
TR EAREE

CBEAREE  ME—REAKY - FRREHEZEZEUSDI49(RBREEERUSD199)

RIRMERE - HEEES% L FEREEREMENIES

.HREE—FERN - A—RARERE —REEZHE

BRI R %409:00~18:00

 AEBEAE:
BRERE  BRMETABREHE  =ARRERMBENTS37,0507T

ECIH : EC-Council ECIHE Z Bt &R 18 S50 312
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EC-Council CEHEZE K IR KGR 12

EC-Council Ethical Hacking and Countermeasures Course

Bz BEEBLBYRABRIAFEZAR - EZHWHEAE - HREHMRITEERE
- TR LU T RAZ AT B A TR
BAEKE  CND : EC-Council CNDBE RERRERE
1. Introduction to Ethical Hacking(/T ZAfAlz8 &R AR) 12. Evading IDS, Firewalls and Honeypots (37 i A {216 8l/Bf X % 2
2. Footprinting and Reconnaissance (52 &£ i #4 Sl A fH S BN 25 ) E3iE )
3. Scanning Networks (#8325 AR #5 #2551 7 1) 13. Hacking Webservers( A {2 481k)
4. Enumeration(S 25 E ) 14. Hacking Web Application( A 2481472 )
. . 5. Vulnerability Analysg(%%%ffj ) 15. SQL Injection(E 1 BRI ER)
REANE 6. System Hacking(A = e % %) 16. Hacking Wireless Network(A 242 481)
7. Malware Threats(% =231 &) 17. Hacking Mobile Platforms(AfZ{T&8F4)
8. Sniffers(48 5 B2 P K 22) 18. 10T Hacking(A f247548)
9. Social Engineering(1122 T #2) 19. Cloud Computing(E & &)
10. Denial-of-Service (PH Ef AR 75 75 28 B2 (R R A8 B2 ) 20. Cryptography(ZF5£2)
11. Session Hijacking(GE4R #11%)
1. SBARIZIE—RDFEE " The Certified Ethical Hacker Certification Exam(Z & B EH5% : 312-50 - [REUSD950), - HIRHREARER
exam voucher code R 1E2E#E P/ BT S B RE
2. {E2021F6 AR ZMBZERESERE - F—REAKY - FREFKXK—EBANIREC-Council RFiE L 8855
3. iR EEZERMENTS,00070(RMEEZEFUSD499)
ErEE 4. RRELEFRE  HERE% EEBEREEREINES
" 5 FHRHE—FEN  B—RAFERE—REEIHE
6. BRI FiRIE%509:00~18:00
7. RREBEAE
BERERE  HRINBETARSHE ZARREZENTS61,7507T
BLAERE 2MREITHESZEERSR - ZASMEBMENTS32,50070
BIEHESFEE  CPENT : EC-Council CPENT2 Z it ER 25372
CEH Master 8358

BEEER

BREEBRE

BEHR
TR

g
i
>
ot

BB

BEHERE
160

CEH KRR 258 B 8B A R E B

CEH Practical Exam Review

BAEESCEHR L E B85 i CEHR 12 A ¥ HVISCEH Practicali@sa A H &

anaﬁa ©)umEn TRREREER2EE, RIZSER2BRER

ZRESTH LT R2 PR B E BT RE
CEH : EC-Council CEHEZE & lT E R & iR iz

1. AR AR IR Y 4. ZBBBFIEDT

2. /B AR IR A R AN 5 22 5. UL B FIE DT

3. BERE DT

1. SBARZIE—RDEE " Certified Ethical Hacker (Practical) ([RIBUSD550) 1 - FiER1Z 455k Fexam voucher codeiREC-Council 8815 B

THREER
CREAREE - ME—REBAKY - HRRHEEEBEUSDIS0(RMEEERUSD550)
. FFAMCEHEEE « 1838 CEH Practical®Zl 12 - [RFR1Z 8 CEH Practical:&i8 « 5 IME1%ZEECEH Master(CEHABM)7& B8
. ANERTEAM%30K LabfE FAREIR
. PREAEESZE ¢
_FB1ERCEH : EC-Council CEHRZERTBERRE Rz - H22021FE6 BRI 24 - =EHENT25,00070

a s wN

CPENT : EC-Council CPENT 22l B R iR 12

EC-Council CTIA B EZ 1B E DT ERFZEFIZ

EC-Council Certified Threat Intelligence Analyst Course

EEBRKRZBR/AMEZAE - BEZUEAS - HEBEEL TARBE

EFETARLU T RIZFT BB RITAE S

CEH : EC-Council CEHEZ & flT 58 5K 70 78 iR 12 AE

1. Introduction to Threat Intelligence(fAlzE & & 15 &) 4. Data Collection and Processing(Z U &£ £2 2 38)

2. Cyber Threats and Kill Chain Methodology (485 /& 2 2138 & #f) 5. Data Analysis(E& £ 5 47)

3. Requirements, Planning, Direction, and Review(23k - #RZ| - #5581 6. Intelligence Reporting and Dissemination (1% & i 2{&iE)
1RET)

CRBAREZEE—RADFBES " Certified Threat Intelligence Analyst(E R B (5% : 312-85 - [RfEUSD450) . - HHREE4 5 Rexam voucher

codeREREMREL P OBTECEAKRE

HERREE  NBE—REAKXY - FRIEHEZEBMBUSDI149(EMEEZEFHUSD199)

REMERE - HERE% L FEBEREEREES

HRELE—FEN  B—RARERE—REEHE

BRI LR E%509:00~18:00

HIREBEAR

BERERE  HRINRBATARZHE ZARRERENTS37,0507T

CPENT : EC-Council CPENT2 2 flil ERFERZ
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EC-Council CPENT:23&E: X E R 25 RFE

CPENT

BEHZ
TREAE

BEERE

BERERRE

EclH;-ma ) kmER TRRERAER2EE. RIZAERSELER

ECIH
BEHZ

TREBHH

REAR

BERERRE

EC-Council Certified Penetration Tester

RERBEES - PXREEES - EMZEAFHAE - RFEZEHED
BEREREEETERETRENSBEEI R NE

. Introduction to Penetration Testing (72387 M 48)

. Penetration Testing Scoping and Engagement (2% l7H #8 S EA 45 40)
. Open-Source Intelligence(OSINT) (R IER5EEE)

. Social Engineering Penetration Testing (1132 T #2835 fil7H)

. Network Penetration Testing -External(§M48:2 % fll7)

. Network Penetration Testing -Internal( #4322 85)

. Network Penetration Testing -Perimeter Devices(4315 812 3£ &85 I5)
. Web Application Penetration Testing (48512208 & RIF 750%)

9. Wireless Network Penetration Testing (FE&R A8 2 E R 7575)

10. loT Penetration Testing (¥E# #4825 850)

11. OT/SCADA Penetration Testing (T #2835 i)

12. Cloud Penetration Testing (Ei#:2& Hlz 737%)

13. Binary Analysis and Exploitation (— #1722 /9 47 B &)

14. Reports Writing and Post Test Action (155 % &5 B3Il & 4 &0 F)

1. BARERE —RDEES -
RERERE - HEERES0% EERER R RMAENES
.ARAE—FR - A—REARERE—RERZHS
. BRIz LERE5E7409:00~18:00
CREBEAR
EREEE  ARBETHEREHE =ERREEENT64,6007T

CCISO : EC-Council CCISOE Z R #3:8/EISME Z45IE A 5038 ik ie

©® N O O WN =Y
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EC-Council ECIHEZ G ERIE B F358 501z

EC-Council Certified Incident Handler Course

BZBHREES BURRTHERS  BBAHASR  ZRBHTGAS EXEIAE - ZAEHEE - 2 LR - HGESES - ITEEF
EITHBEAS
EESTHMU TR EMEERINEE  ABEFERRRETEARIMENE
CND : EC-Council CNDAJE&BF 2B R 3055 iR iz
. Introduction to Incident Handling and Response (& % 5 {4 /& 1 2 32 B2[0| fE 5 1)
. Incident Handling and Response Process(¥& %S4 fE 1 RIEWZFF)
. Forensic Readiness and First Response ({11 i &8 £2 55 — 5 8 [ e 1))
. Handling and Responding to Malware Incidents(5& 242 0 & AY 10 /B i S5 14 e 4 52 iR 32 [R )
Handling and Responding to Email Security Incidents(Z F 34 FriE AL O B 1 S5 (4 FE £ 22 f2 32 R Al )
. Handling and Responding to Network Security Incidents(#8 25 I 22 Ffr 3 A% A0 1B 1 55 14 B 4 B2 iR 3B [R Al
. Handling and Responding to Web Application Security Incidents (4815 & 48 & FAF2 20 FTiS Ak O S B A e B R 18 [R Al )
. Handling and Responding to Cloud Security Incidents(Z= i & F3 FfT 5 A% Y f 14 55 140 FE 9 223 iR 32 [R Rl )
. Handling and Responding to Insider Threats(A 80 &l 2 FriE Al Y S 1% S5 14 FE ¥ B ER 32 R Al )
|Z AR RIZILE—RRFEE TEC-Council Certified Incident Handler Certification Exam(Z &Rl B t5% : 212-89 - [R{EUSD450), - FTH&R
2455 Rexam voucher codef IR EAYE R /.0 BITE LB A HE
WEAREE  MB—REHKRHY - E@}ﬂki%ﬁﬁﬁusm49(1?@5%%%30199)
. ECIH v2EH IS R3/\FF - BB B R 1008EBERE - FBBREHT0%
ERERE - HERESN I LEBEER RS
.FRBRE—FR  B—RAREEE—RERIHE
. BRYZ EERIFE%$09:00~18:00
. AEEBEAE
EREEE  FRAIETHREEZHE =AFERERENTS37,0507T

CEH : EC-Council CEHRE # fli B X 335 ik iz
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EC-Council EDRPEZ S EEBEEBEFIERIE

EC-Council Disaster Recovery Professional Course

FEI=ESES BRESES  MXEEEE  AAGEEE  EARIHRRAS  BAZZAB
S BEATHU TREMEFERMEET - AFEFARRETERRIMENE
) ECIH : EC-Council ECIHEZ G4 RIE SR B 1E
1. Introduction to Disaster Recovery and Business Continuity(S$# {8 Rt 2B 2B ETENA)
2. Business Continuity Management(& & #5515
3. Risk Assessment(/E a7 {d)
4. Business Impact Analysis (BIA)(E &2 17)
5. Business Continuity Planning (BCP) (B ZEFTEIE)
N . 6. Data Backup(Z Rl & 17)
RENE 7. Data Recovery(& Rl{E[R)
8. Virtualization-Based Disaster Recovery(E $tIR15 K Z1ER)
9. System Recovery(:#1ER)
10. Centralized and Decentralized System Recovery(5£ P = B9 BT 2 A # 1B [RAVEE)
11. Disaster Recovery Planning Process($X #/E[REt E2F7)
12. BCP Testing, Maintenance, and Training(E 358 2251218 2IF - #ERIIR)
1. SRZAFEME—RFBFEE " EC-Council Disaster Recovery Professional Certification Exam(Z 7 B X5% : 312-76 - [R{BUSD450), - &
HRFRIE4E R Rexam voucher code MR B 4E /0BT E B 5
CREAREE  IF—REHAKY - MREHSEEEZREUSD199(ERMEEERUSD249)
 REERE - HEEES0%W FEBEREREREIIES
HREERE . EERERUNG - EHEER150BEER  ARBAEHT%

.ARAE—FR - A—RERERE—RERZHS
. BRI LERE5E709:00~18:00
CREBEAR
ERERE  ARMBETHEEHE =ZAFRREEENT64,6007T

BAEMBERE  CEH : EC-Council CEHEZE X lTE R w058 srie
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EC-Council Computer Hacking Forensic Investigator Course

BEHZ HEAE BELMUENE - EAAAEEE  SHEMESRTEEEE
EESERM T REZMEERITEE - AERFERBETERRITRENERERRMENE
FEBH B . BB RECIH : EC-Council ECIHEZ B ERIE SR 512
+ ERHEZIRIZCEH : EC-Council CEHEZ E il B Z G038 ik 12
. Computer Forensics in Today's World(E8 i #% i 42 5)
. Computer Forensics Investigation Process(&fi##12 F)
. Understanding Hard Disks and File Systems(5& i £31% 25 % 47%)
Data Acquisition and Duplication(Z R} J& B £ 45 )
. Defeating Anti-Forensics Techniques(f ## [z & 115)
. Operating System Forensics(1F2£ % #8%:8)
. Network Forensics(#8 i)
. Investigating Web Attacks(FAE 4815 K &)
9. Database Forensics(& i} [EE8&78)
10. Cloud Forensics(ZZ 1% )
11. Malware Forensics(FRE 2 i)
12. Investigating Email Crimes(FAEE ¥ F4IE3E)
13. Mobile Forensics(1TE1 3= & i 7)
14. Forensics Report Writing and Presentation(13 55 £335 &5 845 58 )

1. $RBAFRILE—RFBFEE " The Computer Hacking Forensic Investigator Exam(Z iRl B8 : 312-49 - [R{BUSD650) . - TRR24E
J&exam voucher code R RREAE R PO BITELEAFHE
CREAREE  ME—REAHAAY - RRRHSEEEFEUSD299(REMEEERUSD399)
REERE  HERE% FEBERERREINES
.FREE—FER  B-RARERE—REEHE
. BRI EERFFE%09:00~18:00
CHREBBESE
BRERE: HRINETARSHE ZHERERMENTS64,6007T

BEWBRIE  CTIA : EC-Council CTIA RIB1BE DT BEXRFE R e

AREAR
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. ~ = cciso
EC-Council CCISOBZLZ R:2E/EISME L IR AR |obHo
CCISO EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course
[=] 3=
sy %??ﬁk%%#é?f«ﬁ/\ﬁé%&% 3. HENZEEREAMBARBE
2. BEMZE7RE - RETHEEEE
FRBHAH B2 AR EF LR

Domain 1 : Governance(;&3%)
Domain 2 : Security Management Controls and Auditing Management(& % & 21 G181 LA FE 2 SI1E)
RIERE Domain 3 : Security Program Management and Operations(Z 2 5t & &2 B {F %)
Domain 4 : Information Security Core Competencies(& 1%/ i#i5E)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management (& B 14 #7 21| & B1 7% £ (R FE P S 38
1. MERRZEE —REISMELZLEARBEEZH(EARB AR : 512-50 - [RBUSDI99) - B HILEHEANEY - BORERKZZEURE
HEABR A SEALEISMARFE B
2. CCISOREBERBEZHIE - SMAREBEUREETE100=T(BAR B : 712-50 - [REUSDIYY) « INEEARFE EREIREEISMED
I & BaERREEEURBEYERAGBEII B EEFEFERABEN)TREISMBEER ; BIBCCISORBBEIEEZSE - URKEISMRBEELST
?&E%CCISOE e - BERERIRZCCISORGEER
3. FRAERE - AIRE CCISO BXEBEAAERE P - F=EEYRWRAFELIELR
4. R E RS RIRMAILHRER | http://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

BIEWERE  CISSP : CISSPEZ AMERERIE

CASE%E%E lttﬁﬁﬁ "TEREREER2ER, RICEER2EEER

EC-Council CASE JavafE 2\ Z & TI2EM: 255812

CASEJava EC-Council Certified Application Security Engineer Java Course

Eays 1. 2F Pl EJavaB F5RI SRR 3. TFstES KM% - Wi - EESRERMEALZEZZERAR
= 2. S HRJavalB AR A Z 2 TRENZENMENZEAHERAS

FEG AR Java SE - Java EE - Web/fE A2 =( 58 854X B
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1. EREXNEZE - RIBEHKE 6. MBRMLZERIBERS
2. EREAZEHRKINE 7. SessionEHE
RZAE 3. ZxERERETEEE 8 EREEZERIBEES
4. FARBLZERIBE 9. B EE AR EAREINZ 25 (SAST & DAST)
5. #RIEIERE 10. R EPELALEE
1. SBAREEE —RFEE " EC-Council Certified Application Security Engineer Exam(/ZfBUSD450) 1 - i iR1245 5k &Rexam voucher
code RN EREAELN P LB TELEZGE
CREAREE  ME—REARY - FRRHSEEEZEUSD199(REMEEEFRUSD249)
EEE  REEFRE  HEFRES0%U ERERREMASIES

-FARAE—FR A-HREARERE-—RERZHS
. BRI Z EERFE %09:00~18:00
- REBER
FERERE  FARIETHRREHME =AFRKEERENTS37,0507T

B#EERRIE  CBP : IIB Council B I IEE R ERIE

oA WN

CASE R LERER "THRERERLZEER, RUEERRERER
<)

EC-Council CASE .NETFE HIEN L& TIZEME2 58512

CASENet EC-Council Certified Application Security Engineer .NET Course

EaYs 1. 2 DL ENETE# R 8RAEH 3. TrgtES KM% - A - EERERAEARZEZHEAE
= 2. BEHANETEREAEZ TRRM/EZDHEIEZANHAERAS
TRAE A BERERCHIBRIRTER

1. ERERANZE BEHEKE 6. BRI L ERISETL
2. ERBRXZ2TRIE 7. SessionE12
HREAR 3. ZEERENRTHEE 8. HRRIELRRIEER
4. BARBLZZIRBES 9. FFREHAHREAREN L2 A (SAST & DAST)
5. RS 10. 2R ENEBAME
1. A ARRIZIE—RRFEE " EC-Council Certified Application Security Engineer Exam(/R{BUSD450) 5 - iR 5R 1245 R KRexam voucher
codeNEZREAER P OBTELELRRRE
REAFEE  NE—REHLY - HRIEHEEZEEZBUSD199(RMEEEFHUSD249)
wiEE  RRERE - HEEES0%W FEBEEREREIIES

.ARAE—FR - B REARERE—RERZHES

. BRIz EEREFE709:00~18:00

CREBEAR

PERERE . FARIATZHREHE AR REEENTS37,0507T

BEHEERIE  CBP : IIB Council @ 1R E R 5055 -5 12

oGAWN
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