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. Explain the OSI and TCP/IP Models (#2%O0SIFITCP/IP£#Y)

. Explain Properties of Network Traffic (B4 R E=RIMHE)

. Install and Configure Switched Networks (Z 3£ Hfic & 22 48 1)

. Configure IP Networks (BCE IPAIH)

. Install and Configure Routed Networks (ZZ3£F0 & B A ES)

. Configure and Monitor Ports and Protocols(Fic & 1 % 15 I [ #1777

. Explain Network Application and Storage Issues (:2BE 4315 /& N2 R9RE)
. Monitor and Troubleshoot Networks (B2 148 #& i BEBR i &)

9. Explain Network Attacks and Mitigations (&2 B48 %S B 48 BRIE HE)

10. Install and Configure Security Devices (ZEMEEZ 2K H)

11. Explain Authentication and Access Controls (52RES 17 &5 175 RS 1225

12. Deploy and Troubleshoot Cabling Solutions (#3Z& M EBEBR M AR BR R 75 %)
13. Implement and Toubleshoot Wireless Technologies (2 hti & [E HE bR iR AR A RS 1)
14. Compare and Contrast WAN Technologies (ECEXFN% LE B ia 48 & 1 1il7)

15. Use Remote Access Methods(f& B &Ix 7 EUT %)

16. Identify Site Policies and Best Practices (&8 5l EL SR Fl & £ H%)
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1. Comparing and Contrasting Attacks(Eb & £33 EE K %2)

. Comparing and Contrasting Security Controls(tb#2 £33 b 22 2 #2Hl)

. Assessing Security Posture with Software Tools(FEft Z = Ak &8)

. Explaining Basic Cryptography Concepts(EAZ 21 =)

. Implementing a Public Key Infrastructure(& i /A 5 & 8 2 HE2E)

. Implementing Identity and Access Management Controls(E fitt 5 1) 177 BV S I #EHl)

. Managing Access Services and Accounts(E 2 ZENAR#E IR E)

Implementing a Secure Network Architecture(Z i< 2 FIA8 B 2248)

9. Installing and Configuring Security Appliances(Z 3£ B L =R 1)

10. Installing and Configuring Wireless and Physical Access Security(Z# ML &/ GMBREGEINZE)
11. Deploying Secure Host, Mobile, and Embedded Systems(SEZ 2 - TEIFBRANERL)
12. Implementing Secure Network Access Protocols(E fiti % & 488 7 B 77 E)

13. Implementing Secure Network Applications(EZ fifiZz £ #5 FE B2 =)

14. Explaining Risk Management and Disaster Recovery Concepts(& /& E 2 K 18 [RH=)
15. Summarizing Secure Application Development Concepts(Z2 & F =0 51 8 181 =)

16. Explaining Organizational Security Concepts (#8422 2 =)
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