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EC-Council Disaster Recovery

ElCIH CHFI E[DRP

Hacking Forensic

EC-Council || Certified Incident Handler Computer INVESTIGATOR Professional
BEZBHEES EZEHABEER BEZKEERER
= ERLIE : 212-89 = ERHLI : 312-49 = ERLIK : 312-76
= BRI 3 = ERRE 40 = EEEE 40
= EFRER : 10078 = EFRERY : 1508 = EERER : 1507
MR AR 2 T AR R = B N S
JAVA J.NET] ETH

C|ASE C|ASE CTIA

Threat Intelligence  Analyst

Certified Application  Security  Engineer Certified Application  Security  Engineer
= B L5 : CASEJAVA = EHSE - CASENET = ERME : 312-85
= EHEE : 20 = EEEE 20 = EBEHRE 20
= ERER : 50%8 = ERER : 50%E = ERER : 50
225

EISM  €[CISO CSA

Certified Information  Security Management Certified Chief Information Security Officer
* BRI : 512-50 = ZREE : 712-50 - ERHLEE - 312-39
* B 20\ « EHIEM 2.5 . EHISE ; 3
= ERER : 15078 - EHEEE : 15088 . ESEEY - 1008

= RBTE : EIRBBEIREC-CounciliREEE - OB BEREEER  BTRSEHERABHIEL100T 2 EMEZLE -

= EFEER ¢ (1) \HGEIEEEH (CEH Practical ERIM - (2) CCISO REMEAMRAEES -

= EBRE . RBAENEREEER— -

= EHEL . 2ASEERHUBRP L (CEH Practical Zi oM
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EC-Council Certified Network Defender Course

1. ZHEEAE

2. PEEZEEEAS

3. HERZ 2 RKIiTA L EE

4. V)P Z 40/ AAEE TAZEM

ZESTH MU TR EF B E Rl A

NINS : 4388 B FE 248 B/ IR 75

1. Computer Network and Defense Fundamentals(ZEAS#3 F € 1)

2. Network Security Threats, Vulnerabilities, and Attacks(#BREZEE 5 « 5585 AKE)
3. Network Security Controls, Protocols, and Devices(#3#8 % 2124 - 17 E £ 4H)
4. Network Security Policy Design and Implementation(Z £ B 5k & 5T A E Jiff)

5. Physical Security(Zf2Z %)

6. Host Security(38{EFH#ZE)

7. Secure Firewall Configuration and Management([5 X & #H A5 E2 5 38 )

8. Secure IDS Configuration and Management( A R1E I 2 A 40 AR EAEIR)

9. Secure VPN Configuration and Management(E 5 fh A 48 E& 4 A5 S 18)

10. Wireless Network Defense(7T 45 AR A8 E5 FH L)

11. Network Traffic Monitoring and Analysis (48 7t & B #EE2 3 A7)

12. Network Risk and Vulnerability Management(48 & /& b 5155 B & 32

13. Data Backup and Recovery(Z i {7 B218/R)

14. Network Incident Response and Management(48 5 B S 14 E32)

1. SRBAFRILE—RFBFEE " EC-Council Certified Network Defender Exam(Z R B (L85 : 312-38 - [REUSD550) . - BRFRERER
exam voucher codeM E & B AAEH /0BT E LB KR
CREAREE - WFE—REHKY - HRIEHEZEZTBEUSD199(RMEE EFHUSD249)
CRRRRERE - HEERES0%W M EEBEERRREIIES
.FREE—FRN  B-RARERE—REEIHE
. BRI Z EERFFE%09:00~18:00
.REBERR
BERERE : BRINBETARSHE ZHERERMENTSS3,2007T
BAREE  2NMREITHESREERSE - =A5MEBEENTS28,0007T

o G~ WN

CEH : EC-Council CEHEZ & 111 8 K 70 75 iR 12

EC-Council £& &% Fi0(SOC) TN Z2 55 112

EC-Council Certified SOC Analyst Course

1. SOCHHTEM (55— AR FEE _4R)
2. ML ERE
3. @M T2
4. BEEFHEDTED - MEMHERITAS
5 EEZ2ESENUREEABRZRRENERZEEEAE
6. L E HHED
7. A28 R RSOCH BRI A
EBRTHMU TREMEHERIMEET - AEEERERETEARIMENE
CND : EC-Council CNDABEBH 258 5 30 357812

1. Z2BEMEIE(Security Operations and Management)

2. THRMAEEE - loCFIXE /5% (Understanding Cyber Threats,loCs, and Attack Methodology)

3. £ - SHM B (Incidents, Events, and Logging)

4. BHEBHEIEZ 2B RBHEER(SIEM) (Incident Detection with Security Information and Event Management(SIEM))
5. MR B BEE1Gm = 41%85E 71 (Enhanced Incident Detection with Threat Intelligence)

6. B ERIRTE R R ES 7575 (Incident Response)

1

CHRBAREEE—RREER "TEC-Council Certified SOC Analyst(R{EUSD450) 1 - FBiRiRI2455R KRexam voucher code iR RZREAHEF /LB
TEREARRE

CBBRAREE - WFE—REHKLY - RREHEZESBEUSDI149(RMEZEERUSD199)

PRIEAERE - HFEERE0%N L L E TR R AEIES

. ARAE—FR - B—RERERE—REREIHS

. BRIz EEREFE709:00~18:00

. REBERR
PREZRE  RRIBATHEZHE =ARREBBENTS37,0507T

ECIH : EC-Council ECIHE Z 514 iR S0 R 12

o oA WwN
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EC-Council CEHE E 11l K28R 12

C EH EC-Council Ethical Hacking and Countermeasures Course

BEHR BEBERZEEIZAMELZAE BZUREAE - HREYMKTERDE

3 TR LU R AT B R lTAE
BEHE oD EC-Coundil CNDER M SR BmRE
1. Introduction to Ethical Hacking(7 #2181 8iE = A 2) 12. Evading IDS, Firewalls and Honeypots(#31 A f21e3l/F7 X & &2
2. Footprinting and Reconnaissance (52 £ ¥k 44 FS BN B 40 B B &) FBRM)
3. Scanning _Networkﬁﬁ@ﬁﬁﬁi%éﬁ%ﬁ%ﬁ%ﬁ) 13. Hacking Webservers(A (& 481k)
4. Enumeration (52 %45 & fl) 14. Hacking Web Application( A 248142 3)
o 5. Vulnerability Analysﬂﬁ%%ﬁﬁ’fﬁ) 15. SQL Injection(Z IR HE I EE)
EERS 6. System Hackmg(AE%j%‘u%%) 16. Hacking Wireless Network( A {2 4R 4915)
7. Malware Threati(%?%\&iﬁ)ﬁg) 17. Hacking Mobile Platforms(A{Z1TE1F &)
8. Snlffers(ﬂﬁ_ﬂ%%ﬁ:m@li%%) _ 18. 10T Hacking( AR ¥ Bt #4)
9. Social Engineering(#t 32 T#2) 19. Cloud Computing(Z1#iE&)
10. Denial-of-Service (FE Eff AR 75 T 5 £2 R i 48 %) 20. Cryptography(Zi5E2)

11. Session Hijacking(GE4R #11%)

1. BAREIE —RFBEE " The Certified Ethical Hacker Certification Exam(Z Rl BRUSE : 312-50 - [RIEUSD50), - HRINREZARR
exam voucher codeR E3E B 497 /0B 1T & e B 7 5

CREAREE  ME—REARY - FRRHSEEEZ(EUSDIS(REMEEEFRUSD499)

 REREFRE - HERES0% FERERR EMASIES

.FHREE—FERN  BA—RARERE —REEZHE

BRI LR %09:00~18:00

REEEAE

BEREEE  ARIBATARSHE  ZAFRREZMENTS61,7507T

BEEHRE  2NREITHESRBERSE - ZA5MEBENTS32,50070

BUEHEERIZ  ECSA : EC-Council ECSABRZ DT E R 055 :R 12

I

(SRS FNFRUNY

CEH Master 5B

CEH AR :3e BB ifE E

CEH Practical Exam Review

BERAR{SCEHR B E BT M CEHR 12 B 1 EVS CEH PracticaliR & A il &

ERETR T REMEERIEE D
CEH : EC-Council CEH®ZZ 1 i1 5 X i3 35 ir iz

1. RS RIR 4. ZFWBFEDT
2. ABRE BRFS IR RS A AN 51 2 5. MMIEEBF AN
3. BERENH
1

MBARREEE —RREFEED " Certified Ethical Hacker (Practical) (JREUSD550) s - FBH R4 R FRexam voucher codeiEC-Council #8115 B
THREER
2. BEAREE  NMB—REAKY - FRIRHEZEEEUSDIS0(FEREEEFHUSD550)
(e 3. FHAMCEHZEEZE « 1B BCEH Practical £ - [RMEPR1ZEECEH Practicalz& 8 - 5 9MF1% 8 CEH Master(CEHAEM):E B8
4. RRIZALX30 K Lab s FHEIR
5 [REREERA R :
_F3@1§3%CEH : EC-Council CEHEERITERDERIZES - I]Z2020F 128 IATRNT 2 4R - =EHENT25,00070

B#EERIE  ECSA : EC-Council ECSABZ DT E R E iz

TR AN

[lEg % = £ B — 11ounod-03

AREAR

anaﬁa ©)|mes rTarEREER2 e, BIZEEL2BRER

EC-Council CTIA B Z 1582t BEx 2L

CTIA EC-Council Certified Threat Intelligence Analyst Course

BEHZ BEBRRZBRIAMEZAE BZREAS HEBBEESTERDE
EETARU T REFEE AL

BEXE  GEW . EC-Council CEHEXERITERARE SRR
1. Introduction to Threat Intelligence({iz8 & B 1B &) 4. Data Collection and Processing(Z 1 I &£ 532
smim s 2. Cyber Threats and Kill Chain Methodology (48 &% /& 22 £330 #% §%) 5. Data Analysis(& &3 47)
? & 3. Requirements, Planning, Direction, and Review(2235K  #&l - 5581 6. Intelligence Reporting and Dissemination (15 & 87 A {F1E)
1RET)
1. MEAARREZEZE—RRFEED " Certified Threat Intelligence Analyst(E X E B RSE - 312-85 - [RBEUSD450) s - FHNERIZ45 R KRexam voucher
codeMEIREMRER PO BTELEAFE
REAREE  NBE—REHRY - FHRREHBEEEBUSDI49(RMEEZEHUSD199)
irETE RREERE  HERE%W FEBEBREREREIES

FARAER—FAR  A—RARERE - RERZHKE

AR 2 R E4509:00~18:00

ARZBEORE

ERERE  ARIATHREHE  ZAFRSEEENTS37,0507T

BIUEHEERIZ  ECSA : EC-Council ECSABRZ DT E R 055 -5 12
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EC-Council ECSAE LA {hEFRERIE

ECSA EC-Council Certified Security Analyst Course

BEHZ MERBEES - HXEBEES - ENZENHAE - KRLZZ O
TR A BEREEEERXIN &AM ERERRIMENE

1. Penetration Testing Scoping and Engagement Methodology (742 Rl 55t &6 i 21 45 47)
2. Open-Source Intelligence(OSINT)Methodology(1&E5)
3. Social Engineering Penetration Testing Methodology (#1132 T12)
4. Network Penetration Testing Methodology-External(9h 48232 Rl ()
5. Network Penetration Testing Methodology-Internal(I43:53% il )
RERE 6. Network Penetration Testing Methodology-Perimeter Devices (#3523 225 Rl
7. Web Application Penetration Testing Methodology(481i572 37838 35 75 5%)
8. Database Penetration Testing Methodology (3 i} /5% 3 il 73 7%)
9. Wireless Network Penetration Testing Methodology (F& 4R 4815 2 & Rlst 75 7%)
10. Cloud Penetration Testing Methodology(Z 1781 I 75 7%)
11. Reports Writing and Post Test Action (155 % &5 Bl 55 & 48 20 1F)
1. SBRAREIGZE—REFEEZ " EC-Council Certified Security Analyst Certification Exam(E7 Rl B U5% : ECSAV10) - [RIBUSDI99 . - HIRIZLE
R &exam voucher code MR EAEF /0O BTELEARE - A5REREM IS SE A H R 758 (LPT, Licensed Penetration Tester)fV#E(E
BAENE
CIRBAREE N —REHKRY - HREMEZEBEUSDIS(RMEEEFHUSD499)
R . RIBERE - HEEE%W M EFEEREREIIES

.FRBE—FR - B—RAREEE-—RERZHES
. BRIz FRIFRE%09:00~18:00
 REEETR
ERERE  RRBATHEEHE =ERSEEENTS64,6007T

o g s WN

BEWBRE  CCISO : EC-Council CCISOEZ K :8/EISME Z IR N B iz

ECHBE (©)k@ER TRREREER2EE, RIZAER2ERER

EC-Council ECIHEZ g 1= I8
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% EC-Council Certified Incident Handler Course

o3

Eoss BERBHEES  BURRTIHEES BEUFHAS  2ABHTHASR - ELEIAE - 2AEEE - 2F LM - HXESES - ITEEFY
¥ HnTHEAS
e e EESTRM T REMEAEREEN  AREFRBRELEARIENE
? CND : EC-Council CNDAR S BH &L K 308 37 42
. Introduction to Incident Handling and Response (& %2 514 1 1 B2 382 52 0] FE & 1T)
. Incident Handling and Response Process(&ZE 4 B R IENTEF)
. Forensic Readiness and First Response (£]1iz £ 8 £2 55 — 5 i [z FE £ Rl))
. Handling and Responding to Malware Incidents( 220 Fris BB IS 4 FE 1 22 R 12 R 1)
. Handling and Responding to Email Security Incidents(Z8FZ3 1 AL HO B 1 B (4 e 3 B R 3B [R Al
. Handling and Responding to Network Security Incidents (48 5 5 F & A% 1 /5 18 55 14 e 45 £ iR 32 [R 1))
. Handling and Responding to Web Application Security Incidents(#8ik & 48 35 F& FA T2 TUFT3E Ak R B i S5 1 FE 4 B i 38 [ Al)
. Handling and Responding to Cloud Security Incidents (=1 & F3 Fr i Al O 1Bt S5 (4 FE 4 21 R 32 (R A )
. Handling and Responding to Insider Threats(AIS0 & 2 F7 i A% 10 it S5 4 e 49 22 iR 32 [R Rl
CIRB AR E —REREE S " EC-Council Certified Incident Handler Certification Exam(Z:FI B {485 : 212-89 - [RfEUSD450) ., - FHR:E
1245 =R Rexam voucher codeNEZBEHRE PO BETE L ERNE
HERREE  NMBE—REAKRY - WRREHSEZFEBMBUSD149(RMEEEHUSD199)
. ECIH v2E SR A3/\FE - ZlBEER100BRIER  ABBABEHT0%
 RREERE - HEEES0% M FEREERRREIIES
.FREE—FERN B RARERE—REBIHE
. BRI - ERAFE%409:00~18:00
HREEEHE
BRERE  BRINBETARSHE ZHARRERMENTS37,0507T

BEMEBRE  CEH : EC-Council CEHEZZ KT B R 0:E R 12
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EC-Council Disaster Recovery Professional Course

FEN=E S MEEREEES  HBEES - 2#EEE BARXBARAS - EfXZ A8

EESTHMU TR EMEERIMEE - AFEFERRRETERRITENE

ECIH : EC-Council ECIHEZ B4 ERIE 8 R HE R

1. Introduction to Disaster Recovery and Business Continuity(S$## 18Rt 2B 2B BT ENR)

. Business Continuity Management(2E 585t &)

. Risk Assessment( /& B 5 i)

. Business Impact Analysis (BIA)(BZEZ 1)

. Business Continuity Planning (BCP) (B335 &85t &

. Data Backup(Z & 1)

. Data Recovery(EHE/R)

. Virtualization-Based Disaster Recovery(E #Hr1E K ZE/R)

9. System Recovery(%#1E/R)

10. Centralized and Decentralized System Recovery((£ P = 29 BT 2 2 B[R AV EIE)

11. Disaster Recovery Planning Process(SX 28 [REt E2 )

12. BCP Testing, Maintenance, and Training(E 258 2E 5T EIE 205 - #ERIIR)

1. B ARREE —RFBEE " EC-Council Disaster Recovery Professional Certification Exam(Z& & B85 : 312-76 - [R{BUSD450), - &=
RiR245 %R KRexam voucher codeNERBEAAE H P OBITELERHE

CHEAREE  WE—REHAYN - HRREHEZEZREUSD199(RMEEEFHUSD249)

. RRERE - HERES0% U FERRER R REMAENES

. ERRERANE - EHEER150BEER - AEBAREHT%

.FRBRE—FR  B—RAREEE—REREIHE

. BRI Z EERRFE7$09:00~18:00

 AEBERE:
EREEE  FRIBATHREEHE =ARRERMENTS64,60070

BEERRIE  CEH : EC-Council CEHRZE KT E K& iz
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EC-Council Computer Hacking Forensic Investigator Course

BaH% BEAE BEZMEANE - BEAAGEEE AU BMERRNTAEDBE
EFHTRL T REZFMEEREET - AEERFERBEERRITRENERERRIMENE
REHH « #ESTIBRRIZECIH : EC-Council ECIHE R BRI SR HRE
- HEPSEHEFRIZECEH | EC-Council CEHEE B R HREZ
Computer Forensics in Today's World (28 58 42 )
Computer Forensics Investigation Process(ZE I & 12 )
Understanding Hard Disks and File Systems(F&fif 8215 2 % 4%)
Data Acquisition and Duplication(Z R & B £ 15 2)
Defeating Anti-Forensics Techniques (f 2 52 $& 383 15)
Operating System Forensics(1F2£ % #8554
Network Forensics(48 2 i)
Investigating Web Attacks(FAZ= 4815 %)
9. Database Forensics(& 3} EE &5t )
10. Cloud Forensics(Z= 1 % i)
11. Malware Forensics(FBEE T i)
12. Investigating Email Crimes(FA& & ¥ F4IESE)
13. Mobile Forensics(1TE1 5 & i)
14. Forensics Report Writing and Presentation(13 55 £33R & & 845 58 )
1. WA AR E—RRFEEF " The Computer Hacking Forensic Investigator Exam(Z& R B 5% : 312-49 « [REUSD650), - BRRELR
#Rexam voucher code MR EHHE R P /0 BTE LB G
CREAREE  ME—REARY - HREHEZEZ(EUSD299(RMKEEERUSD399)
CREAEFR  HERES0N ERERREMSNIES
.FHRBE—FR  A—RARERE—RERIES
. BRI Z EERFFE%09:00~18:00
. AEBEAE:
ERERE  FRAETHREZSHE =AFRREERMENTS64,6007T

BEEREZRE  CTIA : EC-Council CTIA Bl BEEN T ER D BRIE

BERNE
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EC-Council CCISOZ XL RiIE/EISMELIKIE AFIEERIE

CCISO EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course

Eake 1. BERAREXRELLBARNELR 3. WA Z T SR EMH A RRE
= 2. B2 7RE - REEERE
TR B Z 2 ARAMEEERAR
Domain 1 : Governance(;&%)
Domain 2 : Security Management Controls and Auditing Management (& & &2 H 5 i B TE 2 S I1E)
HRIERE Domain 3 : Security Program Management and Operations(Z 2 &t & &2 B {FE)

Domain 4 : Information Security Core Competencies(& Z 1%/ #i5E)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management (& B 14 #7 &I & 4 75 £ (1 FE R 232

1. MERFREEE —REISMELZLBARBEA(EANBE AR : 512-50 - [REUSDI9Y) - B BIEEXENFN - BOREEZEEUNRE
HAPRASE A EISMARRE & 7t

2. CCISOREZEEEREZFIE - SMAREBEIRBEE100=T(EHR BN : 712-50 - [REUSDI99) - MNEEARTEEREREEISMR
& EnERREEEWNARERAKFEI BEEXERNBEN)TREISMBEER ; BIBCCISORZEEEZE - UREISMAEEHH7
RBCCISORFEE - HiFIRIAMIRZCCISOREET

3. BB#ECCISOE  WEAThAFEZIEERAFLFLR  FARCERYBEZUNRETFEE ; 2MREE  ERELAEET - =
REFEEROFTIEER

4. HEAREFSBEREBABILRAR © http://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

BIEWERIE  CISSP : CISSPELRAMBERDERIE

BEEER

CASE & M%Eﬁ "THREREEREZERH. BRTCEBLEETEER

EC-Council CASE Javafg 2\ 22 T12RM:375:0 42

CASEJava EC-Council Certified Application Security Engineer Java Course

m
Qo
(@)
o)
C
=}
=)
\ EaYe 1. 28R EJavaE RIS LER 3. TEsES R A - EEREEREXNZEZEHEAE
= 2. BERRJavalE X2 TRM/ZE DM/ HEEAS
B TEH AN Java SE - Java EE  WebfE 2R3 45
ﬂi{ 1. EREANZ:  RBHEKE 6. B MEZERIBETS
2. EREXZ 2T RIE 7. Session=1E
&t REARE 3. ZEERAENRTHEE 8. HERBRELEIRBE
S 4 BARBLZZIRBET 9. FFREAFARE AR L2 A5 (SAST & DAST)
i 5. ERIEIE 10. R M EREE
= _
= 1. SRBAREILE —RFBFEEF " EC-Council Certified Application Security Engineer Exam(/R{BUSD450) 1 - iR iR #2455 Rexam voucher
codeRNEREMEHR DL BTELEHARE
CRBAREE - WF—REHKRY - HRIEHEZEZTBEUSD199(RMEEEFHUSD249)
waEE RIRERE - LFEERES0N B BEERREREIIES

. ARBE—FERN - - RARELE—RERIHE

. BRI Z LEREFE7209:00~18:00

. AEEEAR

ERERE . FRIATHREHE  ZERREERENTS37,0507T

BEHEFE  CBP : IIB CouncilB 2B R R R 12

o 0AWN

CASE%ﬁa 1&&&% "THREREERZER. BRTCEBLEETXER

EC-Council CASE .NETIER RN L ZE TIRENER5 812

CASENEt EC-Council Certified Application Security Engineer .NET Course

. 1. 28 ENETEB R AR 3. LFsEM R - A - ERNRERARIZEZEEAS
= 2. BEAMRNETEARNEZ T RENEZHENELNHEZEAS
Sl EREEACHIEINRER
1. ERERANZE BEHAKRE 6. MERMLZEHISEE
2. BERRRZETKKE 7. Session&=1#
REAR 3. TR ERAENRETERE 8. HREELTIRBEY
4. BABRBLZIRBE 9. FFRR B AR EFIE TN Z 2 AIE (SAST & DAST)
5.t R B 10. R ENEHHE
1. AR REEZE—RFEET " EC-Council Certified Application Security Engineer Exam(JRfBUSD450) 1 - TR ERTE 4% 5k /Rexam voucher

codeNEIRBHEEH PLBTECEARE

WRARESE - B —REAKRY - FRREHEZEIREUSD199(RHEEERUSD249)
ARITAERE - HFERIES0% L L E B R BERRBmAIEE

FRAE—FA B RAREEE—RERZHES

BXY 7 RS 4309:00~18:00

AREBEELR

EREEE . FRATHBREHE =ERRERENTS37,0507T

BEHEFE  CBP : IIB Council B IR X 05 R 12

BEEIR

REGRCIRN
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[1B Council 432 43 B8 B ZE W IS 448 (Institute of iBusiness Council) @ 2 Bk 55 — @12 (L B 23l A 1 EE U B A IE A KRR as RO
& - 1IB Council 2EC-Council S BRI 235l 3RFT -

IMTMERERBERNTERSELZERCOMEERRE - LEASH - BUT - Rig - ¥R - 558 - BERRSTSITHEPER
H2E - BRES—ELANSEIR  ARCHERXSNESE - BERTIFES PO EENER - HEFNERE - BELER
REEWANN ~ 1ECsl Bk -
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