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o+ LICEHE @SB RERBHE  EC-CounclFf R HHMERENZ2 BBEMLHBE0EES - LHSZHNANERREE <
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etwork  Defender Certified Ethical  Hacker EC-Council Certified Security Analyst
ﬂ@ﬂ%ﬁﬁ%@zam' BRERMER BEZNMER
= ZERLEE : 312-38 = ZRLEE : 312-50 = ZERLEE . ECSA V10
= EHISRE : 40 = EFIGE : 40 = EHISRE : 40
= ZHREE : 10078 = EHREE : 12578 = ERES : 15078

BREMHEERT

™

Disaster i
E c I H c H FI EC-Council | Recovery
Professional

m

Computer | Hacking Forensic Q

EC-Council Certified Incident Handler INVESTIGATOR O
=%z = =tz o ABE i 2 = B2 7 = )
ERBREES EREAPEER HRREEREX <
a.

= BRI 0 212-89 = ERMLER - 312-49 = ERMLEE 0 312-76 |
. EHIEH 20 « EHER 40 « EHEE 20
- EHEY : 508 « EHBEY : 1508 - EHEY : 508 BT
i)
— ﬁ N
ZEi2 B &
SH
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IR

JAVA

C/ASE C ASE CTIA

Threat  Intelligence  Analyst

Application  Security  Engineer Application  Security  Engineer
= EiH 5% - CASEJAVA = EiH 5% - CASE.NET = BRI 312-85
= EHEISRE 20\ = EHISRE : 2/ = EHISE : 2/
= Y 50/ = EHEY : 50/ = EH B : 50/

EISM C/CISO

Certified Information  Security Management Certified Chief Information Security Officer
= ERE : 512-50 = ERMLIR : 712-50

= EHRE : 2/\F = EHEISE : 2.5\

= EHEE : 15078 = EHRER : 15088

= MEBMIE . ERWEEEREC-CouncilREEE - TBBERRKZER -

= EHEER . () BRIPTRBZARAESESHES  FAEREHORGLEMES - (2) ECSA - LPTRCCSORBMEFNTEE LS -

= EIBRE . KBARRERERER— -

= EEhd . ESMRREEERAEIIRPL -

« BEFH  BHAEK7-10TFER(A2EE) T EASPENMIAEFT T -

= FBEREE : B52009F151H# - BRCCSOBRMIE 2 - HAEC-CouncilBIRMIIR=1F - MFEMIFBRY - ZFERNTFRE12084ECE -
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B2016F181H#E - EC-CouncilEEBMRFERE80TT - MHIKEEER - HAECASOHLPTANKAERMEBERMEFEERM : CCISO/EE1007T - LPT/E£2507T °
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EC-Council CND#8i& [ E R X EREE 712

EC-Council Certified Network Defender Course

AMEBAE 3. HERT ERiTA EElE
?HV&%A@AE 4. FIBE 2 4/48 8 TAZEM

ESEp T REFRERIEE

NINS : #8388 B FR 2248 EIR AR 75

Computer Network and Defense Fundamentals (28 i 48 B B 7% 18 &)

Network Security Threats, Vulnerabilities, and Attacks(#85Z 2 E & - 52H B EE)

Network Security Controls, Protocols, and Devices(#8#§Z2 2 14| - 173 E 258 )

Network Security Policy Design and Implementation(Z 2 B %<& 51 B & Jiff)

. Physical Security(Z52% %)

. Host SecurityGR{EE 2 =)

. Secure Firewall Configuration and Management(’ X i 48 25 B & 38)

. Secure IDS Configuration and Management( A S {8l 2 A AR EAE IR

9. Secure VPN Configuration and Management(E fh A 488 4B A5 1 E18)

10.Wireless Network Defense(7T 45 55 43 48 & b7 22

11. Network Traffic Monitoring and Analysis(48 it & B 2 3 47)

12.Network Risk and Vulnerability Management(48 5 /& b2 2155 B E 32

13.Data Backup and Recovery(& i 1) B8 R)

14.Network Incident Response and Management(43 5 B S 1 R 12)

1. RBAARIEIE—RRFEE " EC-Council Certified Network Defender Exam(E &Rl B t5% : 312-38 « [RfEUSD450) , - FERFEEMERR

exam voucher codef E 32 B AAEH /0BT 5 B FRE

BERE  HERE%U L ERERRRmENFS

HREE—FERN - B— AR ERE—REEHE

BRIz LR ~E%09:00~18:00

REEESE

FREZRE : RRINBTHHEZHE  =AFRREBENTS53,2007T

BEEREE  2NMREITHESEERAS R  ZA51TEEMENT$28,0007T

BEMFERE  CEH : EC-Council CEHRZZ X T B R 5058 srie

CEHIRi
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FERE
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EC-Council CEHEBE R i HE X528 :32

EC-Council Ethical Hacking and Countermeasures Course

BEHZ BEEBERZBE/ AMEZAR BZURAS - HRERMHRITA REE
BRI N ERE P BB RAITEEN

BBAA  oND : EC-Council CNDEB S RER 1881
1. Introduction to Ethical Hacking(N#AfAIzEEE AR) 13.Hacking Webservers( A {2481i)
2. Footprinting and Reconnaissance (52 £ Wk ## 55 i B2 48 % # &5) 14.Hacking Web Application( A {RABILFZ ()
3. Scanning Networks(#8#5 AR 75 £255 217 14) 15.SQL Injection(E I FEHE K E8)
4. Enumeration(3l£8 2 & 3) 16.Hacking Wireless Network( A 2 4R 4855
5. Vulnerability Analysis(35 2573 47) 17.Hacking Mobile Platforms(A{Z1T&1F&
N 6. System Hacking( A2 &S £ 4t) 18.10T Hacking( A R ¥t 48)
RERNS 7. Malware Threats(BER2XH Z) 19.Cloud Computing(EiiEH)
8. Sniffers(#8HE B IR EA T &2) 20.Cryptography (5 £2)
9. Social Engineering(1t3X T #2)
10.Denial-of-Service (P ff AR 75 T £ £ 152 @ 48 %)
11. Session Hijacking GE4R #13%)
12.Evading IDS, Firewalls and Honeypots(# i A {216 5l/F5 K % B2 55 1 2 475
1. A RREEE—RDFBET " The Certified Ethical Hacker Certification Exam(Z# B3 : 312-50 - [REUSD950). + BRRELERE
exam voucher codefA E 32 B AAEH /0BT 5 B KRG
RIRERE - LFEERE0W B BEEREREIIES
EEE HRARE—FRN - A— AR ERE—REE#E

BRIz FRERE%09:00~18:00

REBELE

EREEE . FRIBATHREHE  ZEREREBERENTS61,7507T
BLEERE  2NREITHESREERSE - =A5MERENTS32,5007T

BEMEBERE  ECSA : EC-Council ECSABZ AT ERE Iz

.U‘."‘.‘*’.N
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EC-Council CTIA EZEE 2 IHER

CTIA EC-Council Certified Threat Intelligence Analyst Course

BEHR BEERLREIIZAHELAES BLXHEAE HEBBEHTEERE
FEH N B5eE E#EC-Council CEHEZ BT E R BB 3 28N
1. Introduction to Threat Intelligence({zE & B 1B E)

2. Cyber Threats and Kill Chain Methodology (48 /& 2 £1 8 #% %)
T 3. Requirements, Planning, Direction, and Review(Zk « 2| - 15 E£15T)
& 4. Data Collection and Processmg(ﬁﬂuﬂlx,JEE)
5. Data Analysis(E& 73 47)
6. Intelligence Reporting and Dissemination( &5 18} £ 5 1E)
1. BARZBIE—RFDEE " Certified Threat Intelligence Analyst(EL R B RS : 312-85 - [RIEUSD249) s - FRRIZ4E R KRexam voucher
codeNEREAZEH PO BT ETEARSE
REERE  HEREW FEBERERREIES
HHAEE HREE—FN  B—RAREEE—REEHE

BRI Z FaRRE%409:00~18:00
AEEELR
ERERE  ARINBATHREHME AR RBEERENTS37,0507T

BEMEBRE  ECSA : EC-Council ECSABZ DT E R0 Rz

ECSA%%

[Nl

EC-Council ECSABE LA ER

ECSA EC-Council Certified Security Analyst Course

FEI=ESES PERZBEES - PXEEEE - BN HEAE - RFEZEHED
FEBHH BEREEEZERE TR ENSEEREME NS

Penetration Testing Scoping and Engagement Methodology (7232 ll 2 £8 I8 EA 4% 47)
Open-Source Intelligence(OSINT)Methodology (155 )

Social Engineering Penetration Testing Methodology (#1232 T#2)

Network Penetration Testing Methodology-External(9h8:2 1 fllE)

Network Penetration Testing Methodology-Internal(FR#48:% & 8l5t)

Network Penetration Testing Methodology-Perimeter Devices(48# B2 2 &2 B Hl)
Web Application Penetration Testing Methodology(#81k 72 =238 Rl 7 75)%)

Database Penetration Testing Methodology(E& it} E2 2 fll5 75 5%)

9. Wireless Network Penetration Testing Methodology (F&4R #8135 % 125 75 77 7%)

10.Cloud Penetration Testing Methodology(Z1#:2 3 HlH 75)%)

11. Reports Writing and Post Test Action (155 R & 8Ll & 420 1F)

1. B ARREIE —RFPEER - TEC-Council Certified Security Analyst Certification Exam(Z:t &I 5% : ECSAV10) - [RfEUSD999, - FERiERE
#5258 Rexam voucher code MR ERE T PO BITE R E ARG - AsRER R0 RS 2B AR ERE (LPT, Licensed Penetration Tester)f#
BEBRE

. ARMERE - HEEES0%M EREERRRAEIIES

HmBE—FR  B—RAREEE—RERIHE

BRI R E%09:00~18:00

RIZBEHE

PRERE : BRIMNETAREHE  =HRREZMENTS64,6007T

B/E#BRE  CCISO : EC-Council CCISOEZ R &/EISMEZIE N R ER2

[lEg % = £ B — 11ounod-03

0 LSCCIIES D =

CEESE
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ECIHERS

BEHR

REBHH

AREAR

HBESEE

EDRPIRE

FEl=EIES

RENE

BERE

BEER

BEHERE

EC-Council ECIHE L& # T8

EC-Council Certified Incident Handler Course

BLEHEES  BURRKRTIHEES BBEAUEAS 2ABUTHAS - ELEIAS - 2ABEE - 24 120 - FHIXEEES -

HiITHBEAR

BRI NREMEEREES  AREBERRAETEARIENE

CND : EC-Council CNDA BB 22L& R 3038 iR 12

. Introduction to Incident Handling and Response(& % 55 14 i i2 12 £ [B] FE 5 17)

. Incident Handling and Response Process(& % S+t EIENEF)

. Forensic Readiness and First Response ({11 i =8 £ 55 — 5 8 [z FE2E 1)

. Handling and Responding to Malware Incidents(8 22 0 A iE B B9 /B i B 1 e 49 £ iR 38 (R Al)

. Handling and Responding to Email Security Incidents(E& ¥ E 4 FT & A% 1 /e 1 S5 14 g 9 £ iR 32 R Al

. Handling and Responding to Network Security Incidents(48 & 5 B2 Ffr3E pi 1 /5 14 55 4 g 1 E4 iR 32 R Al

. Handling and Responding to Web Application Security Incidents(48314 & A8 5 fE A2 T0 P& Al A B S e 3 B R 3B R Al

. Handling and Responding to Cloud Security Incidents(Z= i F& F3 FT 15 A% i fE 14 55 14 £ £ IR 32 R 1))

. Handling and Responding to Insider Threats (/&0 &l 2 Fris AL Y B 14 S5 14 FE £ 2 f2 32 [R Al )

 RBZARIEME—RRFEEH TEC-Council Certified Incident Handler Certification Exam(Z & &I B {55 : 212-89 « [RfBUSD249), - TR
2455 FRexam voucher code R R R EAE R /0 BITE L E A EE

.ECIH v2EH BRI/ - BHEER100B 2R - AEBREHT0%

. RIRERE - HEEES0%W N EEBEEREREIIES

.HREE—FEAN B RAFERE—REEHE

. BRI FREFRE7%09:00~18:00

 REERAE
BRERE: HRIRBETAREAHE =HAERREBMENTS37,0507T

= ©O© 00 ~NO U~ WN =

oA~ WN

CEH : EC-Council CEHEE & i EXREHR1Z

EC-Council EDRPEZR EEBREFEXIEBEE

EC-Council Disaster Recovery Professional Course

MERAEEES - HXREES - 2MEHEE - BARARBRAS - BAZEAE

ERSTHMUTREMEERNEES  IEEEREREERRIENE
ECIH : EC-Council ECIHE Z Gt E 18 S50 R 12

1. Introduction to Disaster Recovery and Busmess Continuity X #HE[RET B L ZERFEAENA)
2. Business Continuity Management(= &5 4 5128)

3. Risk Assessment( /& & =Tt)

4. Business Impact Analysis (BIA)(EZ£E & 047)

5. Business Continuity Planning (BCP) (B #&5E2EFTEIE)

6. Data Backup(E& f&E1)

7. Data Recovery(ZR1E[R)

8. Virtualization-Based Disaster Recovery([E#HRIE K ZER)

9. System Recovery(R2#1EF)

10.Centralized and Decentralized System Recovery(52 P 2D BT 2 A 18R AVETE)
11. Disaster Recovery Planning Process(X 18 [RET E12F)

12.BCP Testing, Maintenance, and Training(B 3 FE 2Bt 2IE 2 - 4B RIIR)

1. SR AARIERL X —RRFEET " EC-Council Disaster Recovery Professional Certification Exam(Z &l B 5% : 312-76 - [R{EUSD450), - &
HRERTE4E R Rexam voucher code RN ERBHAEH PO BTE RS S HE

. REAERE  HEERES0% M EREEEEMAIEE

 ERRERANE - EHEER150BIRER  BEBRERHT0%

.HREE—FR  B—RARERE—REEIHSE

. BRI FERREE%309:00~18:00

. REEEAE
PREDRE  ARIEATHESHE ZEFRREBRENTS64,6007T

CEH : EC-Council CEHEZE R T E R a1

o g~ wN
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EC-Council CHFIE 28l EE KRG R12

CH FI EC-Council Computer Hacking Forensic Investigator Course

BEHZ HAANE BZUEAER - BAZAEEE - U BKEERITAEERE
EETAU T REMEFRINEY  AEEABREERTINRENSRERZMENE
FREE - EH#EIBIRIZECIH : EC-Council ECIHE Z B R IR S0 8312
« EFREEIRIZCEH | EC-Council CEHEZE BT SR E A2

. Computer Forensics in Today's World(Z5 i &8 42 5%)

. Computer Forensics Investigation Process(& i #12 F)

. Understanding Hard Disks and File Systems (& fift B4 28 £ 47%)
. Data Acquisition and Duplication(Z f & B £ 18 )

. Defeating Anti-Forensics Techniques(f ##2 =z & #81 15)

. Operating System Forensics(1F2£ % #8%:8)

. Network Forensics(#8 25 $&55)

. Investigating Web Attacks (A& 4815 K &)

9. Database Forensics(& 1 & 5)

10.Cloud Forensics(Z 1 :8)

11.Malware Forensics(ZB 2T #5)

12.Investigating Email Crimes(FA& & FE4IE3E)

13.Mobile Forensics(1T &) 35 & & 5)

14.Forensics Report Writing and Presentation (15 5 £33 & #3445 R )

1. BARZIE—RFEE " The Computer Hacking Forensic Investigator Exam(Z R B UK : 312-49 - [REUSD600) 1 -+ T ERIZ4E o8
/&exam voucher code R R B E X P /OBITECEAGE
. RRAERE - HEXRES0% U LERER R RMASIES
.FREE—FERN  B—RARERE —REEZHE
. BRI Z L ERRFE%$09:00~18:00
. REBELE
BRERE : BRINETARSHE  =HRRERMENTS64,6007T

BIEERBRE  CTIA : EC-Council CTIA BB EEN T ER D Brie

0N O WN =

RERR

BEEE

a b wN

@) coisoms
EC-Council CCISOZ LR E&1:E/EISME L I8 N5 212

EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course

[lEg % = £ B — 11ounod-03

1. AEREABEEZREANERR
FEI=EES 2. EMZ 2 7RE - RETESEE
3. WENZ 2 EEEMNHE DS
FEBHAH Bl Z E AR ME A R
Domain 1 : Governance(;&3%)
Domain 2 : Security Management Controls and Auditing Management (& 22 & 12| 15 i £ TS 12 S 1E)
BN Domain 3 : Security Program Management and Operations(Z 2 5t = &2 B {E )
Domain 4 : Information Security Core Competencies(& 1%/ i#i5E)
Domain 5 : Strategic Planning, Financial Management, and Vendor Management(5 /5 14 33 21 & 57 75 £ 12 FE PR 5 28
1. MBRFRRE - BE—REISMEZLIEARBEZFR(EARBNRSE - 512-50 - [REUSD999) - kAN HREXERNEN - FREREIEEWR
BUEPRA A EISMRE B
2. CCISOREZEE I EZFIE - SMAREBEIREBEE100=(ERR BRI : 712-50 - [REUSDI99) - MNEEARKE ELEREEISMRA
= ENERREEEWNARRRAKEI BB EERNBN)THREISMBEE ; BIBCCISORBEEELS + UREISMAEER S+
#RABCCISORFE - HIFIRFEMIRZCCISORFEE
3. BIEH=ECCISOE - MWREAAFFHZIBEWRAFLFER ; FARTERABEE YRR LFEE ; 2MREL - EFELAREP - £=
KEGREMAE LA -
4. HEREFESEEMABILEERAE : http:/ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

BIEMERIE  CISSP : CISSPELZ A MERDERIE

BEERE
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CASE%E

EC-Council CASE Javafg iz T\ Z 2 T12RT3:G412

CASEJava EC-Council Certified Application Security Engineer Java

1. 2L EJava B F5 RIS 5ER
FEI=ESES 2. B RJavalE RN ZE TR2M/ZEAME/Z2HHEEAS
3. TrssES KAk Al - EEIRERRRALE IEEAS
TR Java SE - Java EE  WebfEFZ T FA 884K
. EREXANZE  BBEKE
. EREXZEFTKINE
. B ERAENRETERE
BMARBLZERBEE
eyl =bied
BRI E S RBETE
. SessionE 2
 HEREBERERIEEE
. BB EEAREAL R (SAST & DAST)
0.2 HEHMHE
 RZARREMRE—RRFEEH TEC-Council Certified Application Security Engineer Exam([RfEUSD450) , - Fh iR 24% 3R Rexam voucher
codeRNEREMER P LBTELEARE
RIBERE - LFEEE0W EFEEREREIIES
HRBE—FR - A—RAREERE—RERZES
BRI FiRRE%09:00~18:00
RIEEERE
ESEEE  FRI2BATHAEZAE  =AESEHEBNTS37,05070

BIEBEWERTE  CBP : IIB Council B SEE R R E R 2

- 20O NOORWN =

(I

(SRE )

CASE?:E%
EC-Council CASE .NET/E AN ZLZE TFRENZR5 015

EC-Council Certified Application Security Engineer .NET
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1. 26 E NETEHRIS R

FEN=ESES 2. SR NETEABRNEZ T IREN/ELZHEI/ELHEREAS
3. TrssES KAk Al - R IRERRRALZE ZEEAE

LRI EREERCHIEARER

EREXNZS: BEEANE

. EREXZEFTRKIE

. ZEERERT RS

. HMARBETDRIEER

Fiyalll kst

BRI E SRS ETE

. SessionEIE

 ERRIELRREER

. FFREAREARN L2 A (SAST & DAST)

0.2 ENE BmfE

RBARRERE—RRFEEH TEC-Council Certified Application Security Engineer Exam([RfEUSD450) , - Fh iR 24E R Rexam voucher

codeNEREME R P OETELERFE

RIBERE - LFEEE0%W EFEEREREIIES

.BREE—FR  B—RARERE—REEIHE

. BRI FERREE%509:00~18:00

 REEEAE

EREEE  BRI2BATHEZHE =ERREZREBENTS37,0507T

BEMEBRE  CBP : IB Council @ SRIE B RV BHRIZ

= 2 0O NOO A WN =

BEEE
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IIB CouncilRFIERIZEZRETM |IB COUNCIL d

IIB Council 48R 4818 B 2 72 1448 (Institute of iBusiness Council) @ 2 3kE — IR B R i A S E B AT E R I R ER 5 RO
1& - 1IB CouncilZZEC-Council EE BB 21 fiT 28T -

IMERERERNTERESELEFOMEEARRE  BEASH - BUT - /Rig - % - 558 - BERRESTZITEPHER
MEPE - BIREE—EHANSEIR  ARGCHEISWES - BERTEEEPIUREEENERS - MEENRR  BELEER
REEMANN - B MIBR -

R3%51#I1IB Council B BIEERDHERZ - REBANWERERN - FLREERNVRINER  FREGHELCRE T T7ES
BETERREPHERAZEMIERRNERESE -

B E X

™

B P » ESSE : 3/
= EHEEL - 100%E

Certified Blockchain  Professional

—

IIB Council IR §#ER R 755712

IIB Council The Certified Blockchain Professional

[lEg % = £ B — 11ounod-03

. EEREE

. BUREL T %

. 21 T #2RM(Full Stack Developer)

. 7B = (Required)

122 & % (Cryptocurrencies) & 2853 58t (Preferred)

. LE4F 5 (Bitcoin) 3k LUK (Ether) 82 FA £8 8 (Preferred)

. 2R BRI H IR R AR T BT

. TERE P ME(decentralization) il - &2 LUK B SR HER iTAIRR &

. T RESER ST SR E AR

. T RRLER ST E AN B B B R A0 & SR S 11032 (R A%

. BRBR&SA T BMERME AR ERRE

. THRESBES #(Smart Contracts)FEimER - LUK A Solidity F4E AR S 1EZL - 7 MUK (Ethereum) & 28 ERAEE X OMERERER
(DAapp)

7. MREBRERERRAS R - SIEBRIEAR(Hyperledger) - Cordass

8. TRENSETERERANEREM

9. REERBEIRME R

10. TR EREBABIERBESHNREEHR

M. EEIAENRREEIRI AR ENEE

12. 72 RIFE RS SRAT Ol BE RS 2R IR IR R - W BIRAA YN E T EBNERER A MU ES

13. RRE RER AR R ERE AR E R EE

CREARERE —RFEER

 FREERE - HEEES0%W EBEEREREIIES

.FREE—FERN B RARERE —REEZHE

. BRI ERFE%$09:00~18:00

RBREBBEAE

BERERE  BRABETARSHE  ZAERERENTSS3,2007T

BEHZ

FRBE

BENE

BEFE

a s WN -
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