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CND

EC-Council CND#EI&phE E K 225

EC-Council Certified Network Defender Course

1. ZHEEAE 3. YRR RiTAEEE

2. PELTEEAB 4. WIPE Z 40 48R TZED

EMU T REEERITEEN

NINS : 4358 ERE2L B R AE RS

1. Computer Network and Defense Fundamentals(Z8 /48 25 F & 18 7#)

Network Security Threats, Vulnerabilities, and Attacks(ABEZ 2 FZ - 53R ARE)

Network Security Controls, Protocols, and Devices(48# 22 12l - 3 E 28 1)

Network Security Policy Design and Implementation(Z 2 I 5251 B B 1)

Physical Security(Zi&Z %)

Host SecurityG8{EEHZE)

. Secure Firewall Configuration and Management([¥ X i 48 25 £ & 38)

. Secure IDS Configuration and Management( AR 168l 2 4 20 AR EAEIR)

9. Secure VPN Configuration and Management(E 5 fh A 4815 40 28 & 18)

10.Wireless Network Defense(/T 485 47 48 35 B 22)

11. Network Traffic Monitoring and Analysis(48 &7t & & #REA ) 47T)

12.Network Risk and Vulnerability Management(#8 5 /5 b 2155 R E 18

13.Data Backup and Recovery(& Rl 5% B8 R)

14.Network Incident Response and Management(43 ¥ B S 4 2 12)

1. SBARZIE—REFEE " EC-Council Certified Network Defender Exam (E& AR BU5H 1 312-38), - Hi{ERI2455R KRexam voucher code
RIERERZEZ P OBTEREAERE

2. BEFRE - HEFRES0% CEFIEEREMAEIES

3. HRHE—FEAN B RAFERE —REEHE

4

5

PN oS ON

. BRIz LRI %09:00~18:00

R EETR
ERERE . FRBATHEEHE ZARREFENTS53,2007T
BLEERE  SNREITRIERBERGE - =A5TEEENT$28,0007T

CEH : EC-Council CEHBZ & 1 1li B 2R 70 78 iRtz

EC-Council CEHEE R {ii 5 X 53:858%2

EC-Council Ethical Hacking and Countermeasures Course

BEHR

BEBERIBBIZAMELZAE  BZUFAE - HREYMRTEHBE
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B T ERZFTREERMIEE

CND : EC-Council CNDAFE B L E DGR 12

1. Introduction to Ethical Hacking (/" 23 {@38 8= AR) 13.Hacking Webservers (A {2 431k)

2. Footprinting and Reconnaissance (52 £5 ¥k #4 55 Ml E2 48 2% Bh 25) 14.Hacking Web Application (A fZ4BILFEZ)
3. Scanning Networks (43 iz 7% £355 2433 &) 15.SQL Injection (E RIS K E)

4. Enumeration (32 &) 16.Hacking Wireless Network (AfS fRAR 491
5. Vulnerability Analysis (532543 #7) 17.Hacking Mobile Platforms (AZ{T&1F&
6. System Hacking (AR E MK £ 45) 18.10T Hacking (A2 #)5#48)

7. Malware Threats (BB EE) 19.Cloud Computing (EliEH)

8. Sniffers (488 B IE BT 28) 20.Cryptography (Z£H5E3)

9. Social Engineering (132 T#2)

10.Denial-of-Service (PH Ef AR 7% 5 B2 B2 R AR B )

11. Session Hijacking (B4R #35)

12.Evading IDS, Firewalls and Honeypots (#3 % A& 16 8l/B K % B2 35 46 2 47

1. SRBAFIRILE—REPFEE " The Certified Ethical Hacker Certification Exam(E: R B : 312-50) 1 - TR R4S FKexam voucher
codeREREB/EL P OBTECEHFE

2. RIBHERE - HEEES0%U L EBBERERFEMAENES

3. HREE—FR  B—MARERE—REEIHE

4. BRI ERFREI%09:00~18:00

5 REEEHE:
BEREEE  HRIRBATARZHE =HAEREEENT61,7507T
BLEEHE  2IIRBTHESZEERAE - EA5MERMENTS32,50070

ECSA : EC-Council ECSABEZ D TE R iz
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2019%?% @) cTiAmz
EC-Council CTIA & 5B D tHEFRRIE

CTIA EC-Council Certified Threat Intelligence Analyst Course

BEHZ BEBKRZBEIZAMEZAE BZURAR - HEBBEES TR RDE
TR B M EEHBEC-Council CEHEZ Bl E XK RN

1. Introduction to Threat Intelligence({alzE & B 1B E)
2. Cyber Threats and Kill Chain Methodology (485 /& 2 £330 #% %)
T 3. Requirements, Planning, Direction, and Review(Zk - 2| - 15 E£185T)
i 4. Data Collection and Processing(Z U &£ £2 R IE)
5. Data Analysis(& R 47)
6. Intelligence Reporting and Dissemination(&5 1B} £ [E 1)
1. BARBIE—RFHEE " Certified Threat Intelligence Analyst(EL R B SR 1 312-85)1 - FHIREREAL R KRexam voucher codeit R E 48
EHPOBTEREAREE
RS RE  HEREW FEFERERRENES
R HREE—FAN  B—RAREEE—REEHE

BRI Z FERRE%409:00~18:00
AREBELR
EREEE  FARIATHREHE  =AFRRBEEENTS37,0507T

BIEEBRIE  ECSA : EC-Council ECSABZ AT ERE iz

ECSA%%E

[Nl

ECSA

EC-Council ECSAEZ 3T ERBEARE

ECSA EC-Council Certified Security Analyst Course

FEI=ESES PERZBEHES  PXEEEE - BN HEAE - RFEZEHED

FEB AN BEREEETERETRENSEEIR M NE

Penetration Testing Scoping and Engagement Methodology(72& s #6 i #2345 40)

Open-Source Intelligence(OSINT)Methodology (1552 )

Social Engineering Penetration Testing Methodology (%132 T#2)

Network Penetration Testing Methodology-External(9h8:2 1% fllz)

Network Penetration Testing Methodology-Internal(R#48;% & 8l&t)

Network Penetration Testing Methodology-Perimeter Devices(48% B2 2 &2 B )

. Web Application Penetration Testing Methodology(#48UG#2 (2 & Al 75 7%)

. Database Penetration Testing Methodology(& #5225 fll5 75 5%)

9. Wireless Network Penetration Testing Methodology(F&#R #4855 38 Rlat 757%)

10.Cloud Penetration Testing Methodology(Zi#:23 Hlz 737%)

11. Reports Writing and Post Test Action (15 5 ) &5 BRI & 20 7F)

1. BRI ILE —REREER - TEC-Council Certified Security Analyst Certification Exam (it RIE 5% : ECSAV10)s - R FEL T Rexam
voucher code AR EARE R DO BTEREARE - ARERZME LS 2EAFH BRI (LPT, Licensed Penetration Tester) {2 BRIE -

2. RIEHERE - LFEEE0WU EBEERFEREIES

3. HFRHE—FR  B—RARRRE—REEIHE

4. BRI 7 FiRIFRI%309:00~18:00

5 REEERAR:
ERERE  FRIBATHREEHE =FRREERENTS64,6007T

BEWBRE  CCISO : EC-Council CCISOBEZ R &/EISME LR N R ER12
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EC-Council ECIHE LR B EIE s

EC-Council Certified Incident Handler Course

BEZBHEES BEURRTGEERES  BBUHAE  ZAMRBHIMAE BREIAE - 2MEEE - AMITREM - PIXKEERS - ITEE
HMTHBEAR

EETAU T REMBEFRINES  AFEEBEREREZEARMENE
CND : EC-Council CNDAF [ B FRRER 2

Introduction to Incident Response and Handlin(/T A& Z =4 1B R IR LA ] )
. Risk Assessment( /& b 5T i)

. Incident Response and Handling Steps(/&# &2 8)

. CSIRT(CSIRT742)

. Handling Network Security Incidents(#8i#& % 2 S 4-HRIE)

. Handling Malicious Code Incidents(F2 22 I i EI1E)

. Handling Insider Threats(R 3} &, Z S 4RI EIE)

. Forensic Analysis and Incident Response (/&5 4 2 12 82 5 22 i # A BA %)
. Incident Reporting(7E#%5 &)

10.Incident Recovery(B#EH1ER)

11. Security Policies and Laws(E& % H SR EIAHREEAR)

1. SR Z AR —RFBFBEEF " EC-Council Certified Incident Handler Certification Exam(Z &Rl B85 : 212-89) 1 - TR FEELE R Rexam
voucher code M2 BAE /0 BTE S E

2. RREFRE - HERES0%U L EBEBRRMAEES

3. HRERE—FR  B—MARRRE—REEIHE

4. BRI 2 ERRFERE%09:00~18:00

5 REEBIEFE
BERESEE  BRI2BATHHRZHE =ZFEEREZRENTS26,6007T

CEH : EC-Council CEHRZ B H i B X R B Rz

©CONDT A WN =

EC-Council EDRPEZR S EEBFEEFEXEEIE

EC-Council Disaster Recovery Professional Course

BEREEES - KBRS ABEES  FRARARRAS - BMZEAS

BRI TREMEERINEES  IEEERERE TR NE
ECIH : EC-Council ECIHE Z G4 E 18 S50 R 12
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1. Introduction to Disaster Recovery and Business Continuity($£ 28 [R5t B 2 ERE ENAA)
. Nature and Causes of Disasters($$ 294 E 27 Ak IR E)

. Emergency Management(Z2==#E1E)

. Laws and Acts((E/ZEAZR)

. Business Continuity Management(2E #5485t £)

. Disaster Recovery Planning Process($ {8 [R&t B2 FF)

. Risk Management( /& [z &12)

. Facility Protection(z& R I=IE IR &)

9. Data Recovery(ZRHE[R)

10.System Recovery(Z#ER)

11. Backup and Recovery (#0818 [R)

12.Centralized and Decentralized System Recovery((8 P AN HIT 7 R ER)
13.Windows Data Recovery Tools(WindowsZ RI{E/R T H)

14.Linux, Mac and Novell Netware Data Recovery Tools(Linux/Mac/Novell & RHER T &)
15.Incident Response (/B S 4 E1E)

16.Role of Public Services in Disaster(/A £ ARFEH K TP RIAE)

17.0rganizations Providing Services during Disasters($< 2 38 4E 5 - ol f2 it 177 B) 2 B8 1 B4R 44)
18.0rganizations Providing Disaster Recovery Solutions($ 18R 75 22 BtIER /T 48)

19.Case Studies(Z %2 7r)

1. B ARIZIL X —REPFEET " EC-Council Disaster Recovery Professional Certification Exam(E i #I B G55 : 312-76) 1 - BRFRELERR
exam voucher codeNE2 B HE /0BT E T ERRSE

2. RELEFRE - WERE%L FEBEREERENES

3. HREE—FERN  A—RARERE—REEIHE

4

5

0N U WN

. BRI Z EERASE4509:00~18:00
AR EETR
ERERE  RRBATHEEHE =ERSEFENTS64,6007T

CEH : EC-Council CEHRZ B li B XK@ R12
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EC-Council CHFIE 28R T E K25 R12

EC-Council Computer Hacking Forensic Investigator Course

HAAR BZMEAER - BMZAEEE - i SEERITAERE
EETHU T REMEFRINEY - AEEABREERTINRENSREZMENE
- BE#SIERRIZECIH : EC-Council ECIHE Z B RIE S8 312

« EFRESIRIZCEH | EC-Council CEHEZE BT SR E R 12

. Computer Forensics in Today's World(Z5 fis &8 42 5%)

. Computer Forensics Investigation Process( & i i #2 7)

. Understanding Hard Disks and File Systems(F8fift B4 28 £ 47%)
Data Acquisition and Duplication (1 &R E3 75 £)

. Defeating Anti-Forensics Techniques(f ## [z &8 15)

. Operating System Forensics(F3£ % #5%:8)

Network Forensics(#85 i)

. Investigating Web Attacks (B 4815 K &)

9. Database Forensics(& 1 & 5)

10.Cloud Forensics(Z 1 :8)

11.Malware Forensics(ZB 2T #5)

12.Investigating Email Crimes(FA& & FE4IE3E)

13.Mobile Forensics(1T &) 35 & 55)

14.Forensics Report Writing and Presentation (155 £33 & #3445 R )

1. SBARZIE—RFEE " The Computer Hacking Forensic Investigator Exam(Z& R B : 312-49), - HiRERZASR BRexam voucher
codeMEREMEH P LBTELEARFE

. RRAERE - HEXRES0% U LEGER R RMASIES

.FREE—FERN  B—RARERE —REEZHE

. BRI L ERRFE%4$09:00~18:00

. REBELE
BRERE: BRIMNETARSHE  =HRRERMENTS64,6007T

CTIA : EC-Council CTIA B ZBEENMERRE

©ND O AWN =
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EC-Council CCISOBZ RZI:E/EISME L5818 A S255:812

EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course

1. BERARERELREASEZR
2. B ZE 2 HRE - RETEEBEE
3. HENz SRR A DS

FRABAE

B Z 2R H AEE R

RENE

BEEE

BEEERRE

Domain 1 : Governance/&32

Domain 2 : Security Management Controls and Auditing Management& 2z & 1212 18 i £ 5 1% S 12

Domain 3 : Security Program Management and Operations &5t E S B 1E

Domain 4 : Information Security Core Competencies & Z21% /L ifi5E

Domain 5 : Strategic Planning, Financial Management, and Vendor Management sRB& 443 8l & 8475 A fE P S 18

1. MBRRRE - BE—REISMERKLBARZED - KFENAEEXFARY - FAERBEEETRBRARATHREISMREE -

2. CCISOREBEIRBEZHIE - SMARERBEUREETE100ET(EAR BN : 712-50) - MEEAFTEEEHREEISMIE(E AR BN ¢
512-50) ; EOEBRKZEEWNARIRAKFEN BREXFRBN)THREISMRBHEED ; BIBCCISOBEZEREZSE - IIREISMRAEERFH
FHHEMCCISOREEN - EERREMBZCCISOREE -

3. BIEHECCISOE  MEAEQABHEZEWRAFELFLR , FAREERABEEURETFFE ; 2MFREE  ERELAEET  F=X
B RIER O E TELR -

4. AR RBENFESHERYE

5. BN ERE 2 BIRMABIAERAR : http://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/

CISSP : CISSPEZ AR BER DGR IZ

[lEg e e £ B — 11ounod-03
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EC-Council CASE Javafg izl L 2 T 12RH3E4 12

CASEJava EC-Council Certified Application Security Engineer Java

1. 2L FJava B F5 RIS 5ER

FEI=ESES 2. BEMRJavalE RN ZE TR2M/ZEAME/Z2HHEEAS
3. TEssEM R FI%E - Alal - BB REEBARALZEZZEHEAE

TR Java SE - Java EE  WebEFI2 =0 5 88 45

1. ERERANZ: HBHERE

2. ERERZEFKILE

3. R AR ERE

4. MABBLEHEISES

5. Rl

6

7

8

9

1

g
i
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BRI E SRS ETE
. Session &2
 HEREEREREEE
. BFREAREARNZ2 A (SAST & DAST)
0.2 BamfE
1. A RREREE—RFREEF " EC-Council Certified Application Security Engineer Exam ; - /R 5F 24558 Rexam voucher code R ERE#AEZ
P OBTEREHSREE
 RIRERE - HEEE0%W N CEBEEREREIIES
.BREE—FR  B—RARERE—REEIHE
. BRI LRI E%$509:00~18:00
. REERAR .
EREEE  BRI2BATHHRZHE =ZERREBRBNTS37,0507T

BIEHERRE  CBP : IIB Council @R EH R 05512

BEEE

a s WwN

[@)2010%8 [E)caseme
EC-Council CASE .NET/E RN L& TIREN RS 515

CAS E N et EC-Council Certified Application Security Engineer .NET
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1. 2Dl E NETE R 358

HEHZ 2. AnAR NETERRAEZ TEM/EZD /AL AHEEAS

3. TF&tEI KA « Al - BERERARINZEZEEAS
FREAE BEREACHIEARAER
1. BREANZE  HBHAKE
2. EREAZZHERNE
3. ZR BRI ERE
4 BMARBLERBEL
5. SRl
6
7
8
9
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g
o
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. MEBRNLEERBEH
. Session EIE
 EREETIRBER
. ERREE AR E AR L 2R (SAST & DAST)
0.ZEEPEHME
1. IRBAF R E—REPFEE " EC-Council Certified Application Security Engineer Exam 5 - B iE12 455 FRexam voucher code/{ 1Hi& E48%E
AP OBETERE R
 RIBERE - HEEE0%W M EEBEEREREIIES
.FARAE—FEAN - —RARERE—REEZHS
. BRMZ LERREE%$09:00~18:00
. REREERE:
EREEE  HRARBATARZHE ZARREEENTS37,0507T

BEMEBERE  CBP : B Council @ BB RV BHRZ

BESEE
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IIB CouncilRFIERIZE2RETM |IB COUNCIL d

IIB Council 48R 4818 B 2 724448 (Institute of iBusiness Council) @ 2 3k E — IR B R i A S BN E R I M ER 35 RO
1& - 1IB CouncilZZEC-Council EE BB 21 fiT 28T -

IIMERERBERMESKSELEIOMEEARNE - AEESH - BUF - R - 17 - B2 BERESHITEPER
M - BIREE—EHANSEIR  ARGCHERISWES - BERTEEEPIREEENERS - MEENGRE  BELEER
REEMAND -~ 1B MIBR -

R3%51#I1IB Council @ BEERDERE - REBANWERERN  FLEREERORINER  FREGELRE T T7TES
BETERREPHEREMIERRNERESE -

EHREER

™

ERGEE R R R
B P » ESSE : 3V
= EHEE : 100%E

Certified Blockchain  Professional

—

[@)2019%2 [E]cerme
IIB Council [ 5} 58 B K275 712

IIB Council The Certified Blockchain Professional

m
o
(@)
g
g
|
B
i)
N
Bt
S
=

1. BERIMES
JEI=EAE S 2. BT R
3. 1% L #2Ef(Full Stack Developer)

1. 7= (Required)

2. % & #5(Cryptocurrencies) & A #3# (Preferred)

3. EB45#8(Bitcoin) sk A ES (Ether) s F 48 Bt (Preferred)

1. 2IREBRER MR R AR MR

2. 7THRE PN E(decentralization) il - EEE DR A& R ER TR %
3. THREREREMBEIRNEARRITEREA
4
5
6

. TR SR E N § MBS B R IRSER TE
. BRBR&SG T MBI AR ERRE
. THRERES X(smart contracts)HIERERE - DUR ANl A Solidity F1AH R B 88 1ES2 - £ LK (Ethereum) & #8858 FRAEE AP OVMERIERET
(DAapp)
7. MREBRNERERRS R - BFEBARIRAE (Hyperledger) + Corda$
8. TRENSETERERANEREA
9. REERBERME R
10. TR EREBRBIERBEESHNREEHR
M. EEIRENEREEIRNEE T ANEE
12 72 R RES SRAT Ol BE R 2RI ELIR IR R - W BIRAAYNE T EBNERER AR
13. RRE RER MR T AR B RE R EE
CRBAREME —RFEER -
 RRRERE - HEEES0%W EBEEREREIIES
.FREE—FERN  B—RARERE —REEZHE
. BRI FERRFE7$09:00~18:00
RBREBEAE:
BERERE  BRABETARZHE  ZAERREZENTSS3,2007T

AREAR

BEFE

a s wWwN -
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