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Computer | Hacking Forensic Professional
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C N D EC-Council Certified Network Defender Course

1. ZHELAE 3. WER LRI AEMmE
2. PREEEEAS 4. P& Z 448 TAZRT
B T RIZFTE B RIiTAE S

NINS : 4358 B HE2L 8 4B R AR 7%

1. Computer Network and Defense Fundamentals(Z8 & 48 & Bh s 18 )

. Network Security Threats, Vulnerabilities, and Attacks(4BZ 2 E 2 - F5EHAE)

. Network Security Controls, Protocols, and Devices(4BE& 212 - € L5 1H)

Network Security Policy Design and Implementation(Z 2 5 & 5T EA B i)

. Physical Security(Zf&Z %)

. Host SecurityGR{EEHZ 2)

. Secure Firewall Configuration and Management(Bf X i 45 25 EA & 38 )

. Secure IDS Configuration and Management( A S 168l 45 40 AR EAE12)

9. Secure VPN Configuration and Management(E % fh A 4855 40 A5 B 18

10.Wireless Network Defense(/T#A%% 4R A5 P 2L)

11. Network Traffic Monitoring and Analysis (485 it £ B 1R B2 3 4fr)

12.Network Risk and Vulnerability Management(48 & /@ b3 2155 B & 32

13.Data Backup and Recovery (& #& { E1E[5)

14.Network Incident Response and Management(43 B8 fE i S 42 32)

1. BARRIE —RFEE " EC-Council Certified Network Defender Exam (R BHRSE : 312-38), - BREARE=(ARARNTMED
2. BERE - HEEES0% M EERERREMAETES
3. HRHE—FR  B—RARRERE—REEIHE
HEE 4. BRI FRRFFR%509:00~18:00
5 FEEERHE
BERERE  ARAETARZHE AR RERMENTSS3,2007T
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EC-Council CEHEE R iR K252

EC-Council Ethical Hacking and Countermeasures Course

BEHZR HEBKR BB AMELZAE  BEZURAS - HBRERMRITERBZE
SR T REZ TR BRIMTAET

REME  CND : EC-Council CNDERE S RER iR
1. Introduction to Ethical Hacking (/" 2323838 = AR) 13.Hacking Webservers (A {2 431k)
2. Footprinting and Reconnaissance (52 £ I 44 S5 I EA A RS BN ES) 14.Hacking Web Application (A Z#AILTEZ()
3. Scanning Networks (435 Bz 75 2253 3417 1) 15.SQL Injection (B KBRS K E)
4. Enumeration (I 2/ &) 16.Hacking Wireless Network (A2 AR 4HES)
5. Vulnerability Analysis (33255 #) 17.Hacking Mobile Platforms (A ZR{TEIFE)
N . 6. System Hacking (AR &K £ 4t) 18.10T Hacking (AfE 45 48)
RENE 7. Malware Threats (ES230E &) 19.Cloud Computing (E1#E5)
8. Sniffers (HAFE B IZAL ) 20.Cryptography (Z522)
9. Social Engineering (f122 T12)
10.Denial-of-Service (PE Ef A 7% B B2 2R AR K )
11. Session Hijacking G248 035)
12.Evading IDS, Firewalls and Honeypots (#8 % A {216 8/B K 5 8155 6 2 47)
1. SRBAFRILE—RBFEE " The Certified Ethical Hacker Certification Exam(Z: R B S : 312-50), - BRERERE=EEAZHER
2. FRRERE  BEREION FEBEEREREEES
3. HRHE—FA  B—RAREERE—REBIHEE
BEFE 4. AR Z RS 4509:00~18:00
5 REEEAE:

EREEE . FARINATHREHME  =AFRRBEERENT61,7507T
BLEEE  2NMRETHESRBERAS R - SASMERENTS32,5007T
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EC-Council Certified Security Analyst Course

FEN=EES MERFESEES  HAEEES - EAZDAHAE - RFZ 2 A
TR AN BERREETERRTRENSBEHEIRMENE
1. Penetration Testing Scoping and Engagement Methodology (742 1l 55t &5 i 21 45 47)
2. Open-Source Intelligence(OSINT)Methodology(1&E5)
3. Social Engineering Penetration Testing Methodology(¥£3X T #2)
4. Network Penetration Testing Methodology-External(9h 48232 Rl )
5. Network Penetration Testing Methodology-Internal(RI4353% il 71)
RERE 6. Network Penetration Testing Methodology-Perimeter Devices (#3523 225 Rl
7. Web Application Penetration Testing Methodology (48152 (835 flH 75 )%)
8. Database Penetration Testing Methodology (3 i} [e5:% 3 35 75 7%)
9. Wireless Network Penetration Testing Methodology (FE#R 48852 2 fl5t /5 5%)
10.Cloud Penetration Testing Methodology(Z1#:2 % I 75 7%)
11. Reports Writing and Post Test Action (155 3 &5 8255 18 B 1F)
1. IRBAFEME—RREES - "EC-Council Certified Security Analyst Certification Exam (Z& R B X8 : ECSAV10). - EFH A NIRERAE
TE ; AsRRRED EEUSBERFERTE(LPT, Licensed Penetration Tester)FEE2 BRI B
 REARE  WERES0% T EREREEREINES
.FHREAE—FR  B—RARERE—RERIHS
. BRI EERFE%309:00~18:00
. REBEAR
PREZE  ARI2BATHEZHE =ZARREBBENTS64,6007T

BEWREIRIE  CISSP : CISSPEZ A MERDE R IE
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EC-Council Certified Incident Handler Course

BEXGHEES BURKIGEES BEHIHAR  2AFBUTHASR - BEREFAS - 2HSHEE - 24 T2  HXEEES  ITEE
HiITHEAAS
BESHMUTREMEERNES  IEEERERETEARIENS

BEAFE  ND : EC-Council CNDBB S 2B ZRE R

1. Introduction to Incident Response and Handlin(/" A& ZE 4 G E 2 £ [E] )

. Risk Assessment( /& [T 8&)

. Incident Response and Handling Steps(/&t & 3215 8)

. CSIRT(CSIRT/T43)

. Handling Network Security Incidents(#8i# % & S #-/0 EZ1E)

. Handling Malicious Code Incidents(FE =22 T R 1)

. Handling Insider Threats(R 3} &, 2 S 4 RIEE)

. Forensic Analysis and Incident Response (/BS54 I E 2 i VB R)

9. Incident Reporting(/B##R =)

10.Incident Recovery(E#%S4HEIR)

11. Security Policies and Laws(& ZE sk 48RS A R)

1. SRBAF R E—REPFE B " EC-Council Certified Incident Handler Certification Exam(Ez R B RS : 212-89), - ERBRERERE=EER
SEAE

. RIBERE - HEEE%W M EEREERRRAEES
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EC-Council Disaster Recovery Professional Course

CEE MERBEEES - XREEES - 2MEES - BARARBRAS - BNZEAE

EERTHRU T REMEFRIES  AFEREBRREERRMENE
ECIH : EC-Council ECIHE Z G4 R 12 S50 iR 12

. Introduction to Disaster Recovery and Business Continuity(S 28R 15 Bl B85 EETEN4E)
. Nature and Causes of Disasters($$ Z IR & 2 A IR H)
. Emergency Management(Z &= & 18)
. Laws and Acts (AR A )
. Business Continuity Management(2 #5485t &)
. Disaster Recovery Planning Process(X# 18 [RET =)
. Risk Management([& f &%)
. Facility Protection(RE & IR1E fREHH])
9. Data Recovery(Z RI{E/R)
REAR 10.System Recovery(Z#18/5)
11.Backup and Recovery (& E1E[R)
12.Centralized and Decentralized System Recovery(5s = A D HIT 2 2 H1ER)
13.Windows Data Recovery Tools(WindowsE &R T &)
14.Linux, Mac and Novell Netware Data Recovery Tools(Linux/Mac/Novell £ /R T &)
15.Incident Response(/E &4 E3E)
16.Role of Public Services in Disaster(A £ ARIER K P EE)
17.Organizations Providing Services during Disasters($K #8845 - Tl #1778 2 B2 4)
18.0Organizations Providing Disaster Recovery Solutions($¢ 218 [R5 Z= AL FER 11 43)
19.Case Studies(Z 1D 4)

1. SRBAFRRILE—RFBFEEF " EC-Council Disaster Recovery Professional Certification Exam(Z:t & B 1X5% : 312-76), - BREFRERE=
BB A5 EH
REERE  HERE% FEBERERREINES
.HREE—FERN  B—RARERE—REBZHE
. BRI ERFE7$09:00~18:00
 AEBBEAE

EREEE : FRAIBATHREZSHE =FFRREHMENTS64,6007T

BEERERE  CEH : EC-Council CEHEZZ Bl B R 0:E R 12
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EC-Council CHFI & L& AE B RERE

EC-Council Computer Hacking Forensic Investigator Course

BEHR HEAE BLMEAS - BN AHEEE - AHSMESRTAERE
BESERU T R EERINEE - IEEHRBERERRIT R ENESEEMRMEE NS
TEBMH B FIEFRTZECIH : EC-Council EC|H§$%%E1§§;{’;§$&
- JEMRIE(EIRIZCEH : EC-Council CEHEZ BB R BB H2

. Computer Forensics in Today's World(E8 i # i 42 5)

. Computer Forensics Investigation Process (& i i #2 7)

. Understanding Hard Disks and File Systems (5 i £31% 22 % 4%)
Data Acquisition and Duplication(Z i £ BN EI 18 22)

. Defeating Anti-Forensics Techniques(H ## [z 38 115)

. Operating System Forensics(1F3 % #8%:8)

. Network Forensics(#8 25 $%55)

. Investigating Web Attacks (A& 4815 K &)

9. Database Forensics(& 1 B % 55)

10.Cloud Forensics(Z= 1 i)

11.Malware Forensics(Z2 2T #55)

12.Investigating Email Crimes(FA & & FE4IE3E)

13.Mobile Forensics(1T &) 35 & & 8)

14.Forensics Report Writing and Presentation (155 £33 & #f: 3 45 R)

1. BARRIE—RFEE " The Computer Hacking Forensic Investigator Exam(E R B 1 312-49), - ERREERE=EARNTK
%Ef
REERE - HERE% L E B RMEERMASNE
.FREE—FERN  B—RARERE —REEZHE
. BRI EERFE%09:00~18:00
. REBELE
BRERE : BRINETARSHE  ZHERRERMENTS64,6007T
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EC-Council ECSP JavaZ 2121\ 3¢5t EliaEag R 12

ECSPIava
[Of: it

EC-Council Certified Secure Programmer(Java) Course

1. 187 #eJavaZ 2RI IR
FEI=ESES 2. MfEAJavaf R TEJavaEARLE

3. MEVYSEC-Council Certified Secure Programmer(Java)i & &
TR tEilJavalZ R B&ES
1. /Y #AJava Security
2. ZrHieRR
3. R AL HEESIME
4. g NE KBRS
5. R R HEF
6. il B
7. Java Authentication and Authorization Service(JAAS)
8. Javaill {T# B2 SessionE 32
9. JavaB i
10.Javal& A2 T 5584 (Cross-Site Scripting * Cross-Site Request Forgery * Directory Traveral * Http Response Splitting * Parameter

Manipulation * XML Injection ~ SQL Injection ~ Command Injection * LDAP Injection * XPATH Injection)

1. SRR RIRIL A — KRB E T TEC-Council Certified Secure Programmer(Java)(Eid RIB 055 : 312-94), - BRERLERE=EANTHEER

2. RIERERE - HERES0N U L E B EEZFEHMAENES
(] 3. MMRAE—FR  B—MRARERE—RERIHE

4 REBESR

PERESE  ARI2BATHEZHE ZARREHBNTS37,0507T
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EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course
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BEREREEELRLBASELZR
FEN=EES 2. EZEZHE - RETAEEE
3. WA Z = BB H B EEmE
TR AN Bl = AR AHEEE LR
Domain 1 : Governance &%
Domain 2 : Security Management Controls and Auditing Management& & & 121l #& i B TE 2 S 18
RERE Domain 3 : Security Program Management and Operations Z &5t &£ S B{EZE
Domain 4 : Information Security Core Competencies& 22 1%/ ifi 55
Domain 5 : Strategic Planning, Financial Management, and Vendor Management 5 {4 #5 &1 & B4 7% 4 # fE i S 18
1. WBARRE - BE—REISMERKBAREBED - KAENAEEFFRABY - FAERREZSELRBRBRASTHEISMRREZE T -
2. CCISOREERIRBZHIE - SMAREBZ I RESE100=T(E AR BRI | 712-50) - MEERAFEEEREEISMRE(E AR BRR :
512-50) ; ERERBZEEWRNBANARAKFEN BIEEEERNEN)THREISMAEZR ; BIBCCISORBEREZE - IREISMRBEEZR S
BEEE FRWCCISORFEET - EHREMBZCCISOREET - ) . B
3. BEHM=ECCISOE  MALEQARHAZBEBRAFTLFLR  FAREERABREUERTLEFE ; 2NMREE  BEELAGYP - F=X
B REROETIERZER -
4. AR KRB EIFRESHERE
5. 1HRAIRE R 2 B IRMABILERER : hitp://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/
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