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EC-Council Certified Network Defender Course

1. ZHEEAS 3. HRBLE 2 RIiTAEHEBE

2. PEBLEEEAR 4. WIPE Z 40/ 4B TI2ED

EEU T REFAEERIIEE

NINS : 4858 B FE 4248 A AE IS AR 75

. Computer Network and Defense Fundamentals( 28 A48 & b 7 18 5

. Network Security Threats, Vulnerabilities, and Attacks(#BZ 2 &5 - 33262 E)

Network Security Controls, Protocols, and Devices(48#Z 2 1224l - 2 24 1)

Network Security Policy Design and Implementation(Z 2 B %% 51 B & Tiff)

. Physical Security(Zi2Z %)

. Host Security G8{EE %2 &)

. Secure Firewall Configuration and Management(F X & 48 25 B & 38)

. Secure IDS Configuration and Management( A S &l 2 A A RS A IR

9. Secure VPN Configuration and Management(E 5 fh A 4815 4B SR 118

10.Wireless Network Defense(7 45 & 43 48 B b7 22

11. Network Traffic Monitoring and Analysis(48 %7t £ & 22 ) 47)

12.Network Risk and Vulnerability Management(48 5 /& b2 2155 2 E 32

13.Data Backup and Recovery(Z & 1) B1ER)

14.Network Incident Response and Management(43 5 B S 14+ 12)

1. SR Z AR E—RDFBEEF " EC-Council Certified Network Defender Exam (Z& R B SE : 312-38), + BRREERE =B ATH SR

. RERE - BERES0%L FEEEREMAIEE

.HREE—FEAN - B RAFERE—REE HE

. BRI EEREE%309:00~18:00

. REBERE
BRERE: HRINRETAREAHE ZHERREZBMENTSS3,2007T
BAERE  2NMREITHESREERSE - =A5MESENTS28,00070

BIEWERTE  CEH : EC-Council CEHRZE RIS R R 5 R 12
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EC-Council Ethical Hacking and Countermeasures Course

[lEg % = £ B — 11ounod-03

BEH% BEBLRIPBIAZHELTAE BLHEANE - HRERPRTEEEE
ETMU T REEER TSN
CND : EC-Council CND#BIEFF LB R E R 12
. Introduction to Ethical Hacking(/M AT 75 &= A R)
. Footprinting and Reconnaissance (52 £ ¥ #4 5 Bl EA 48 % # )
. Scanning Networks(48 & AR 75 £ 55 B 17 4)
. Enumeration(3|| 28 Z 4 & 7)
. System Hacking( A {2 &1 % 4t)
. Malware Threats(Z =2 T & )
. Sniffers(#AHE 55 IS AT £2)
. Social Engineering(f1 2 T#2)
9. Denial-of-Service (P Ef AR 75 T £ E2 15 i 49 5 )
10.Session Hijacking GEAR#13%)
11.Hacking Webservers( A Z481if)
12.Hacking Web Application( A 248142 =)
13.SQL Injection(E k! FEEE K E)
14.Hacking Wireless Network( A 2 & 4R 4855)
15.Hacking Mobile Platforms(AfZ1T&F&
16.Evading IDS, Firewalls and Honeypots(#3 & A 216 8/FH K & B 55 1 22 478
17.Cloud Computing(Ei#E &)
18.Cryptography(Z 5 £3)
1. EARELZE —RFZEE " The Certified Ethical Hacker Certification Exam(Z& R B8 : 312-50), - BRRBERE=ERATRED
CEREAFRE  HERES0% FEBEREERENES
.FREE—FR  B—RARERE—RERIHE
. BRI EEREE%509:00~18:00
. REBERRE
BERERE: HRINRETAREAHE =ZHERREBRMENT61,7507T
BAERE  2NMREITHESEERSE - =A5MEBESEENTS32,50070

BEEMBRE  ECSA : EC-Council ECSABZ AT BRI B Ie
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EC-Council ECSAEZ DT ERFIERIZ

EC-Council Certified Security Analyst Course

PERESES - PXBEEE SRR AEAS - KAEZEHED
BEREEETERRETRENSBEIRMENE

. Security Analysis and Penetration Testing Methodologies(& 22/ 1 #2835 7 7575 )
. TCP/IP Packet Analysis(TCP/IPEI &5 4fT)

. Pre-Penetration Testing Steps(;2 &I BIRIE )

. Information Gathering Methodology (& R 757%)

. Vulnerability Analysis(33 %5 7)

. External Penetration Testing Penetration Testing Methodology(9h 383 Iz 757%)

. Internal Network Penetration Testing Penetration Testing Methodology (A EB48ES 835 Hl i 757%)
. Firewall Penetration Testing Penetration Testing Methodology (B X &8 & Rzt 757%)

9. IDS Penetration Testing Penetration Testing Methodology( AR {8l 452 Bl 75 7%)
10.Web Application Penetration Testing Methodology (#1472 305 2 I3 755%)

11.SQL Penetration Testing Methodology(SQL:2 & RlaH 777%)

12.Database Penetration Testing Methodology (& &2 Bz 777%)

13.Wireless Network Penetration Testing Methodology (¥4 48152 28I 75 7%)
14.Mobile Devices Penetration Testing Methodology(1T &1 3£ & 235 Iz 75 7%)

15.Cloud Penetration Testing Methodology(ZE 18 Rlad /7)%)

16.Reports Writing and Post Test Action(#% % 3} 25 B30 5 B 4B 1F)

1. WBARFRIGE—RAEEH - TEC-Council Certified Security Analyst Certification Exam (BB RS : 412-79v9) 1 - ;ﬁﬁ‘tm’?mﬁ
E ; KoRFERER LESSERHERREE(LPT, Licensed Penetration Tester) B EEBRE - #MAZHRPALPTRENA - ASHFREFM)

0 ~NOoO O WN =

2. RBERE - HEEES0% EEREERRMENES
3. FREE—FA  B—HREARERE-—RERZHS
4. AR 7 LRIERE4509:00~18:00
5 REBESE:
FRESRE  ARI2ATHBREHE  SERSEBENTS64,6007T
CISSP : CISSPEZ A ME K8 ik le

EC-Council ECIHEZ B 12 1E & 23783412

EC-Council Certified Incident Handler Course

BEZBRERES SURRTLEES  BBEUGHAS ZMBHTHAS EREHAE - 2AEBE - 226 - GEEES - ITEEH

BB TREMEFERIE  IEEFERERETEARIRENE
CND : EC-Council CND#B#EPr 2 E X 25 R 12

1. Introduction to Incident Response and Handlin(/7 43 & % 5 4 a1 &= 12 £A 0] E)
. Risk Assessment( /& i 5T i)
. Incident Response and Handling Steps(/B1#E 205 5)

. Handling Network Security Incidents(#8i8 22 S 4RI EIE)

. Handling Malicious Code Incidents(F2 =2 = A R IE)

. Handling Insider Threats(R 30 & & S 411 &)

. Forensic Analysis and Incident Response (/&5 4 &2 12 81 & 2 i 3 AEA %)
9. Incident Reporting(Z#3R =)

10.Incident Recovery (G EHEIR)

11. Security Policies and Laws(¥& & B 5k B AHERARR)

1. B ARERE —RFBEE " EC-Council Certified Incident Handler Certification Exam(B:F B (5% : 212-89), - ERBREERE=—EBR
. RRAEFRE - HEFRES0% U FE R ERREMASIES

 FHREE—FERN  B—RARERE—REBIHE

. BRIz EERASR409:00~18:00

ERERE  FARINATHREHME  ZAFRREEENTS26,6007T
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EC-Council EDRPEZ{EEBEER

EC-Council Disaster Recovery Professional Course

EEES REREEES PIXRBERS 2REEE -  BABARRAS BEfZEAS

ZETHU T REMEFERINES  AFEBRBERELERRMRENE
ECIH : EC-Council ECIHE Z B & 12 S50 R 12

. Introduction to Disaster Recovery and Business Continuity($$ 18 [R 5128 BI& B ETEN4E)
. Nature and Causes of Disasters($X A E L2 AL IR E)
. Emergency Management(Z &= #&18)
. Laws and Acts((E#R BUAR)
. Business Continuity Management(£ 15 &51E)
. Disaster Recovery Planning Process($£ {8 Rt EMEF)
. Risk Management( /& [ E32)
. Facility Protection(z& R Iz1E IR &)
9. Data Recovery(ZHE[R)
REAR 10.System Recovery(:#ER)
11.Backup and Recovery(f&DE21E/H)
12.Centralized and Decentralized System Recovery((28 P EA D BT 2 R HER)
13.Windows Data Recovery Tools(Windows E#{E/R T E)
14.Linux, Mac and Novell Netware Data Recovery Tools(Linux/Mac/Novell ERHER T &)
15.Incident Response (/B S 4 E1E)
16.Role of Public Services in Disaster( A ARFE I K PRIAE)
17.0rganizations Providing Services during Disasters($£ 2 5§ 4E R - D IR it Bh 2 EE A1 EA4A48)
18.0rganizations Providing Disaster Recovery Solutions($ k18R 75 2= tIER /T 48)
19.Case Studies(ZE 1)
1. SRBARRILE — KRB E T TEC-Council Disaster Recovery Professional Certification Exam(E:{RIB 3% : 312-76). - ERFRERE=
BRRNTEMAEH
CERREAFRE  HERES0% FEBERRERENES
.HRAE—FAN - B RAFERE—REEIHE
. BRI Z ERRASRE4509:00~18:00
. FERERAE:
EREEE HRIBATARZHE =AEREZEENT64,6007T

BEMBRE  CEH : EC-Council CEHRZE KITERTE iz
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EC-Council CHFIEZEZ &R AT ER

EC-Council Computer Hacking Forensic Investigator Course

BaHg HEAR - BZREAE - B2 REEE - N EMER RiTAETZE
EETRL N REMBEFERINTES - NCEBRRELERETRENEREAXMENE

Sl . EFHSCIEFZECIH : EC-Council ECIHE 2B 14 R 18 8 05312
- HEPEBEE(ZERIECEH | EC-Council CEHEZ Bl B R R 2

. Computer Forensics in Today's World(Z8 i 8 8 42 5%)

. Computer Forensics Investigation Process(E [ i #i12 7)

. Understanding Hard Disks and File Systems(f#Hk #2115 22 % 47%)
Data Acquisition and Duplication(Z R /& EU# %5 £Y)

. Defeating Anti-Forensics Techniques (H ## &2 8% i3 15)

. Operating System Forensics({F2£ % #t&qt)

Network Forensics(48 8% i)

. Investigating Web Attacks (&S 4815 K &)

9. Database Forensics(& it} B 78)

10.Cloud Forensics(2 i 8)

11. Malware Forensics(Z5 =23 #q)

12.Investigating Email Crimes(FA&EE 7 F4IE5E)

13.Mobile Forensics(1T /35 & &)

14.Forensics Report Writing and Presentation (135 8135 &= #3845 %)

1. IBARIZIE—REFEET " The Computer Hacking Forensic Investigator Exam(Z & B 5% : 312-49), - RIZEEREB=EARNTER
Eul

 RERAERE  WERES0% FEBERBEEREINES

.HRAE—FEAN - B—REARERE—REEIHE

. BRI FERREE%$09:00~18:00

. AEREBEAE:
BRERE: HRIRETHARZIAE =HEERREZBMENTS64,6007T

BIEMBERE  CEH : EC-Council CEHEZE KT E R & Ri2
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EC-Council ECSP JavaZ £ 12T\ iZETEME2 58 3712

EC-Council Certified Secure Programmer(Java) Course

1. 87 #RJavaL 2 RIZFL T = 3. AEVFEC-Council Certified Secure Programmer(Java)= & &

2. MfEAJavaR BB JavaEARENE

iEiBJavaiZ A EES

1. "#BJava Security

2. WA

3. BEHABHLERIIE

4. AERERE

5. tERREE R HE

6. Al B

7. Java Authentication and Authorization Service(JAAS)

8. Javall {7l EASession B8

9. JavaZR i

10.JavalfE FA#2 0 55 %4 (Cross-Site Scripting * Cross-Site Request Forgery * Directory Traveral * Http Response Splitting * Parameter
Manipulation » XML Injection » SQL Injection * Command Injection » LDAP Injection » XPATH Injection)

REANREEE—RREES TEC-Council Certified Secure Programmer(Java)(EH R B : 312-94), - ENBFRERE=BEAZAER
. RIEERE - LEEES0%M E R RRAEIES

CHREE—FERN  B—RARERE—REEIHE

. ABREBEAE

BERERE  BRAETHARZHE  ZARREEMENTS37,0507T

CISSP : CISSPEZ M BERDBRIZ
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EC-Council CCISOEZRKIE/IEISME L4818 A F7:8:812

EC-Council Certified Chief Information Security Officer / EC-Council Information Security Management Course

— 1. ﬁmﬁ"ﬁﬁ%§¥§§£f@i¥)\jﬁfé 3. WEMZ BB ERRE
- 2. BB 7R - REHGEE
TR AN HiZ 2R H B R
Domain 1 : Governance (Policy, Legal & Compliance);A 2 (F5 « AR BB E M)
Domain 2 : IS Management Controls and Auditing Management® Z & I2 2 HlI 5 i EAFEZ E 12
REAR Domain 3 : Management—Projects and Operations (Projects, Technology & Operations)&32-SH R B(F 3 (5 « HilTAIEE)
Domain 4 : Information Security Core Competencies & 4%/ ifi 55
Domain 5 : Strategic Planning & Finance < I t4 #7 & £ 8475
1 MERRE - BE—REISMERLBARZER - FENAEEXFABY - BOERBEEETRBEYNHARATREISMREET -
2. CCISOREERREZFIE - SMAREBEIREETE100=T(EAR BRI : 712-50) - MEEARKFEEEREBEISMRE (BB B :
512-50) ; EOERKZ G EWNERIRA(KFEI BREXERNEN)THREISMBHEE ; BIBCCISORZEREZE - UIREISMAEEZR S
mEE FARABCCISOREEN - EEFREMIRZCCISOREEH -
: ) 3. BIBMECCISOE  WALEAARIZRBERAFELFLR ; FAREERVBREEVEELEFE ; 2IIREE  EFELAAREGP =X
FHERBERAE LR -
4. AR RBEITRESHERY
5. HEAIRERE 2 BIRMABISRAA : http://ciso.eccouncil.org/cciso-certification/cciso-qualification-requirements/
BEBEHEERE CEH : EC-Council CEHBZZ 1 1l B X 358 ir iz
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*iLab#R 2 EARIREERBEIVRAANEY ; MFEEBMNEiLab - 30XREMAZ£2007T -
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