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EC-Council Network Security Administrator Course
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1. Fundamentals of Computer Network(¥:r=2%5)

2. Network Protocols( /i #Z&fErE L)

3. Protocol Analysis(¥¥rE/g24" #)

4. Hardening Physical Security(5&"™*&852 %)

5. Network Security( /i #f¥=2 %)

6. Security Standards Organizations( ji X255 1HEr & AgaE)

7. Security Standards( ji #25EERAEE)

8. Security Policy(2552 2 %)

9. |IEEE Standards(ji ¥HEEE*EE)

10.Network Security Threats( i ¥5%ETE2 = Bi)

11. Intrusion Detection System(IDS) and Intrusion Prevention Systems(IPS)( /i #&* S EA5HAE %)
12.Firewalls( i #&3%5 K #E)

13.Packet Filtering and Proxy Servers(ji #3& S5~ 2265 &)

14.Bastion Host and Honeypots( i i&Ip43= #55504E 2 &)

15.Securing Modems (54 &#4%2 =)

16. Troubleshooting Network (¥ =t TERE%)

17.Hardening Routers(5& g2 &2 %)

18.Hardening Operating Systems(s& ™ "= #i#2 2)

19.Patch Management(‘ 4 =E)

20.Log Analysis(= 554" #)

21.Application Security(ji #2rel #2552 & 4)

22.Web Security( /i #Zwww2 = %)

23.E-mail Security(ji #&&2 E342 x i4)

24.Authentication : Encryption, Cryptography and Digital Signatures( i #&% 4" 5585 ~ B 55 et " 3as )
25_Virtual Private Networks and Remote Networking( ji 34555 A ¥EpRssis i pnsis)

26.Wireless Network Security( i 22 45362 2 )

27.Creating Fault Tolerance(§ "2 ™ A $)

28.Incident Response( /i x5 = )

29.Disaster Recovery and Planning( i #5245 % E 32 32 )

30.Network Vulnerability Assessment(¥:r=55 702" 4)

IR IE 1. R 3 1Y # 35 TEC-Council Network Security Administrator Certification Exam
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EC-Council Ethical Hacking and Countermeasures Course

=E 400 | LR 165000 | SEE: 1635 | H# 0 EC-Council s iy < Ff
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%21 A 1. Introduction to Ethical Hacking([i 2 255ai@ 1 13)

. Footprinting and Reconnaissance(i & Hk 5 GFE g &)
Scanning Networks(¥F58 3 75355555 1#)

. Enumeration(3I32 525

System Hacking( * * % EEE)

. Malware Threats(&Z & 25 54

. Sniffers(A:EEEEEgETE)

. Social Engineering(7&-3 ~ %)

9. Denial-of- Semce('{%v?‘??ﬁ‘“'“"%fﬁ)
10.Session Hijacking(ZE#5Eh %)

11.Hacking Webservers( A ISHERL)

12.Hacking Web Application( ® %3 ¥E+HFEC)
13.SQL Injection(& ¥ %1 E)
14.Hacking Wireless Network(* 5
15.Hacking Mobile Platforms(* &
16.Evading IDS, Firewalls and Honeypots(ié?%’\ SETNE N RS R
17.Cloud Computing(Z=4'2%)

18.Cryptography(; %%3

BEF R HLAZIEER- ARFHE FHFEER L BEA Fh 1,1=" "The Certified Ethical Hacker Certification Exam(#&** 5 : 312- 50—
ANSI)J ;EETEEEN - BE é—é » BITF2 BI2ES B3 THEA R (EC-Council) B SR HLS 'r~ = Z)CEH(Certificated Ethical Hacker)Z2
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EC-Council Certified Security Analyst Course
400 | B 168000 - | BT | F1 1 EC-Council s iy ~ ¥+t
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=21 A 1. Security Analysis and Penetration Testing Methodologies (22 4 ”*?é—}% AL EF)

1

2. TCP/IP Packet Analysis(TCP/IP£f& 4" #+)

3. Pre-Penetration Testing Steps(i% %A % <3 57)
4. Information Gathering Methodology(& !4 %)
5. Vulnerability Analysis(55554" #7)

6. External Penetration Testing Penetration Testing Methodology( # £} iéﬁ‘i_éf?i;—t'% E)
7
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. Internal Network Penetration Testing Penetration Testing Methodology(? &) $&f=4 5454 %)
. Firewall Penetration Testing Penetration Testing Methodology (35 °F %52 3= %)

9. IDS Penetration Testing Penetration Testing Methodology(* &
10.Web Application Penetration Testing Methodology (3587 £ 3% S5 %
11.SQL Penetration Testing Methodology(SQL% & H=E4 %)
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14.Mobile Devices Penetration Testing Methodology(F==h %2
15.Cloud Penetration Testing Methodology(Z=#4 5 55t “i)
16.Reports Writing and Post Test Action(ig-#) & 3552
BEF . HLAFFEER- ARSEE FHEFELER LS BER ;—& H/‘Fa; "EC-Council Certified Security Analyst Certification Exam (£5' 2
71 ECSAVO Exam) ; . £FF K- BEL L HEI’"'\T?'J* FIZES % ITEETE (EC-Council B B HL i = =ECSA(EC-Council Certified
Security Analyst)Z2 ; * 5522t V5 L FHFE K 2 Z(LPT, Licensed Penetration Tester)=)* ""'EQ*' ) BT E RIS PTR
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ECIH EC-Council Certified Incident Handler Course

=160 =E | &E 1280007 | SEEX:735 | T : EC-Council s g Y HA
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=21 A 1. Introduction to Incident Response and Handlin( /i 22 2 B i $tErogsm i)

. Risk Assessment(& &85
. Incident Response and Handling Steps( /& *f 22230 25%)
. CSIRT(CSIRT ji #&,
. Handling Network Security Incidents(¥:g2 % & +=)Ere)
. Handling Malicious Code Incidents(&: & #25 <) &re)
. Handling Insider Threats(? & =i & “+=)£x)
. Forensic Analysis and Incident Response(f 452 “+ 22558 2 #3423 %)
. Incident Reporting(i& 4% 2 )
10.Incident Recovery( & 45 5=
11. Security Policies and Laws(&2 ﬁ*ﬁf’?ﬂyf‘gﬁ;é )
WEFIE 1, ”i LASFERES - (2 BEE ) FHEFESF 4= BE R 3 p) ¥ 3F TEC-Council Certified Incident Handler Certification Exam(# 3!
= WE212-89), ; FHEEFEH- BE ‘ﬁr": ’ H&I’U‘\T;llf_ﬁ FIZES % 35T R (EC-Council )B4 B HLE 2= HECIH(EC-Council Certified
Incident Handler)Z2

Looo\lmm-hwl\)—\vu_m

2_ =—“3{1:'$:!:EE. ?fé y E-‘r#'.'& 1-@800/“ ! Lé*;gﬁ@mn:-r&.g:tﬂuzﬂ
3. /TR B ugﬁk B -] E'—EZ%T

4, =TI =i AM09:00~PM18:00

5. SEERT

PEERE: WEE2EF LAY > F4 55 B2 ENTS26,6007

EC-Council EDRPEZ X EEBEEFRFIEBRIE

EC-Council Disaster Recovery Professional Course
=140/ | @B 1680007 | BE:1785 | H*f: EC-Council s R <

FAEG S WATTE IFEETOS L FHETOE R iESERA S (3522 A8
=21 A 1. Introduction to Disaster Recovery and Business Continuity( i B555 SH S5 Bl iEs2 |1 42)
2. Nature and Causes of Disasters(ix % 22 @55=r) 9= X))
3. Emergency Management(% £. . 858 7F)
4. Laws and Acts(£ 2 5=£% )
5. Business Continuity Management(£ 32 i@a=r5 )
6. Disaster Recovery Planning Process( s 855/ S-2 =)#21 )
7. Risk Management(& 155 7T)
8. Facility Protection (3> B84 = 345 71)

9. Data Recovery(@*!%Fiz)

10.System Recovery(.% &&= )

11.Backup and Recovery(# 545

12.Centralized and Decentralized System Recovery(% = & 554" 74 7 ##E%)
13.Windows Data Recovery Tools(Windows @ %!z ™ 2)

14.Linux, Mac and Novell Netware Data Recovery Tools(Linux/Mac/Novell @ 7F= ™ =)
15.Incident Response(& 4% 4 E2T)

16.Role of Public Services in Disaster(** # B354 i 82 H)& &)

17.0Organizations Providing Services during Disasters( 8554 == » = {2, = 7 87 S22
18.0rganizations Providing Disaster Recovery Solutions( i B58s 4 % Hr=ry, jj 2,)
19.Case Studies(% G145 *+)
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BED D HLASIEER- ABFEE FHEFELER LS BER 7Y FF TEC-Council Disaster Recovery Professional Certification Exam(#
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D|saster

Recovery Professional)Z2
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EC-Council CHFIE LR &R EE KRB EIE

CHFI EC-Council Computer Hacking Forensic Investigator Course
= 40-0= | B R 168,000 | I 1735 | T : EC-Council s ¥ H

ARG BT A S BRUY A B BRAHEISE  IHERART L EgE
=*21* A 1. Computer Forensics in Today's World(%g‘% =)
. Computer Forensics Investigation Process(=% #5252 )
. Searching and Seizing of Computer(&%:7 155 554.38)
. Digital Evidence( ji #2325 24%)
First Responder Procedures(5— ZIPE*E )
. Computer Forensics Lab(=5#3tE 585 )
. Understanding Hard Disks and File Systems (=88 $47 7 %)
. Windows Forensics [(Windows “=#' % i stat)
9. Data Acquisition and Duplication(2 *' &5 35&4)
10.Recovering Deleted Files & Deleted Partitions(32=)& *! /& &iE's )
11.Forensics Investigations Using AccessData FTK(FTK&#:=" £)
12.Forensics Investigations Using Encase(Encasei#=" £)
13.Steganography and Lmage Files Forensics(& %12 & 558885 )
14.Application Password Cracker(f& #2542 75 Hb#E)
15.Log Capturing and Event Correlation(Z &&= 555 I )
16.Network Forensics, Investigating Logs(A:rEsss 5584 5 504E)
17.Investigating Wireless Attacks(Zaa & (S5 T 89)
18.Investigating Web Attacks(Z5d $:r57189)
19.Tracking Emails and Investigating Email Crime(a3a> S 55F3a 50 405
20.Mobile Forensics(*==h %2 5353K)
21.Investigative Report(#Fg-Z& 52
22.Become an Expert Witness(hy-2% 1)
BEF R HLAFIEER- ARSBHE ) FHFEER L BE H,i=" " The Computer Hacking Forensic Investigator Exam(# %! = ' 5 :
312-49), ; ii-iij'?“ - mELL l‘-ﬁ’“b’?l"‘ FIZE 13 =475 (EC-Council ) B 2L j‘-}? = Z)CHFI(Computer Hacking Forensic
Investigator)Z2
SRERER 1 0 [ I EB0%) ! ISR e DI
WETAC I, B YASRERY - (SE7 S
= LI EesER AMO09:00~PM18:00
e ALY
TEERE . TFHEF G LAFE - T ET 5 ERBNTS64,6007T

ONOOAWN

S

EC-Council ECSP Javaz &2 5% 5 TR F258ER 12

SO LPEVEN - C_Council Certified Secure Programmer(Java) Course
S 24 o) | 2% : 39,000 - | = 1155 | ¥t : EC-Council ' g~ 7+
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Java Authentication and Authorization Service(JAAS)
Java™ =g H| $ESessiond 72
Java® g~
0. Java"E’L *27 552K Cross-Site Scripting + Cross-Site Request Forgery ~ Directory Traveral ~ Http Response Splitting « Parameter
Manipulation » XML Injection ~ SQL Injection ~ Command Injection ~ LDAP Injection ~ XPATH Injection)

BED 1. HLASIEER- ARFFE FHEFELER LS BE R 05 FF TEC-Council Certified Secure Programmer(Java)(F55!' = # §7: 312-
94), ; FEFFRIO- BELL 5 IYHI2 B2 RITEAE (EC-Council) BH£ 4L} = 4JECSP Java(EC-Council Certified Secure
Programmer(Java))Z2&2
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EC-Council CCISOBZE/EISME 218 A 15812

EC-Council Certified Chief Information Security Officer/ EC-Council Information Security Management Course
EE: 400 | B 199,000 - | ZEE 303 | % : EC-Council g Y

=*=R A Domain1: .5
1. Definitions 2
2. Information Security Management Program &2 &=5-&
3. Information Security Laws, Regulations & Guidelines ‘&2 (& « &S oe!
4. Privacy Laws J£# £
Domain 2 : &2 & TP FI IS T2
1. Design, Deploy, and Manage Security Controls in Alignment with Business Goals, Risk Tolerance, and Policies and Standards
MEFAEBIE . BRALY EVE YRR ST YR ITE TR 2 B
2. Information Security Risk Assessment@ 2 & ja=" %t
3. Risk Treatment® 1552
4. Residual Risk&|&% 15
5. Risk Acceptancef# s &g
6. Risk Management Feedback Loops & 165 T2 = 8%
7
8
9.
1

. Business Goals# B = 42
. Risk Tolerance& & ¥/
Policies and Standardsiv 325
0.Understanding Security Controls Types and Objectives: Management Controls, Technical Controls, Policy and Procedural Controls,
Organization Controls, and more=2 22 ffifs s $ERISF2 A2  SZ2pblESe « JR PR  ITR ST PRFIEHR « SRl gst =
11. Implement Control Assurance Frameworks to: Define Key Performance Metrics (KPIs), Measure and Monitor Control Effectiveness, and
Automate Controlsj 2 Al T 24 =L %%ﬁé’h’fﬂ s EE R RSS2 S 1
12.COBIT(Control Objectives for Information and Related Technology)® St*=5f #7441 = 42
13.BAI06 Manage Changes/& *=ig2%
14.COBIT 4.1 vs. COBIT 5
15.1SO 27001/27002
16.Automate Controls{#|fjs= = =
17.Wrap-up@ %=
18. Understanding the Audit Management Process2 #4444 7= f 72
Domain 3 : 23 (2 )
1. The Role of the CISO&2 =& &
2. Information Security Projects@2 =
3. Security Operations Management? 2 “=# 4=
Domain 4 : ‘&3 A%t Har
. Access Control™s 3 i’};‘"l
. Physical Security®
. Disaster Recovery %dﬂ
Network Securityf¥=2 =
. Threat and Vulnerability Management 54 5555 255
Application Security e #2252 =
. Systems Security Z5F2 =
. Encryption® =2,
. Computer Forensics and Incident Response &% #2555 H = Fs
omain 5 @ § AR S22
Alignment with Business Goals and Risk Tolerance?ﬁfé B ADSSER (A T T8
. Relationship between Security, Compliance, Privacy? % - Sp#SHESHER g
Leadershipz&&~
. Enterprise Information Security Architecture (EISA) Models, Frameworks and Standards i-# & 2 37455 « ¥oirgmers
Emerging Trends in Security? % 7 ¥==6 %]
. I’ s all about the Data (Stradley 2009)- ** &
Systems Certification and Accreditation Process % f 588253 55 i *2
. Resource Planning@ =422
. Financial Planning =542
10.Procurementx S
11. Vendor Managementi, & ==
12.Request for Proposal (RFP) Processi=% #:F 2 i *2
13.Integrate Security Requirements into the Contractual Agreement and Procurement Processi<y2 = "% rF £,
14.Statement of Work ™ “=Z2=2
15.Service Level Agreements® 357} 54,55
BEFZ 1. CCISOFHFBAEFET LT » B 2L E L1005 7 F5F' 2 “ g7 CCISO Exam) » §7B#ET FE B H FEISMBFH;
= BHTEISMI ZE(FEX 2 “ 7 : EISM Exam) » 3251 EISMI 25°E
2. = HTCCISOS + ~omtsT < FEn ZAHT 7 7 iz 1 LR FRESIAT R
SIEFEEL ) 54T A3 ) o AERRERY I T e
3. SRS s R
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ECSAB S NS ZREANG EICSA

EC-Council | Certified Security ~Analyst
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#1502 % http://www.eccouncil.org/about-ec-council-certified-security-analyst

LPT (Master)ios8 7 s\ T 53 I

EC-Council Licensed Penetration Tester (Master) Licence
Credential 2 Z I EX

BE A EZRBIEB(LPT, Licensed Penetration Tester)2EC-Council EmES S RN ELHER -
e ENERS T ERHETEETEEIRBRETREELXS KEMRLFTAREMNEEEXK -
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6. WAEEEFES LPTRE

EHRFAEME

B Z%E http://www.eccouncil.org/about-licensed-penetration-tester

2015.112 £ B L FSHFXFEC-Council's =4 .=

SRR : &35 P201  #i11 P214 &9 P220 =i P.226 167



